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ABSTRACT

Study on wireless energy harvesting in cooperative
communications with relay selection and physical

layer security
by
Van Phu Tuan

Advisor: Prof. Hyung Yun Kong

Submitted in Partial Fulfillment of the Requirements for the
Degree of Doctor of Philosophy (Electrical Engineering)

May 2018

Recently, Wireless Energy Harvesting (WEH), in which wireless nodes power their
batteries by scavenging energy from ambient Radio Frequency (RF) signals, has be-
come an promising solution to address the challenge of prolonging the lifetime of
energy-constrained wireless networks and reducing the periodic recharging and re-
placement of batteries. Due to the great advantages mentioned above, the WEH
technique finds important applications in both point-to-point communication and
Cooperative Communication (CC), where energy-constrained relays harvest energy
from wireless signals sent by the Access Points (APs) to assist the communication
between the APs and their destinations. More recently, security in WEH has be-

come an emerged research topic which has attracted a lot interest from researchers.
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Abstract vil

Because of the fact that the WEH nodes usually locate near the AP for harvesting
much energy, they are capable of overhearing the confidential information from the
AP. To overcome this problem, the Physical Layer Security (PLS) technique, which is
capable of providing secure communication without using cipher codes, has become
an effective solution. Motivated by above, in this thesis we focus on investigating
two aspects of WEH in the cooperative relaying systems: relay selection and PLS.
Moreover, we extend our studies by considering the effects of hardware impairment
and imperfect channel on the (secrecy) performance of the WEH CC systems. The
(secrecy) performance of all proposed systems is evaluated via mathematical analyses.
The accuracy of the analytical results is verified by Monte Carlo simulations.

We first study the problem of K-th best relay selection in WEH system by analyz-
ing a communication between a multiple-antennas source-destination pair via a K-th
best relay of a single-antenna WEH relay network. Moreover, we propose deploying
an energy beamforming technique known as Maximal Ratio Transmission (MRT) at
the source and a combining technique known as Maximum Ratio Combining (MRC)
at the destination for these such systems to improve the system performance.

Then, we extend our first study to the scenario of WEH CC system with non-
ideal hardware. We assume that the RF impairments caused by the RF font-end
hardware imperfections are not completely removed by using signal processing al-
gorithms; hence, the Residual Transmit RF Impairment (RTRI) notably degrades
the system performance. From the results in terms of the Outage Probability (OP)
and capacity, we show that the influence of RTRI on the system performance can be

effectively mitigated by using more antennas and/or more relays.



Abstract viii

Next, we focus on investigating PLS in WEH CC systems. Different with most
studies on PLS in CC, where external eavesdroppers create security risk, our studies
deal with the problem of PLS in WEH CC using untrusted relays. In this investi-
gation, we focus on studying the effects of imperfect channels and transmit-antenna
techniques, i.e., MRT, Transmit Antenna Selection (TAS) and Random Antenna Se-
lection (RAS), on the secure communication of the proposed system.

After that, we study the secure communication of a CC system via an untrusted
WEH relay in the presence of an external eavesdropper. The secure communication
can be overhear by both the untrusted relay and the external eavesdropper. In this
problem, we focus on investigating the effects of the locations and the transmit powers
on the secrecy performance. The obtained results show that in the presence of the
external eavesdropper, a reasonable location of the untrusted relay can yield a higher
secrecy performance.

Finally, we study the problem of joint relay—selection and PLS in an untrusted
relaying WEH system. We propose employing multiple antennas and the MRT tech-
nique at the source and destination. Then, we use the MRT-based relay-selection
methods to select the relay for assisting the communication. These proposals allow us
to boost the harvested energy at the selected relay; moreover, under the assumption
that lacking global knowledge of Channel State Information (CSI) at the relays, they

also allow us to eliminate the security risks from the non-selected relays.
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Chapter 1

Introduction

Prolonging the lifetime of a wireless network has received significant attention
from the research community [1-3]. Though replacing or recharging batteries can
solve this issue, it incurs a high cost and can be inconvenient or hazardous (e.g., in
toxic environments), or highly undesirable (e.g., the sensors embedded in building
structures or inside the human body) [4,5]. In such scenarios, a safe and convenient
option is to harvest the energy from the environment. The conventional energy har-
vesting techniques rely on the external natural resources, such as solar power, wind
energy or thermoelectric effects, which can not guarantee the delivery of reliable
and uninterrupted communication services due to their randomness and intermittent
property. Recently, the researchers have proposed a new research direction of energy
harvesting technique known as WEH in which energy—constrained nodes can scavenge
energy from ambient RF signals to power up their batteries. Since RF signal can be
under control, it is more reliable than external natural resources and is a promising

technique to power the wireless devices.
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The first application of WEH was found in point-to-point communication systems.
In these such systems, the user terminals are assumed to be energy—constrained nodes
and they harvest energy from RF signals sent by the AP [6,7] and/or sent by interfer-
ence sources [8-10] to maintain their connections to the AP. Next, the applications of
WEH were extended to the CC scenario where the relay nodes, that usually have lim-
ited battery reserves, incur great RF resource expense to assist the communication.
In the Wireless Energy Harvesting—based Cooperative Communication (WEH-CC)
model, the relay nodes can extract energy from the RF signals sent from wireless
terminals and use this energy to forward information to the wireless terminals; hence,
they can save much energy [11-15].

In the WEH networks, the energy—constrained devices are located near the AP
to harvest much energy; hence, these nodes are able to decode information from the
AP. This gives rise to an information security issue in WEH networks. To prevent
illegitimate terminals from attacking the confidential information of the AP, the PLS
technique, which is capable of providing secure communications without using cipher
codes, has become an effective solution [16-18]. The PLS technique focuses on cre-
ating positive secrecy capacity, at which the eavesdropper is unable to decode any
information, by exploiting the physical characteristics of the wireless channel [19-22].
Moreover, different technologies have been proposed to improve the secrecy capacity,
including Artificial Noise (AN)-aided security, cooperative jamming, and beamform-
ing [23,24].

Motivated by above-mentioned developments, this dissertation studies two im-

portant issues of WEH-CC, relay selection and PLS. We propose and analyze five
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WEH-CC models in which we study the benefit of Relay Selection Scheme (RSS)
in improving the performance and investigate the secrecy performance of WEH net-
works. Moreover, we extend our studies to practical scenarios, e.g., the devices suffer
from RF impairments, the obtained CSIs are imperfect, the best relay is unavail-
able due to its service and the relays are untrusted nodes, to make our studies more

practical and useful.

1.1 Related Works

To realize the idea of WEH, the author of [25] designed two practical receiver
architectures, namely, Time Switching (TS) and Power Splitting (PS). For the TS
architecture, the WEH receiver spends some time for energy harvesting and the re-
maining time for information processing; whereas for the PS architecture, it uses
a portion of the received power for energy harvesting and the remaining power for
information processing. Since then, a number of studies in WEH with these practi-
cal receivers have appeared in the literature. In [26,27], the rate—energy regions of
the WEH systems with different energy—harvesting receivers were investigated. For
multiuser WEH systems, the authors of [28] proposed a protocol to support the Full
Duplex (FD) mode at the AP for broadcasting wireless energy to the users in the
Downlink (DL) and receiving information from the users in the Uplink (UL). Next,
the authors of [29] designed the precoders of the multiuser WEH system including an
AP, Information Receivers (IRs) and Energy Receivers (ERs) to solve two optimal
problems. In the first optimal problem, the precoders are designed to minimize the

Mean Square Error (MSE) under source transmit power and harvested energy con-
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straints, whereas in the second optimal problem, they are designed to maximize the
total harvested energy at the EHs under source transmit power and MSE constraints.

For the WEH-CC scenarios, the authors of [30,31] examined the performance
of a basic WEH-CC model including a source, a destination and a relay. Under the
presence of Co-Channel Interference (CCI), the works in [32,33] examined the impacts
of the CCI on the WEH-CC system where the CCI is the cause of degradation in
Quality of Service (QoS) but can be a desired energy source at the relay. The studies
related to multiple-antenna WEH-CC system were studied in [34,35]. In [34], the
authors proposed equipping two antennas at the relay and using FD relaying mode
which enables higher harvested energy and better performance at the relay. In [35],
the influences of the CCI on a WEH-CC system via a multiple-antenna relay were
studied. After that, another aspect of WEH-CC known as RSS in WEH-CC has
gained much attention from the researchers [36,37]. Although the use of multiple
relays creates a significant improvement in QoS by exploiting the spatial diversity [38],
it causes the high system complexity and spectral efficiency loss. To mitigate the
disadvantages of using multiple relays while providing an acceptable improvement
in QoS, the RSSs have been proposed [39]. The effects of RSS on WEH-CC were
studied in [37,40,41]. In [37], the authors studied the OP of the WEH-CC system
using multiple Decode—and-Forward (DF) relays. In [40], the authors proposed and
evaluated both the OP and the throughput of a relay—selection WEH-CC system in
the case that all relays are two—way FD nodes. Next, the authors of [41] analyzed the
effect of Distributed Switch and Stay Combining (DSSC) technique and imperfect

CSI in the WEH-CC system, where the communication between the source and the
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destination is conducted through either the direct transmission or the best FD WEH
relay selected by using Partial Relay Selection (PRS).

Recently, PLS in WEH networks has gained much attention from researcher com-
munity. In [42], the authors proposed using both AN and beamforming technique to
address the security issue in a Multiple Input Single Output (MISO) WEH system
containing a single IR and multiple ERs. An extension of [42] to a scenario containing
multiple IRs was presented in [43]. Next, the authors of [44] studied the effect of AN
on the secure transmission of a single-antenna WEH system, then determined the
optimal solution for a transmit power allocated for the AN signal that minimize the
Secrecy Outage Probability (SOP) and maximize the secrecy rate. In the presence
the imperfect CSI, the work in [45] studied the effects of imperfect CSI on an MISO
WEH system and proposed an optimal PS ratio to maximize the SOP. Recently, the
authors of [46] investigated the secure communication of a WEH-CC system in which
a relay is assumed to be an untrusted node that assists the source transmission and
also overhears confidential information from the source; moreover, the work in [46]
shows that the destination—assisted jamming can be efficiently exploited to enhance

the secrecy capacity.

1.2 Dissertation Outline

The dissertation consists of seven chapters structured as follows:
In Chapter 1, we present the related works of WEH-CC, relay—selection techniques
and PLS. Then, we present the outline of the dissertation and background knowledge

relevant to our studies.
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In Chapter 2, we study the effects of K—th best PRS method on system perfor-
mance of an WEH-CC system by analyzing a communication between a multiple-
antenna source—destination pair via a single-antenna WEH relays. We propose using
MRT at the source for boosting harvested energy at the relays and MRC at the desti-
nation for improving QoS. We derive the mathematical results for three performance
metrics, i.e., OP, DTT throughput and DLT throughput, of the proposed system.
These results are derived for an general fading known as Nakagami—m. Then, based
on the throughput expressions, we investigate the characteristics of optimal and sub-
optimal throughputs for DLT mode and optimal throughput for DTT mode. Finally,
the influences of key parameters of WEH and CC are studied in detail.

In Chapter 3, we extend the study of Chapter 2 to the practical scenario in which
the transmit hardwares are imperfect. In this system, the transmit signals at the
source and the selected relay are distorted by RTRI noises before transmitting them
on antennas. We focus on analyzing the benefits of the K—th best PRS method in
mitigating the influences of RTRI. The results in terms of the OP, DLT throughput
and DTT throughput show that an increase in number of relays can reduce the
influence of RTRI on the system performance. Moreover, the MRT technique also
shows its advantage in boosting the desired signal power while keeping RTRI noise
power at the receiver constant; hence, the influence of RTRI can be mitigated. Finally,
the design insights on the choices of energy-harvesting receiver architectures and key
parameters are provided.

In Chapter 4, we study the PLS problem in an WEH CC system with an untrusted

Amplify-and-Forward (AF) relay. To create the positive secrecy capacity, the destina-
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tion—assisted jamming signal, which can interfere the untrusted relays while decreas-
ing a small QoS at the destination, is employed. This jamming signal can be exploited
as an additional energy source at the relay. To enhance QoS, we propose equipping
source with multiple antennas and deploying transmit-antenna techniques, namely,
MRT and TAS. For secrecy performance comparison, RAS is examined. Specifically,
the channels of the source-relay links are considered in both cases, perfect channel
and imperfect channel. To access the secrecy performance, the mathematical results
for the SOP and Average Secrecy Capacity (ASC) are derived. From the obtained
results, we compare the secrecy performances of three transmit—antenna techniques
and then provide useful design insights on the choices of transmit—antenna techniques
under different system configurations.

In Chapter 5, we extend the study of Chapter 4 to the scenario of existing an exter-
nal eavesdropper. Therefore, the secure communication faces with two security risks
from the untrusted relay and the external eavesdropper. The destination—assisted
jamming signal interferes both the untrusted relay and the eavesdropper for achiev-
ing the positive secrecy capacity. We also focus on analyzing two secrecy metrics,
SOP and ASC. The results in terms of the SOP and ASC provide valuable insights
into the effects of various key parameters of PLS, WEH and CC on the secrecy perfor-
mance of the proposed system. Especially, these results show that the untrusted relay
should be closed to the eavesdropper for creating the greatest secrecy performance.

In Chapter 6, we study the problem of joint relay-selection and PLS in an un-
trusted relaying WEH system. We equip the source and destination with multiple

antennas; then, we deploy the MRT technique at these nodes. Additionally, we use
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the MRT-based relay—selection methods to select the relay for assisting the commu-
nication. With these proposals, we can boost the harvested energy at the selected
relay; moreover, under the assumption that lacking global knowledge of CSI at the re-
lays, the security risks from the non—selected relays are eliminated. Moreover, we use
the destination—assisted jamming signal to interferes the selected relay. The secrecy
performance is evaluated via the SOP and ASC.

Finally, Chapter 7 concludes the dissertation with a summary and discussion of

future research directions.

1.3 Background

In this section, we introduce the concepts about wireless channel model, CC pro-
tocol, relay selection method, hardware impairment issue, imperfect channel issue,

PLS and energy harvesting.

1.3.1 Wireless Channel Model

Figure 1.1 presents a channel model of direct wireless transmission in which a
source S transmits a signals xg to a destination D through wireless environment.

The received signal at the destination D is modeled as in [47,48].
ys,p = VPhsprs+np, (1.1)

where x5 and P are transmit signal and transmit power of the source S, respectively,
hs p is wireless fading channel coefficient between the source S and the destination

D, and np is Additive White Gaussian Noise (AWGN) at the destination D and is
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modeled by a Gaussian-distributed Random Variable (RV) [49,50] with zero-mean

and variance of Nj.

Xg hSD

b

S

Figure 1.1: Channel model of direct wireless transmission.

In wireless environment, because of the constructive or destructive combination
of scattered components of the radio signal, strength of arrived signals at the des-
tination D is fluctuated or faded. In this thesis, we examine two fading channel
models, namely, Rayleigh fading channel and Nakagami-m fading channel. In the
Rayleigh and Nakagami-m fading models, the Line-of-Sight (LoS) component in the
arrived signals does not exist. Let hr and hy be channel coefficients in Rayleigh
and Nakagami-m fading channels, respectively. The channel gain X £ |hg|? is ex-
ponential RV which has the Probability Density Function (PDF) and Cumulative

Distribution Function (CDF) as follows [51].
fr(@;A) = Ae™, (1.2)
Fy(r;)) =1—e7, (1.3)

where A is a rate parameter (or inverse scale parameter).

The channel gain ) £ |hy|? is gamma RV which has PDF and CDF as follows [52].

m,.m—1
A" A

fy(z;m,\) = T0m) e M, (1.4)

(1.5)
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where m is a shape parameter, I' () and 7 («, z) are the gamma and lower incomplete

gamma functions [53, Eq. (8.310.1) and Eq. (8.350.1)], respectively.

1.3.2 Cooperative Communication Protocol

Cooperative Communication is an efficient solution for mitigating the impact of
channel fading, improving quality of service, and solving the coverage problem in wire-
less communication [54]. In the CC systems, the neighbouring nodes of the sources
and destinations are employed as relay nodes that assist the sources in delivering
packets to their destinations. The relays can apply the AF or DF protocols to pro-
cess the received signals. In the AF protocol, the relay amplifies the received signals
and forwards them to the destination. In the DF protocol, the relay first tries to
decode the received signals; then the relay re-encodes and forwards these signals to
the destination only if it successfully decodes the source’s information [55, 56].

Figure 1.2 presents a simple system model of a CC system in which a cooperative
relay R is ready to help the source S in forwarding the source signal xg to the
destination D. The operation principle in data transmission of this scheme can be
split into two time slots. At the first time slot, the source S broadcasts the signal
rg to the relay R and the destination D. At the second time slot, the relay R
processes (decodes or amplifies) the received signal and forwards the processed signal
to the destination D. At the destination D, MRC technique in [57] can be applied to
combines all received signals sent from the source .S during the first time slot and sent

from the relay R during the second time slot to enhance the system performance.
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Figure 1.2: System model of cooperative communication.

1.3.3 Relay Selection Methods

Beside benefits providing by CC mentioned previously, the CC systems can also
achieve the spatial diversity, which can enhance the system performance, by using
multiple relays for assisting the overall communication. However, this method can
increase scheme complexity and spectral efficiency loss. To reduce the disadvantages
caused by using multiple relays while providing an acceptable improvement in QoS,
various RSS have been well studied in the literature. Most RSSs include the as-
sumption that the central entity has full knowledge about CSIs of all links; therefore,
they can achieve full diversity order. However, the implementation of these strate-
gies involves solving various issues, such as time synchronization, continuous channel
feedback, and high power consumption [58]. For these reasons, the authors of [59,60]
proposed PRS, which requires one of the first-hop CSI and second—hop CSI, to per-
form the relay selection process.

In Figure 1.3, we present a cooperative scheme in wireless communication with
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Figure 1.3: Cooperative scheme in wireless communication.

N relays, i.e., Ry, Rs, ..., Ry. The strategy of PRS for the case of using the first-hop

CSI is given by

%), (1.6)

Ry, = argmax (|hSR¢
i=1,..,.N

and the strategy of PRS for the case of using the second—hop CSI is given by

Ry, = argmax (|hg,p|?), (1.7)
i=1,..,N

where R, is denoted as the best relay; hgg, and hg,p are the channel coefficients of
the S—R; and R;—D links, respectively.

In practical CC systems, the best relay may be unavailable or occupied by other
service, a possible solution is to use the K—th best relay in order to avoid service
interruption. An extension of PRS for the K—th best relaying scenario is called as
K—-th PRS. The strategy of K—th PRS for the case of using the first-hop CSI is given

by

R¥) — K th arg max (|hSRi|2) , (1.8)

i=1,...,N
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and the strategy of K-th PRS for the case of using the second-hop CSI is given by

RE) — K-—th arg max (’hRiD‘Z) ) (1.9)

i=1,...,N
where R is denoted as the K—th best relay (1 < K < N); hence, R, can be written

as RW,

1.3.4 Residual RF Impairment Issue

Most studies in wireless communication were investigated with the assumption of
ideal RF hardware. However, in practical systems, the transmitters and receivers suf-
fer from various RF impairments caused by the RF font—end hardware imperfections,
such as high-power amplifier (HPA) nonlinearity, in-phase/quadrature-phase (1/Q)
imbalance, and oscillator phase noise [61,62]. Although most of these impairments
can be mitigated by using analog and digital signal processing algorithms, Residual
RF Impairment (RRI) always remains. In [63], the behavior of RRI was first inves-
tigated. The results of [63] show that the influence of RRI can be characterized as

additive and independent Gaussian noises.

Source

Xs
P
/s §

Figure 1.4: Wireless communication system with residual hardware impairment.

Figure 1.4 presents a communication of a wireless system in the presence of RRI.

A source S sends a signal xg to the destination D with transmit power P, where
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E{|xs|*} = 1. At the source, zg is distorted by a RTRI noise ng ~ CN(0, x%); and
at the destination, the received signal of the destination D is also distorted by a
Residual Receive RF Impairment (RRRI) noise np ~ CN (0, % Plhspl|?), where k%
is the RTRI level, x2, is the RRRI level, and |hgp|?® is channel coefficient of the S—D

link. The signal used for information decoding at the destination D is expressed by
yp(t) = VPhsp (zs(t) + ns(t)) + np(t) + np(t). (1.10)

According to [64], the distortions from transceiver impairments act as an addi-

tional noise source of variance (k% + k%) P|hsp|?; therefore, (1.10) is rewritten as
yp(t) = VPhsprs(t) + np(t) + nsp(t), (1.11)

where ngp ~ CN(0, (k% + k%) Plhspl|?) represents the overall effects of ng and np.

1.3.5 Imperfect Channel Issue

Another practical issue in wireless communication is imperfect channel issue where
the transmitters and/or receivers use inaccurate CSI to process the desired signal. The
imperfect channel occurs in two common scenarios, imperfect channel estimation and
outdated CSI. In the imperfect channel estimation scenario, the estimated CSI values
obtained from channel estimation process differ with the real CSI values due to the
effects of noise or imperfect estimator. In the outdated CSI scenario, the CSI at the
time of transmission may be outdated due to a delayed feedback since complexity in
the transmission setup phase, such as, carrier synchronization, channel measurement

and relay selection [65,66].
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Let hsp be the channel coefficient between a source S and a destination D, and

fLSD be the imperfect CSI version of hgp. Mathematically, iLSD can be modeled as

hsp = v/Chsp + /1 — Ce, (1.12)

where ¢ € [0,1] is the channel correlation coefficient and e ~ CN(0,7) is a channel
error with 7, = E{|hsp|*}).

The value hgp is closer to that of hgp as ¢ grows larger, and vice versa. Specifically,
precise CSI can obtained when ( = 1, whereas hsp is thoroughly independent of
hsp when ¢ = 1. According to [67], hsp conditioned on iLSD follows a Gaussian

distribution as

hsplhsp ~ CN(v/Chsp, (1 — ). (1.13)

1.3.6 Physical Layer Security

Nowadays, wireless communication becomes the most popular way to communi-
cate. The broadcast nature of wireless medium makes wireless networks susceptible
to eavesdropping. For that reason, security in wireless communication becomes a
critical issue which gains a lot interest from the researchers [68-72]. The conventional
solutions for creating secure communication rely on sophisticated algorithms with
the assumption that eavesdroppers possess limited computational capabilities [73].
However, with the rapid development of computing devices, this assumption is not
guaranteed. To overcome this challenge, PLS technology, which is capable of giving
secure communications without using cipher codes, has introduced. In [74], Wyner

showed that secure communication of a wireless system exists if the capacity of the
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Figure 1.5: System model of direct transmission under physical layer security.

desired channel is greater than that of the eavesdropping channel. The secure capac-
ity is evaluated through the Achievable Secrecy Rate (ASR) metric which determines
the maximum secure information received at a destination.

Figure 1.5 presents a simple system model of a direct transmission under PLS in
which a source S transmits its packets g to a destination D against wiretapping of

an eavesdropper E. The ASR is defined as in [75] as
Rsec = [CS,D - CS,E]+7 (114)

where Ry is the ASR, Cs.p = logy(1+P;|hs p|?/No) and Cs g = logy(1+ Py |hs 1|?/No)
are achievable data rates of desired link, S—D, and wiretapped link, S—F, respectively,

with P is a transmit power of the source S.

1.3.7 Emnergy Harvesting

Wireless energy harvesting, which allows wireless devices to power up their bat-
teries by harvesting energy from ambient RF signals, has recently studied as an
promising solution for prolonging the lifetime of wireless networks [76,77]. To realize

the idea of WEH, the authors of [25] designed two practical energy-harvesting receiver
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D

7, (1)
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N
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Xg Conversion _N\-%/ Processing
7, (1)

Figure 1.6: Block diagram of the power splitting receiver at a destination node D.

architectures, namely, TS, where the receiver switches in time between information
decoding and energy harvesting, and PS, where the receiver uses a portion of the
received signal strength for information decoding and the rest for energy harvesting.
Figure 1.6 presents a block diagram of the PS receiver as described in [30]. In
Figure 1.6, a source S transmits a signal g to a destination D with a transmit power

P, where E {|z5|*} = 1. The received signal at the destination D is given as
ys,p (t) = VPhs pws (t) + n}(t), (1.15)

where hg p is the channel coefficient of the S—D link and n%,(t) denotes the AWGN

at the destination’s antenna with variance Nj.

The destination D harvests the energy from a portion p of the received signal
strength, |/pys p(t), and uses the remaining part, /1 — pysp(t), for information
decoding, where 0 < p < 1 is the PS ratio. Therefore, the harvested energy of the

destination D during a total transmission time 7' is given by

Ey = pPlhs p|"nT, (1.16)
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where 0 < 1 < 1 is the energy conversion efficiency at the destination D.

Figure 1.7 presents a block diagram of the TS receiver as described in [30]. In
the TS policy, the destination D harvests energy from the received signal during the
first interval time o7, 0 < a < 1, where ar is the time-fraction coefficient or the
TS ratio. The remaining time (1 — )7 is used to process the source’s information.

Using (1.15), the harvested energy of the destination D during o7 is given by

EYS = Plhsp|*naT. (1.17)

D

75 (t)
t
l Vs ( Energy Harvesting Receiver ‘
hS,D P \ySD(t) aT
— \(1-a)T
Antenna \(‘ ) Ys» ()] RF to Baseband G _i_\ Baseband
Xg Conversion \T/ Processing
0!

Figure 1.7: Block diagram of the time switching receiver at a destination node D.



Chapter 2

Wireless Energy-Harvesting in
K-th Best Relay Selection Systems
with Energy Beamforming over

Nakagami-m Fading Channels!

2.1 Introduction

In this Chapter, we study the effects of the K—th PRS technique on the per-
formance of WEH-CC systems via investigating a WEH-CC system consisting of a
multi-antenna source, a multi-antenna destination and a single-antenna WEH relay
network. The relay network chooses the K—th best relay using the PRS technique to

help the communication between the source and the destination. This selected relay

!The study in this chapter was published in Wireless Personal Communications [78]

19



Chapter 2: Wireless Energy-Harvesting in K-th Best Relay Selection Systems with
Energy Beamforming over Nakagami-m Fading Channels 20

is chosen based on criteria such as the K—th Best First-Hop Channel-Gain (KBFC)
and the K—th Best Second-Hop Channel-Gain (KBSC). The channel is modeled as
the Nakagami—m fading. To maximize the harvested energy at the selected relay
and enhance to QoS at the destination, MRT and MRC are applied at the source
and destination, respectively. For performance evaluation, we derive the analytical
expressions for the OP and ergodic capacity for both the Time-Switching Relaying
(TSR) and Power—Splitting Relaying (PSR) protocols; then, the throughput for the
DLT and DTT modes can be formulated. The analytical results are verified by the
Monte Carlo simulations. After that, we use a numerical method, known as Golden
Section Search (GSS) [79], to evaluate the optimal values of in the DLT and DTT
modes. Moreover, the DLT mode is examined in two optimal cases: Global-Optimal
Delay—Limited Transmission (GODLT) where the system operates at an optimal pair
of values for the source rate and energy-harvesting ratio, and Local-Optimal De-
lay—Limited Transmission (LODLT) where the source rate is fixed and the throughput
is maximized with the optimal energy—harvesting ratio. Finally, we use the Monte
Carlo simulation to verify our analytical results.

The rest of this Chapter is organized as follows. The system model and relaying
protocols are described in Section 2.2. The analytical expressions for the OP and
throughput are derived in Section 2.3. The results and discussion are given in Section

2.4. Finally, the conclusions are presented in Section 2.5.
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2.2 System Model and Relaying Protocols

2.2.1 System Model

We consider an AF relaying WEH-CC system illustrated in Figure 2.1, in which
the communication of a multi-antenna source-destination pair is assisted by the K-th
best relay R of a single-antenna WEH relay network R that includes L nodes (R,
for { = 1,2,...,L). The relays are located in a cluster and are close to each other
relative to their distances d; to the source S and d; to the destination D. S and D are
equipped with N; and N, antennas, and they employ MRT and MRC, respectively.
Both the TSR and PSR protocols are examined. The channel of each link undergoes
Nakagami-m fading; hence, the channel gains are gamma RVs with the PDF given
by (1.4) as

:Bmfl

folxym, \) = W@‘ , (2.1)

IS

where (m, \) are the shape and scale parameters of the gamma RV. We assume that
the channel coefficients are constants during a block time 7" and are identically and
independently distributed (i.i.d.) between two different block times.

Let hyy = [Auga, - b, oy = [hosis. .. houn,] s B and b8 denote
the channel vectors of the S-R;, R;-D, S-R¥), and R¥)-D links, respectively,
where |hy g |?, k1 = 1,..., Ny, and |hoyg,|, k2 = 1,..., Ny, are gamma RVs with

A

parameters (my, 1;\L—11) and (mg, 72), respectively. Therefore, |hi,]|? and ||hy,]]* are

gamma RVs with parameters (Nymy, 7;\1—11) and (Nama, :,‘722), respectively. According to
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Figure 2.1: Proposed system model.

Section 1.3.3, the strategies of the KBFC and KBSC are described as follows:

RY) = K-th argmax{||hy ||}, (for KBFC scheme) (2.2a)
S
RY) = K-th argmax{||hy|*}. (for KBSC scheme) (2.2b)
1<I<L
()
After determining RS, a beamforming vector w, = % is applied at S to
1

maximize the harvested energy of R). Therefore, the received signal of R can

be expressed as

P
r t = _

B | 2() + o) (2.3)

where P, is the transmit power of S, ,(t) is the source information with E{|z,(t)]*} =

1, 7 is the path loss exponent, and n." (t) ~ CN(0,0%,)) is the antenna AWGN at

RE),
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2.2.2 Time-Switching Relaying Protocol

For the TSR protocol, each processing block time 7 is split into 3 intervals, arT,
(1-— aT)%, and (1 — aT)%, which are employed for the energy-harvesting, S-R¥)
transmission and R D transmission phases, respectively, where 0 < ap < 1 is the

TS ratio. Using (1.17) and (2.3), the energy harvested by R during the interval

arT is given as

¢P, h§K>H2 orT
E,ns = z . (24)
where 0 < ¢ < 1 is the energy conversion efficiency.
According to [30], the sampled baseband signal at R) is given by
s () = |22 B8 () 4+ k) + ), (2.5
1

where nl(k) ~ CN (0,0%,) is the conversion AWGN at R). Tt is possible to

represent the effect of the two noise versions as n,rs(k) ~ CN(0,02 ) £ n (k) +

TS

[c] : 2 _ 2 2
ne (k) with o3 o= 0wt 0

During the S — R transmission phase, the transmit power of R¥) can be

computed as

2
MTIN T v
T8 = (]_ — OéT)T N dﬂl-(]_ — OZT) ’ ’

and the sampled received signal of D can be expressed as

PT’ a C
ERSG, sy (k) + 0l (k) + 0l (k). (2.7)
2

vars(k) =

N[

P.s h(K) 2
Wmm@m:(iﬁ_+ﬁ

2 TS) is a power constraint factor of RU), nll(k) ~
1 T

CN(0,0%,1Iy,) and ng:](k:) ~ CN(0,0?% Iy,) are respectively the antenna and con-
ng ng



Chapter 2: Wireless Energy-Harvesting in K-th Best Relay Selection Systems with
Energy Beamforming over Nakagami-m Fading Channels 24

version AWGNSs at D. The effect of n&a}(k‘) and ngc](k:) can be represented by ng(k) ~

CN (0,02 Iy,) = n([ia](k) + n([ic](k) with 02 £ o, + 02
nd n

Y ng
d

2.2.3 Power-Splitting Relaying Protocol

For the PSR protocol, each processing block time T' consists of two time slots %
During the first time slot, the received signal power is split into two streams with
the PS ratio 0 < # < 1, such that vy, (t) for energy harvesting and /1 — 0y, (t) for

information processing. Using (1.16) and (2.3), the energy harvested by R) is given

as
(||
coP, || H T

E,.ps = , 2.8

and the sampled received signal of R¥) can be expressed as

1—-0) P
Yrps(k) = % hi" H zo(k) + /(1= O)nid(k) + nld(k).  (2.9)
1

It is possible to represent the effect of the two noise versions as n, ps ~ CN (0,02 bs) =

1 — 0)nl(k) + nl(k) with o2 & (1 -0, + O'Z[c]. During the second time

P ny

slot, the transmit power of R can be computed as
cop, |[n{® i

2E7',PS § 1

Pops = - , 2.10

and the sampled received signal of D can be expressed as

0 G, psyrps(k) + ng(k), (2.11)

1

1-0) Py ||n{") |12 2

where G, pg = (—( )dﬂ i :
1
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2.3 Performance Analysis

2.3.1 Outage Probability

By definition, the OP is the probability that the instantaneous end-to-end Signal
to Noise Ratio (SNR) falls below a predefined threshold 7. In this system, since the
relays are fixed-gain AF nodes, the end-to-end SNR for the TSR and PSR protocols

can be evaluated as

Vo, Jw] Ve, [w] (212)

Ve2e,[w] = s
] Vryfw] T Vd,fw] T 1

where w = {TSPS}, 7w = a[w]thK)HZ, and Y = Uo[w]||h§K)||2||h;K)||2 with

P, (1—-06)Ps 2Car Ps COPs

a[rs), a[ps], brrs), and bpg) defined as Tl 0 GoT o0 (an)didol, and T ToT re-
spectively. Then, we can rewrite (2.12) as
| |||
Ve2e,[w] = 2 2 2 : :
A BN+ b (RO 0] + 1
[w] |{t1 N e S

Because exact analysis appears to be difficult, a tight lower bound of the OP can

be more easily analyzed using the upper bound of the end-to-end SNR given by

)12 ||y (&
2 e ) all By (2.14)
,yeZe,[w} = 2 ’ ’
e i)+

‘ 2

Proposition 2.1 The OP of the proposed system for the KBFC and KBSC schemes

can be respectively bounded below by (2.15) and (2.16) as follows.
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> <1) =K+n—1
=0

(Aglb[w >N1m1+w1 q—1

M2&A[y) (L—K)( K—i—n—l )<N1m1+w1—1>
L(Nima) (K + )Nlm1+w1 n n, . PN 1 q
Nimi—1 m )y

1 [ l o 22— (2101,u)) (2.15)

| il ,Uq[ ] g—j+1 (41 [w] ) 5 .

Nimi—1K-1 L—t
2(—1)" (L\ (L —t
Plow =1 N )
KBSC [w](fY) + : Z F(N1m1> <t> ( n >
=0 t=0 n=0 Noymg-—1
t+n#0 ( >*t+n
j=0
Noma—1 p(.2) ()\Qﬂo[w] )Nlml_i_l

Nimy —1 t+n 1\ M2@[,]
X i (2) (2) H ) (t + )N1m1+w27i71
Do 7"'7pN2m2 1 =0 7! n

2N1mi4wo—i— IK
2,[w]

X ¢ Mol I w1 (202w - (2.16)

where K, (-) is the v-th order modified Bessel function [53, Eq. (8.407.1)], 1w =
Nimi—1 Nomo—1
mimz(K+n mim n . (1
A/ 1,\5\(21]3[: )77 M2, [w] = i\lfﬂ? )7 wp = ;} Zpl( ), and wy = Z ]p§ )

Proof: See Appendix A.1

2.3.2 Throughput Analysis

Delay-Limited Transmission Mode

In the DLT mode, the throughput is determined by evaluating the OP at a thresh-
old SNR 7, = 22% — 1 and numbers of transmitted bits during an unit of time, where
R (bits/s/Hz) is the transmission rate. For the TSR protocol, S spends an interval

(1— ozT)% of each processing block time 7" to send its information; therefore, the
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upper bound of the DLT throughput for the TSR protocol in both the KBFC and

KBSC schemes can be expressed as

Tigns = 5 (1= Piirs(ym)) (1 — ar) R, (2.17)

DN | —

where & = {KBFC, KBSC}. For the PSR protocol, because R¥) operates in a
Half Duplex (HD) mode during each processing block time, the upper bound of the
DLT throughput for the PSR protocol in both the KBFC and KBSC schemes can be

expressed as

Taips = 5 (1= Piles(vn ) R. (2.18)

N | —

With the outage expressions in (2.15) and (2.16), the optimal solution for through-
put does not admit a closed-form solution; however, it can be efficiently solved via
numerical evaluation using the GSS method. We consider the optimal throughput for
the DLT mode in two cases: GODLT and LODLT. In the GODLT mode, the DLT
throughput is maximized by an optimal pair of values for the energy-harvesting ratio
and source rate, i.e., (af, R*) for the TSR protocol and (6%, R*) for the PSR protocol,

with the strategies given by

T*f,zju{fs o = max {ﬁ,ﬁ%%}, (for TSR protocol) (2.19a)
TS, 0<ar<1' [k
R>0
T*ﬁjulgs Go = gngﬁ{ﬁ,ﬁ’;g}. (for PSR protocol) (2.19Db)
7 ) < < k)
R>0

In the LODLT mode, R is fixed at a predetermined value; thus, the throughput

is maximized by an optimal value of the energy-harvesting ratio with the strategies
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«Ru R,u
T wiTs o = ,max, {Trrets (for TSR protocol) (2.20a)
R is predetermined
*R,u . R,u
T hpsLo = ax { Ty pst- (for PSR protocol) (2.20b)

R is predetermined

Delay-Tolerant Transmission Mode

In the DTT mode, S is assumed to adapt the transmission rate to achieve the
ergodic capacity C, the absolute limit in error-free communication. According to [80],

the ergodic capacity for the TSR and PSR protocols can be calculated as follows.

1
Cru) = B {logs (14 Yezeu)) } - (2.21)

Due to the complexity of the CDF of vepe [u], the ergodic capacity can be achieved

using an alternative approach given by

1 (1 +/7r,[w])(1 +’7d,[w})
G = 5 {log2 ( L+ Y] + Yaful = Oy + Crapr ~ Gy (222)

where C, = 3E{logy(1 + )} Crypy = 3E{loge(l + vapw)}, and C, =
%E{logQ(l—k%’[w} +Ya,w]) }- Both Cy,.y and o have closed-form solutions, whereas
a closed-form solution for C\,, is not possible. However, the lower bound of C, |, can

be obtained using Jensens inequality for a convex function f(z,y) = logy(1+ €* +€Y)

as follows:

ow 1
C’Yt,[w] 2 Cl%y[w] é 5 10g2(1 + e]E{’Yr,[w]} + e]E{’Yd,[w]}) (223)

Proposition 2.2 The ergodic capacity of the proposed system for the KBFC and

KBSC schemes can be respectively bounded above by (2.24) and (2.25) as follows.
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where A and B are respectively defined as (2.26) and (2.27).

L-K LY(~1)"T(Nymy + wy) L-K
A= 2 (L — KWK — DID(Nimg ) (K + m)Mimten < n )

n=0 Nimi—1 o
ZO p, =K+n—1
i=

K+n—1 Nimi=t /g 2
X (p(l) (1) > H (Z_') <¢(N1m1 + wl) —In (%f’n))) ,

1
0 "“’lemlfl Pl
(2.26)
L-K ' .
B = Z Z L(—l) F(N2m2 + w2) (L _ K)
n=0 Nymy-1 (K = DUL — K)!IT(Namo) (K + n)Nemate: n
> pP=K+in-1
3=0
Namga—1 (2)
K+n-1 < 1\ - )
X ( (2) (2) ) H (—,) (w(Nng +wy) —1In (%)) ‘
VZ R Namo—1 i=0 7!
(2.27)

where () is the Digamma function [53, Eq. (8.360.1)], G}%"(-) is the Meijer G-
function [53, Eq. (9.301)], and I'(s, x) is the upper incomplete gamma functions [53,

Eq. (8.350.2)].
Proof: See Appendix A.2.

From the expressions of the ergodic capacity, the DTT throughput for the TSR

protocol in both the KBFC and KBSC schemes has the upper bound given as

rg,up __

1 u
[k,TS — o (1 —ar) C[;fiTs, (2.28)

and the DLT throughput for the PSR protocol in both the KBFC and KBSC schemes

has the upper bound given as

rg,u 1 u
[k]i;sp = §C[kl]),PS' (2.29)
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Then, the optimal throughput of the DTT mode can be evaluated as

Twirs = max (g (for TSR protocol) (2.30a)
s = g2 s} (for PSR protocol) (2:300)

2.4 Results and Discussion

In this section, we present the numerical results to validate the analytical expres-
sions of the system performance presented in Section 2.3. Without loss of generality,

% = 02, and the coordinates in the

we assume that o2, = 0%, = o?, ando*, =0
Ny n, n z n,

2-dimensional plane of S, D and R are respectively set at (0, 0), (1, 0) and (0.5, 0.5).
Unless otherwise specified, we set 7 =3, = 0.5, ar =0.2,0 = 0.5, A\ = Ay =1, N; =
Ny =2,m; =my =2,00, =0, =03 =05 and p = 7% = 10 (dB).

Figure 2.2 presents the OP with respect to ar for the TSR protocol and 6 for the
PSR protocol. It can be observed that the OP for the TSR protocol is a decreasing
function of ap. This is because when ar is set at high values, a higher transmit
power of RY) produces a lower OP at D. In contrast, the OP for the PSR protocol
decreases as # changes from zero to the optimal value, and it increases with further
increase in 6. These results can be explained as follows. Low values of # cause a
low harvested energy of R, and high values of # cause low signal quality of R:
thus, an optimal value of # balanced the harvested energy and signal quality of R*)
gives the best OP. On the other hand, because the harvested energy depends on
the quality of the first-hop links, the KBFC scheme provides better OP than the

KBSC scheme. Moreover, the OP of the proposed system improves when the shape
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parameters increase.
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Figure 2.2: The OP with respect to ar for the TSR protocol and 6 for the PSR
protocol. Other parameters: p =10 (dB), vy =3 (dB), L =3 and K = 2.

In Figure 2.3, we show the OP of the proposed system in two cases: In one, we vary
0 < 02,y <1 with fixed 62, = 0.5; and in the other case, we vary 0 < 02, < 1 with
fixed Ji[a] = 0.5. The TSR protocol obtains the same OP in the two cases, whereas
the PSR protocol gives different OPs in the two cases. These results can be explained
as follows. For the TSR protocol, because ai[a] and O'Z[c] play the same role in the
end-to-end SNR, the effects of these noise powers on the OP are identical. In contrast,
for the PSR protocol, a portion of the received signal strength is employed for the

signal-processing circuit (see equation (2.9)); thus, Ui[c] exerts a greater influence than

2

0, la)

on the source information. For that reason, the OP for the PSR protocol in the

case of increasing Ui[c] increases more rapid than that in the case of increasing ai[a].
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Figure 2.3: Outage probability with respect to the noise power. Other parameters:
p=10(dB),y=3(dB), L =3 and K = 2.

Figure 2.4 presents the DLT throughput of the proposed system with respect
to ar, 8 and R. As shown, the four sub-figures have similar shapes, i.e., concave-
downward surfaces. To explain these results, we first investigate the effects of ar and
6 on the throughput. For the TSR protocol, the duration employed for the energy-
harvesting and information-transmitting phase is determined by ar. If the value of
ar is too small (ie., ar — 07), R forwards its received information with low
transmit power; hence, a high OP at D causes low throughput. And if the value
of ar is too high (i.e., ar — 17), RY) spends a short interval of each block time
for assisting the source-to-destination communication; thus, the throughput becomes
low. For the PSR protocol, the effect of 6 on the throughput can be explained based
on the characteristic of the OP presented in the discussion of Figure 2.2. Next, we

consider the effect of R on the throughput. R influences both the transmission rate
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and the SNR threshold 74y, of D; therefore, if R is too low or too high, the throughput
becomes low. As a result, an optimal pair of values for the energy-harvesting ratio
and source rate, i.e., (ak, R*) for the TSR protocol and (6%, R*) for the PSR protocol,
can be determined.

TSR and KBFC TSR and KBSC

® Optimal pointl ® Optimal pointl

Throughput
Throughput

PSR and KBFC PSR and KBSC

‘g’_ 1 @® Optimal pointl "g‘_ 1 ® Optimal pointl
5 5
=] =]
e 0.5 ,."‘;\"‘\“\\\ e 0.5 AN
c :\\‘{\\\\\\“\\\\ < .‘«\‘Q\‘{\\\\\\\i\\
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Figure 2.4: The throughput with respect to the energy-harvesting ratio ar (or #) and
R. Other parameters: p =10 (dB), L =4 and K = 2.

In Figure 2.5, we consider the effects of ai[a] and ai[c] on the optimal throughput
of the GODLT, LODLT and DTT modes. The value of ¢, and 02, are configured
similar to those in Figure 2.3. We can observe that, with the same system configu-
ration, the optimal throughput of the DT'T mode is superior to that of the GODLT
mode, and the optimal throughput of the GODLT mode is higher than that of the
LODLT mode. In the LODLT mode, when the noise powers increase, the optimal

throughput of the PSR protocol is notably degraded; this means that the TSR proto-
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col performs better than the PSR protocol at the low SNR regime. In contrast, in the
GODLT and DTT modes, a crossover between the optimal throughput of the PSR
and TSR protocols occurs only if aim is very high (see Figure 2.5(b)). On the other
hand, the optimal throughput for the TSR protocol is the same in the two cases of
varying noise variances, whereas the optimal throughput for the PSR protocol shown
in the two sub-figures is different. In particular, the optimal throughput in the case
of increasing o2, (see Figure. 2.5(b)) decreases more significant than in the case
of increasing o2, (see Figure 2.5(a)). These results can be explained based on the
effects of ai[a] and ai[c] on the end-to-end SNR, which is described in the discussion
of Figure 2.3.

Figure 2.6 presents the effect of p and the K-th best selection strategy on the
optimal throughput. It can be observed that, the optimal throughput is increasing
function of p and is decreasing function of K. Moreover, the optimal throughput
of the DTT and GODLT modes is significantly increased as p increases whereas the
optimal throughput of LODLT mode reaches the upper bound R/2 (bits/s/Hz) at
high values of p. This is because the OP and o (for the TSR protocol) become small
at high values of p. In the LODLT mode, at relatively low values of p, the KBSC
scheme outperforms the KBFC scheme except for K = 1, and the TSR protocol
performs better than the PSR protocol. In contrast, in the GODLT and DTT modes,
the KBSC scheme is more efficient than the KBFC scheme only if K is set at high
values, and the PSR protocol outperforms the TSR protocol. The effects of the KBFC
and KBSC schemes from these assessments can be explained based on the influences

of low quality links on the harvested energy at RS,
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Figure 2.5: The optimal throughput with respect to the noise power. Other parame-
ters: p =10 (dB), L =4, K =2, and R = 2 (bits/s/Hz).
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Figure 2.6: The optimal throughput with respect to p. Other parameters: R = 2
(bits/s/Hz) for the LODLT mode.

2.5 Conclusions

In this Chapter, we proposed and analyzed the AF relaying WEH-CC system

with two K-th best PRS schemes, KBFC and KBSC. We derived the analytical

expressions for Nakagami—m fading channel for three performance metrics, i.e., the

OP, DLT throughput and DTT throughput for both the TSR and PSR protocols.

Moreover, we examined the DLT throughput in two optimal cases, GODLT and

LODLT. The results in terms of throughput show the following.

e The results of the DLT throughput in the LODLT case show that at relatively

low SNRs, the KBSC scheme outperforms the KBFC scheme except at K=1,

and the TSR protocol performs better than the PSR protocol.
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e The results of the DLT throughput in the GODLT case and the DTT throughput
show that the KBSC scheme is more efficient than the KBFC scheme at high

values of K, and the PSR protocol outperforms the TSR protocol.

e When the signal quality increases, the DLT throughput in the GODLT case
and the DTT throughput significantly enhance, whereas the DLT throughput

in the LODLT case approximately reaches an upper limit.

e The system performance can be significantly improved by increasing the number

of relays, device antennas, and the shape parameter of the Nakagami—m fading.

Finally, the effects of various system parameters, such as relay selection order, T'S
ratio, PS ratio, source rate, and transmit power, on the OP and throughput were

investigated to provide useful insights.



Chapter 3

Wireless energy harvesting in
relay-selection systems with

residual transmit RF impairments !

3.1 Introduction

As mentioned in Chapter 1, the communication of the practical wireless systems
suffers from the RRI caused by the imperfect RF hardwares and difficulty in design-
ing ideal mitigation algorithms. Therefore, the studies on the behavior of the RRI
are an essential research direction for the reality systems. The authors of [63] showed
that the impacts of the RRI can be characterized as additive and independent Gaus-
sian noises. Since then, a number of works studying the influences of the RRI on

various wireless systems have been published. In [82], the impact of transceiver RF

!The study in this chapter was published in International Journal of Electronics [82]

39
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impairments on relaying system was studied. The similar work regarding two—way
relaying was investigated in [83]. Later, the authors of [84] quantified the impact
of the RF impairments on an opportunistic relay—selection system. In other work,
the authors of [85] analyzed the impacts of RTRI on a training-based MIMO system
with different linear receivers, and then determined the optimal training matrix for
each receiver. Specifically, the authors of [86] studied the joint impact of hardware
impairment and CCI on a dual-hop DF relaying scheme.

Most studies regarding to the RRI focused on non-WEH systems. Motivated by
these observations, in this Chapter we study the effects of the RRI on the perfor-
mance of a WEH-CC system by expanding our investigation in Chapter 2 to the
scenario that the transmit hardwares of the devices contain the RTRI. However, we
only consider the two special cases of the PRS scheme, i.e., Best First-Hop—based
Partial Relay Selection (PRS-1), where the relay possessing the best fist—hop channel
assists the source’s transmission, and Best Second—Hop—based Partial Relay Selection
(PRS-2), where the relay possessing the best second-hop channel assists the source’s
transmission. To evaluate the system performance, we derive the analytical expres-
sions for the OP, the DLT throughput and the DTT throughput of both TSR and
PSR protocols. Finally, we use the Monte Carlo simulation to verify our analytical
results.

The rest of this Chapter is organized as follows. The system model and prelimi-
nary results are presented in Section 3.2. The analytical expressions for the OP and
throughput are derived in Section 3.3. The results and discussion are given in Section

3.4. Finally, the conclusions are presented in Section 3.5.
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Figure 3.1: System model.

3.2 System Model and Preliminary Results

3.2.1 System Model

We consider an AF relaying WEH-CC system illustrated in Figure 3.1. As shown,
the configurations of the source S, destination D and WEH relay network R (including
K nodes, Ri,1 < k < K) are similar to that in Chapter 2. Such as, § and D
are respectively equipped with N; and N, antennas, and respectively employ MRT
and MRC. R is single-antenna device and it can use the TS protocol with the TS
ratio, ap, or the PS protocol with the PS ratio, #, to harvest energy and assist the
communication. The relays are located in a cluster, and are close to each other
relative to their distances d; to S and dy to D. Among the K relays, only the best
relay R, selected using PRS is allowed to assist the communication.

Throughout this Chapter, the following assumptions are considered: 1) The direct
link does not exist due to obstacles or severe fading. 2) The S—R and R-D links
undergo i.i.d. Rayleigh block-fading channels, respectively. 3) The channel coefficients

of the indirect links are constants during a block time 7" and are i.i.d. random variables
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between two different block times. 4) The RTRI levels of the source antennas are

identical [85].

3.2.2 Partial relay selection scheme

Lethyp = [higa, .-, hien,| and ho g = [hoga, .-, hzk’Nz]T be the channel vectors
of the S—Ry, and R;—D links, respectively, where A, i ~ CN (0, \,), m = {1,2} and
1=1,2,...,N,,. According to Section 1.3.3, The strategy of the PRS-1 and PRS-2

schemes are described as follows:

Ry, = arg max{||hy 4|}, (for the PRS-1 scheme), (3.1a)
Ry, = arg max{||hy 4|}, (for the PRS-2 scheme). (3.1b)
1<k<K

According to [87,88], the PDF and CDF of ||h,, ;||” are given by

Np,—1

= — ¢ *m 3.2
Hppn | &) =T (N ) A & (3:2)
Npn—1 '
z — 1 T J
F —ewm S22 3.3
e ) g (Am) (33)
J_
Let us define g, = 1r<r}€a<,)§<{||hm,k||2}. The PDF and CDF of g,,; are given by
K-1
fous @ =K Sy @ (B o @) 3.4

F,., ()= (F”hm’kHQ @))K. (3.5)

In (3.4) and (3.5), the elements containing a power of a sum can be expanded

using the multinomial theorem given by (A.6).
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3.2.3 Time-switching relaying protocol with RTRI

In the TS protocol, the communication of each block time T consist of three
phases: energy-harvesting with a duration a;7T, S—R; transmission with a duration

(1 — a7)T/2, and S—R,, transmission with a duration (1 — az)T'/2.

Energy harvesting and source-to-relay transmission

To perform MRT, S applies a transmit beamforming vector w, = hl,/|/hy,]|
to its signal xs before transmitting wyzs to D, where hy, = [h1p1,...,hipn] IS &
channel vector of the S—Ry, link and E{zsz%} = 1. The received signal of R, is given

by

P,
erS - ﬁhlvb (Wezs +ms) + nLa} + nLc]’ (3.6)
1

where P, is the transmit power of S, 7 is the path loss exponent, 17, € CN¥**! and
ns ~ CN(0,k%Iy,) is the RTRI noise vector at & with the RTRI level 2, and
nl ~ N (O,Ji[ﬂ]) and nl? ~ CN (O,a:[:]) are antenna and conversion AWGNSs at
Ry, respectively [30].

The energy harvested by R; during the interval o/T" is given by

Py |huyl® arT

ETS = e , (3.7)
1

where ( is the energy conversion efficiency.

Relay-to-destination transmission and end-to-end SNR

2 —1/2
P||n .
In this phase, a power constraint factor G7° = (#Z’H (1+rK2)+ 072”@> is

applied to the received signal of R; before forwarding GI¥yI® to D, where n;, :=
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n 4 nld o2 g +o° e and E {hyyn,(h; 1)} = ||hi)° x2. The received

nl,'r

signal of D can be expressed as

pTS

yrs = 7 (GTS +n,) + n[“] + n[c] (3.8)
where P79 = %, hop = [hap1,-- -, h21b7N2]T is the channel vector of the S—Ry

link, 7, ~ CA(0,x2) is the RTRI noise at R, with the RTRI level x2, nlf ¢ CN2x1
and n' ~ CN(0, 0' INQ) is the antenna AWGN vector at D, and n' € CN2*! and
nglc] ~CN(0,0% 1 NQ) is the conversion AWGN vectors at D.

g

The received signal of D after MRC is expressed as

[ PTS ||hy, |2
x;‘lps =W ygs < - |c|lT 23 (QTS + nr) + wgnyg, (3.9)
2

[d

le

where w, = h) b/ |lha || is the weight vector of MRC and ng := nd] +n,
From (3.6),(3.7), (3.8) and (3.9), the instantaneous end-to-end SNR for the TSR

protocol can be evaluated as

2’ ||hy s " [hos

TS
TS (3.10)
H ATk (g hea|” + BT Byl [hzs | + s |” + 757
TS _ 2arPs rs _ Xoroh, (4e})  pg ok 2 _
where 2™ = g e P = Gimansg, o € = By and wp =

(K2 + K7 + KIKT).

3.2.4 Power-splitting relaying protocol with RTRI

In the PSR protocol, each block time T is split into two equal sub-blocks 7'/2. The
first sub-block is employed for the energy-harvesting and S—R,;, transmission phases,

whereas the second sub-block is used for the R,—D transmission phase.
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Energy harvesting and source-to-relay transmission

The input signal of the information receiver of R, is given by

PS __ (1_9)Ps

u'" = (Wszs + 1) + /(1 = O)nl! + nll, (3.11)
1

and the energy harvested by R, during 7'/2 is given by

COP, |yl T

EPS —
r 2T

(3.12)

Relay-to-destination transmission and SNR at destination

Similar to the TSR protocol, 47 is multiplied by a power constraint factor GI' =
-0 [ o

(;—Tl’b (1+rK2)+ aiw) before forwarding GZyP9 to D, where ny, =

VA =00k +n) and o2, = (1—0)0°, +0?,. Thus, the received signal at D can

be expressed as

PPS
PS r
Ya -
d2

hoy, (G + 1) + na, (3.13)

o2EPS
where PP = 25—

The received signal of D after MRC is expressed as

| PPS ||y, ||
zy =wayy® = % (Gfs?/fs + 1) + Wang. (3.14)
2

From (3.11), (3.12), (3.13) and (3.14), the instantaneous end-to-end SNR for the

PSR protocol can be evaluated as

4 2
Ps _ 2" by | oy -
Ye2e = PS .2 4 2 PS ) 3 5 L ( . )
N T Y g T T T e
where af® = COPs NS ¢0o3y, (147 Cand ¢PS = djor,,

= ddjo (1+K2) = G(1-0)07, (1+r2) T=0)P.(1+r2)"
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3.3 Performance Analysis

3.3.1 Outage probability

Since the exact analysis appears to be difficult, an alternative approach is deriving
the tight lower bound of the OP by analyzing the upper bound of the end-to-end SNR

Vesenps W = {TS, PS}. From (3.10) and (3.15), 7%, ,, can be expressed as

w 2" [[hy | 1o
VeZe,up = w2 P D) w 2 . (316)
AR [l (g™ + D [[hg[|” + 1

As shown in (3.16) that the effect of RTRI levels on 7%, ,,,, can be represented by

k4. Then, the lower bound of the outage probability is evaluated as
tton (1) = Fo, (7)) = Pr{|hu,|” (8 [y = b*) <1}, (3.17)
where Fw (-) denotes the CDF of 735, ,, and a* = a® (— — miF>

Proposition 3.1 If v > k7, the tight lower bounds on the OPs for the PRS-1

scheme, Pout lows and PRS-2 scheme, Pout low: are equal to 1; and if v < fiﬁ;, 73;“22 low
and Pout low AI€ as follows.
Ni—1Ny—1K—1
Ib)\2>N1+w1 —l—q—1
CORUEIED 5 95 DI DD Dl
lOJOuO((1)++p(1)_q0 1
Ni—1 p
SO )G e )OI G) )2
- :‘(’7;0517/81,1117'0171“1,111) )
( l u pél),...,pg\l,z_l q g 7!
(3.18)
) = 2(—1)" (b)) ==L /K /N, — 1
730117t,10w(7) =1- : Z Z T <N1> N1 tw2—i—1 (U) ( 7 ) X
=0 wu=1 (p(2)+...+p(2) =u)
0 No—1
No—1 p?
u 1) i\ -
2 2 - = (77 g, 52,11}7 V2, :u27w) ) (319)
(pé h ,p§v§1> 11 (J!
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Table 3.1: The input parameters of Z(7; e, Bews Ves few)

€ (873 Be,w Ve He,w
L 2N+ 2w g =L =1 | §ER g —j 1| 50
2 2N1—|—w2—i—1 )\lgw i_w2+1 )\lgaw

Note: i, 7,1, u and ¢ are the loop control variables defined in

(3.18) and (3.19).

No—1

where w1 = Z ipz('l)a Wy = Z jp§'2)a and E(’y, O, /367’[1)7 Ve, ,ugw) = /L:?:Ue_ﬂe’vae (2\/Us,w);
i=0 j=0

O, Bews Ve, and i, are given in Table 1 for e = 1, 2.

Proof: See Appendix B.1.

3.3.2 Throughput analysis
Delay-limited transmission mode

In the DLT mode, § transmits its information at a fixed rate R so that the
minimum end-to-end SNR at D required for successful decoding is Y = 2% — 1. We
denote the DLT throughput by 7. Then, using similar steps in Section 2.3.2, the

upper bound of T for the TSR protocol of the PRS-m scheme can be expressed as

1
TTS',m _ —R<1 _ pTS,m (’Ymm)) (1 _ aT)> (320)

Ryup 2 out,low

and the upper bound of 7z for the PSR protocol of the PRS-m scheme can be ex-

pressed as

m 1 m
T = 3R (1 _ pPs. (’ymin)>. (3.21)

Ryup out,low
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Delay-tolerant transmission mode

In the DTT mode, S sends its information at the rate equal to the ergodic capacity
at D, which is the maximum rate for successful decoding at D. According to [30],
the ergodic capacity for the TSR and PSR protocols can be approximated using the

upper bound of the end-to-end SNR at D, 7, ,,, in (3.16), as follows.

—2
Kar

C" =E{log, (1 +75.)} = / log, (1+7) frs, ., (7) dv. (3.22)
0

From the expressions of outage probability, the calculation in (3.22) is mostly
—2

Kap _
focused on solving Y (., Bew, Ve, few) = | logy (1+7) (d:(%ae”gx’ve’““”)> dry.
0

Proposition 3.2 Y (ac, Bew, Ve, flew) can be calculated as

T (Oée, Bs,wa Ve, ﬂs,w) = %A (ae - 27 Be,un Ve, ,ue,w)
- ﬂe,wA (046 - 1; 66,1117 Ve — ]-7 Me,w) + ((ae )/{AF Be w) (aa ﬁe,w; Ve, ,ue,w)

_ 2’f124FA (Oée 4 1aﬁe,w7ve —1, Me,w) + ((oe— ve):s;!i w4ﬁe w)nAFA (046 +2, 55,10,?)5, ,u@w)

- %A (ae + 37 66,11)7 Ve — 17 ,ue,w) - %A (ae + 47 ﬁe,’wa Ve, ,ue,'w) ) (323>

—2
Kar

where A (ae> Be,wa Ve, ,ue,w) = f 10g2(1+’7)5 (77 e, 56,11)7 Ve, ,us,w) d7 s Bw,e = ﬁw,eéw/awa
0

and fly,e = fy " /a.
Proof: See Appendix B.2.

Proposition 3.3 The ergodic capacity for the TSR and PSR protocols of the PRS-1
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scheme C¥! and PRS-2 scheme C%2 are as follows.

Ni—1N2—1K-1

K (bA )N1+w1—l—q—1 N, —1
DI 2 Z 'r (Ny) (u + 1)t ( l )

=0 G20 u=0 (4 0y =0
Ni—1 p
K -1 U ) (w1> (1) i
X — T (a1, Brw, V1, P1w) s (3.24)
( u )(pél),--.,p%f J\a 11 il
Ni-1 K

DI L L O

ZOU1(<2++N2 177‘)

" No—1 1 p§2)
X (p(()z) O ) H (—) T (az, 2w, V2, fl2,w) - (3.25)

5 PNG—1 iy 7!
Proof: Substituting the result of Lemma 1 into the derivative of (3.18) and (3.19),
we can derive the PDF of ~g. ., for the PRS-1 and PRS-2 schemes, respectively.

Then, the ergodic capacity for these PRS schemes can be formulated.

Similar to Tg, the throughput in the delay-tolerant mode 7., for the TSR and

PSR protocols of the PRS-m scheme can be respectively expressed as follows.

1

Trem = 5cT~97m(1 — ar), (3.26)
1

Tor™ = 5cPSﬂ”. (3.27)

3.4 Results and Discussion

In this section, we present the numerical results to validate the analytical expres-
sions of the system performance presented in Section 3.3. Unless otherwise specified,

we set K:5,7]:05,N1 :N2:2,04T:0.2,9:0.5,dl :dgz 1,7':3,)\1 :)\2 =

1, k% = K2 2 2

_ 2 2 _ .2 _ _ 2
= k§ and O ol = ”ngﬂ =0 = Jnt[ia] =05 = 0.5.
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Figure 3.2 presents the OP of the proposed system versus x2. It can be observed
that the OP is a decreasing function of K, N; and N,, whereas it is an increasing
function of k3. In the case of increasing K, N; and/or Ny, the OP is reduced owing
to the improvement of the channel gains of R;; while in the case of increasing x2, the
degradation of the end-to—end SNR cause the OP to increase. At a given value of
7, when the RTRI levels are high enough (i.e., k% > %), a" becomes non—positive;
therefore, D cannot successfully decode the received signal (see equation (3.17)). It
can be seen from Figure 3.2 that when 3 reaches a threshold value k3 = /1 + %—1 ~
0.147 (this is the valid root of k% = % in the case of Figure 3.2), the OP approaches
zero. Comparing the PRS-1 and PRS—2 schemes, the outage performance of the
PRS—-1 scheme is better than that of the PRS-2 scheme. This is because R, in the
PRS—1 scheme can exploit spatial diversity in energy harvesting. Moreover, increasing
N; gives a better performance than increasing Nj.

Figure 3.3 illustrates the effects of ar and of 8 on the DLT and DTT throughputs.
Specifically, the optimal energy-harvesting time o7, and the optimal PS ratio 6* that
maximize the throughput are obtained using the GSS method with the tolerance
e = 1073, The trends of the throughput in Figure 3.3 are similar to that in Figure
2.4. The effects of ar and 6 on the trend of the throughput were explained in the
discussion of Figure 2.4. For both the PSR and TSR protocols, the PRS—1 scheme
always yields better throughput than the PRS-2 scheme. Moreover, as shown in
Figure 3.3 that 7.4 is always higher than 7x.

Figure 3.4 illustrates the impact of k2 on the optimal DLT throughput 77 and

the optimal DTT throughput 7*

erg’

The general trends of these optimal throughputs
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Figure 3.2: The outage probability versus x2 for the (a) TSR and (b) PSR protocols.
Other parameters: P,/202 = 10(dB) and v = 5(dB).
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Figure 3.3: The effects of ar (TSR protocol) and 6 (PSR protocol) on the throughput
in the (a) DLT and (b) DTT modes. Other parameters: R = 2(bits/s/Hz) and
P,/202 = 10(dB).



Chapter 3: Wireless energy harvesting in relay-selection systems with residual
transmit RF impairments 53

are decreasing trends of k2. For a given system configuration, Terg 1s higher than

5, and the PRS—1 scheme gives greater throughput than the PRS2 scheme. In
the DLT mode, the PSR protocol performs better than the TSR protocol at low
RTRI levels; however, at high RTRI levels, the TSR protocol is more efficient than
the PSR protocol. This is because for the PSR protocol, a strong effect of 7, on a
portion of the received signal strength of R, causes a significantly decrease in the
throughput performance (see Eq. (3.11) and (3.13)). Moreover, T;5 approaches zero
when 2 reaches a threshold value #3 = 1/2%/(2% — 1) — 1 (this is the valid root of

Kip = %), and the value of 42 becomes smaller as R increases. On the other hand,

man

in the DTT mode, the optimal throughput for the PSR protocol is always higher

than that for the TSR protocol, and the limit of 7 is close but not equal to zero.

erg
In reality, the RTRI levels are fixed when the hardware is selected; therefore, these
results provide valuable comprehension for hardware choosing. For example, it can
be seen from Figure 3.4 that we must chose the hardware that satisfies k3 < 0.155
and k2 < 0.069 for R = 2bits/s/Hz and R = 3bits/s/Hz, respectively, to achieve a
positive DLT throughput.

Figure 3.5 presents the effect of the number of relays K on the optimal DLT
throughput and optimal DTT throughputs. It can be seen that the optimal through-
put is an increasing function of K. This is because when K increases, R, can get
better channel gains; hence, the end—to—end SNR can be improved. Moreover, the
increase of the optimal throughput slows down as K increases. These results provide

insight into practical design on the choice of K. In reality, using many relays causes a

lot problems, such as high system complexity, high power for setup phase Pyetyp Which
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Figure 3.4: The optimal throughput versus x2. Other parameters: P,/202 = 10(dB).

uses for CSI acquisition, relay—selection process. To solve these problems, instead of
using many relays, a sufficient number of relays should be chosen to achieve great
advantages of using multiple relays with low system complexity and low Pietup. In
particular, K should be set at 5 or 6 in the case of Figure 3.5; and with these settings,
Pietup s negligible as compared to the power used for data transmission which does
not change as K increases.

Figure 3.6 presents the impact of R on the DLT throughput. The analytical and
simulation results shown in Figures 3.6(a) and 3.6(b) are respectively prepared by
varying R from 0.1 to 7.9 (bits/s/Hz) by steps of 0.1 (bits/s/Hz) and from 1 to 7
(bits/s/Hz) by steps of 1 (bits/s/Hz). The optimal data rate Rop that maximizes Tx
was obtained by using GSS method. In both subfigures, 7 follows bell curves. When

R is smaller than R, due to the small effect of the OP, 75 is an increasing function
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of R. In contrast, when R is higher than R,,;, because the OP rapidly increase with
increasing R, Tg becomes a decreasing function of R. Moreover, in the case of existing
RTRI, if R > R= log,(1 +/<ﬁ;) the throughput is approximately zero. It can be seen

from Figure 3.6 that, in the case of k2 = 0.05, Tz ~ 0 as R — R ~ 3.43bits/s/H .

3.5 Conclusions

In this Chapter, we studied the effects of RTRI on an AF relaying WEH-CC
system with PRS. We derived the analytical expressions for the three performance
metrics, i.e., the OP, DLT throughput and DTT throughput, for both TSR and PSR
protocols. These analytical results allow us to understand different influences of RTRI
on the system performance and provide insight into practical designs of our proposed
system. The accuracy of our analysis was verified by the Monte Carlo simulations.

The results showed that:

e The system performance is notably affected by RTRI; especially at high trans-

mission rates, the throughput drastically decreases.

e The impact of RTRI can be significantly reduced by increasing the number of

antennas and relays.

e The PRS-1 scheme outperforms the PRS-2 scheme, and increasing the number
of source antennas is more efficient than increasing the number of destination

antennas.

e In the delay-limited mode, the TSR protocol performs better than the PSR
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protocol at high impairment levels, whereas in the delay—tolerant mode, the

throughput of the PSR protocol is always superior to that of the TSR protocol.

Finally, the impact of various key system parameters, such as K, source rate, TS

fraction and 0, were examined to provide useful designs.



Chapter 4

Secure communication via a
wireless energy-harvesting

untrusted relay with imperfect CSI

4.1 Introduction

The broadcast nature of wireless signal makes it become a potential energy source
for prolonging the lifetime of the wireless energy—constrained network; however, it also
causes the wireless medium to become insecure. For that reason, security in WEH
networks has recently become an interesting research direction and received a lot at-

tention from the researchers. The studies relevant to PLS in WEH and WEH-CC

!The study in this chapter was published in Annals of Telecommunications [89]

29
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networks were discussed in Chapter 1. In this dissertation, we focus on another aspect
of PLS in WEH-CC networks, namely, secure communication of Untrusted Relaying
Wireless Energy Harvesting (UR-WEH) networks. Moreover, we expand our inves-
tigation to practical scenarios. Specifically, this Chapter (Chapter 3) evaluates the
secure performance of the UR-WEH system with the imperfect CSI; Chapter 4 ex-
amines the secure performance of the UR-WEH system in the presence of an external
eavesdropper; and Chapter 5 studies the effects of RSS on the secure performance of
the UR-WEH system.

In this Chapter, we investigate an UR-WEH system including a multi-antenna
source, a single-antenna destination and a single-antenna untrusted relay. The re-
lay is an AF WEH node. To exploit the benefit of using multiple antennas at the
source, two multiple-antenna schemes, TAS and MRT, are employed; moreover, a
RAS scheme is considered at the source for performance comparison. Although the
use of multiple antennas improves the secrecy performance, it can cause the imperfect
CSI. Thus, the CSI of the soure-to-relay link is examined in two cases: perfect CSI
and imperfect CSI, whereas the CSI of the relay—to—destination link is assumed to
be perfect. To create positive secrecy capacity, a destination—assisted jamming signal
that is completely cancelled at the destination is adopted. Moreover, the jamming
signal is also exploited as an additional energy source. The PS receiver architecture
is adopted. The secrecy performance is evaluated by analyzing the SOP and ASC.
To accomplish this, we derive the SOP expressions involving a single integral and a
tight closed—form upper bound for the ASC. Moreover, closed—form expressions for

the SOP at high power levels are also derived. The accuracy of the analytical results
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Figure 4.1: System model.

is verified by Monte Carlo simulations.

The rest of this Chapter is organized as follows. The system model is presented in
Section 4.2. The analytical expressions for the SOP and ASC are derived in Section
4.3. The results and discussion are given in Section 4.4. Finally, the conclusions are

presented in Section 4.5.

4.2 System Model

We consider an UR-WEH system illustrated in Figure 4.1(a). Our system consists
of a multi-antenna source S, that is equipped with N antennas, a single-antenna
destination D and a single-antenna untrusted relay R. R uses the PS policy shown
in Figure 4.1(b) to harvest energy and uses the AF protocol to forward the source’s
signal. In each block time T, the entire communication consists of two time slots,
T/2. During the first time slot, R harvests energy and decodes information with a
PS ratio 0 < 6 < 1. Then, R uses all harvested energy to forward the received signal
to D during the second time slot.

Throughout this Chapter, we assume that: 1) no direct link between S and D

exists; 2) the channels follow independent and identical Rayleigh distributions, hence,
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the channel gains are exponential RVs; 3) the CSI of the S—R link is examined in two
cases: perfect CSI and imperfect CSI (because of using N antennas at S) whereas
the CSI of the R—D link is perfect; and 4) a local CSI is required at S and R, and
the full CSI and the value of transmit power at R are assumed to be available at
D. Because the received signal at D in the AF protocol contains both the S—R and
R-D CSI [90], the full CSI at D is a necessary condition to successfully decode the
source signal. Moreover, since the S—R CSI can be imperfect, R sends the value of
its transmit power to D for decoding the source signal optimally.

We denote hy = [hy 1, ..., hi x| as the channel vector between S and R during the
channel estimation and feedback process. The elements of h; follow i.i.d. CN(0, A\[ 1)
where \; = d], d; is the normalized distance between S and R, and 7 is the path loss
exponent. We denote h; as the time-delayed version of hy. Mathematically, h; can

be modeled as

h; = \/Ch; ++/1 — (e, (4.1)

where ¢ € [0, 1] is the channel correlation coefficient, and e is an error vector in which
the elements of e are i.i.d. CN(0,A\]'). We also denote hy ~ CN(0,\;"') as the
channel between R and D where \y = d} and ds is the normalized distance between
R and D.

We investigate two transmit antenna schemes, TAS and MRT. In addition, the
RAS scheme is also considered for performance comparison. In the RAS scheme, S
randomly chooses an antenna to transmit its signal x, whereas, in the TAS scheme,

S selects the best antenna, denoted by the n*~th antenna, to transmit x,, which
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satisfies the condition given by

n* = arg max {|h1,n|2} : (4.2)

1<n<N

In the MRT scheme, S calculates a weight vector w = ﬁ and applies w to x,

before transmitting s on /N antennas in the data transmission phase.

4.2.1 Communication in the first time slot

The received signal at R for three transmit antenna schemes in the first time slot

is given by
El,ran V (]- - 9) Psxs + h2 V (1 - 0) ded +n. g (RAS)
Yr = § himen/(1 — 0) Pozry + hor/(1 — 0) Pyzg +n, ; (TAS) (4.3)

hywy\/(1 — 0) Pyxy + hor/(1 — 0) Pyzg+n, ; (MRT)

\

where P, and P; are the transmit powers of S and D, respectively, x4 is the AN of

D, and n, ~ CN(0,073) is the AWGN at R. Using (4.1), we can rewrite (4.3) as

(

Pirany/C (1 — 0) Pszg 4+ er/(1 — ) (1 — 0) Py

—|—h2 (1 — (9) Pd.’L'd + n, 3 (RAS)

Pins/C (1 = 0) Paxs +e/(1 =€) (1 — 0) P

Ui (4.4)

—|—h2 (1 — 9) Pd.’L'd + n, 3 (TAS)

hywi/¢ (1 —0) Psxgs + ewl\/(l — () (1 —0) Pxy
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For notational convenience, we define X; and X 1 as follows.
4 4
‘h17ran|2 ) (RAS) ’ill,ran|2 ; (RAS)
X1 =9 [hnel? : (TAS) »and X0 =S|, 2, (TAS) - (4.5)
[haw | (MRT) [hywi |2 ; (MRT)
\ \
Then, the harvested energy at R is calculated as
En,=n0YT/2, (4.6)

where 7 is the RF—to-DC conversion efficiency, Y = P.X, + P; X, and X, = |ho|?.

From (4.4), the Signal to Interference plus Noise Ratio (SINR) at R can be ex-

pressed as

C(l - e)stl

T A 0)paXe i

where p; = P;/0§, pa = Py/o§, and p = (1 —¢)(1 - Q)Z_i +1

4.2.2 Communication in the second time slot

In the second time slot, R uses all harvested energy in (4.6) to forward its received

signal; therefore, the transmit power of R is P, = 2E), /T = nfY . The received signal

at D is given by

Ya =V Prhe Gy, + ng,
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where G = 1/y/kP, + 02 with k = (1 — 0)/nf. Substituting (4.4) into (4.8) yields

)
P ranhar/C (1 — 0) P,P.Gx, + hiy/(1 — 0) PyP.Gxy

desired signal AN

+ehay/(1 =) (1= 0) PGy + ho/ PG, + g : (RAS)

overall noise

hinshay/C (1 — 0) P.P,Gag+ h3\/(1 — 0) PyP.Gxg4
. AN

desired signal

+eha/(1 =€) (1 — 0) P,P.Gxy + ha\/P.Gn, + ng : (TAS)

overall noise

hywiho\/¢ (1 — 0) P,P,.Gz, + h3\/(1 — 0) PyP,Gxy

desired signal AN

Ya = . (4.9)

+ewiho/(1 —¢) (1 —0) P,P.Gx, + hy/ P,Gn, +ng ; (MRT)

\ overall noise

Because D can eliminate the AN in (4.9) and E{ew; (ew)"} = A\ ', the end-to-end

SNR at D is calculated as

C(l — 0) pSX1X2PT _ C(l — 9) IOSX1X2
P, (Xop + k) + o} Xop+Kk

= (4.10)

The approximation in (4.10) is acceptable because the noise variance term is

negligible compared to the other factors in the denominator.

4.3 Performance Analysis

4.3.1 Secrecy outage probability

Using (1.14), the instantaneous secrecy rate of the proposed system is given by

Rsec = [Cd - Cr]+7 (411)
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where Cy = log, (1 +v4), and C, = log, (1 +~,). Then, the SOP is given by

SOP = Pr (Rue < Ru) = Pr(C (1 — ) p X,Z (Xo: 8) < B — 1)

p-1 }
=1—-Pr| X; > — |X2 >, (412)
< C(1=0)psE(X2;8)
— 2(8—1)2 - K.
where B = 2Rth> S (Zﬁ,ﬂ) = /,sz‘i’li B x(l*'ﬁpdﬁu’ and jl = wle 1)"‘\/“2((1'8791))/);4/8(1 22 18

the positive root of the equation = (z;8) = 0.

Proposition 4.1 The SOPs of the RAS, TAS, and MRT schemes are expressed as
“+o0o

SOPras =1~ % [ & =577 da, (4.13)

N 0
N no
SOPtas =1+ A2 Z < )(—1)” / e =@d M, (4.14)

n
n=1 e
1
N-1 n S
1 _ - (. —N_—=E ;x; —Xox
SOPmrr =1 = A2 E o E(x; B) e ==h 2, (4.15)
n=0 I
_ (-1
where o = t)ps

Proof: See Appendix C.1.

The integrals in (4.13-4.15) do not admit closed-form expressions. Below, we
derive the asymptotic functions for the SOP at high power levels, i.e., (Ps, P;) —

(00, 00).

Proposition 4.2 In the case of perfect CSI (( = 1), the asymptotic functions for

the SOP of the RAS, TAS, and MRT schemes are respectively given by

\/ n0pa
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In the case of imperfect CSI (0 < ¢ < 1), we have the follows

SOP, = 1— 26—5”33142552\/902 (1 —CO 5/\2K1 (2\/@ (1 —CC) @\2) RNVRTS

N N nToAq _
SOP%OAS =142 E (n) (—1)”6_ to T e®2
n=1

% ni’g (1 —C) 6/\2 njg (1 —C) 6/\2
\/ : K, (2\/ : ) : (4.18)

N—-1 n
00 2 7i2>‘1 —N\o% n n—=k
SOPyry = 1 — E e o E (k) (1ocx)
n=0 k=0
7262 * 100 T2 BN
HoQxT20 A
_— K| 24| ———— 4.1

where w = p,/pa, pro = (1 = ()(1 — 0)&, and o = (1 — ¢)(8 — 1)5.

Proof: See Appendix C.2.

4.3.2 Average secrecy capacity

The ASC of the proposed system is given by
Ree =E{[Ca—C]"}. (4.20)

Using the fact that E {max {z,y}} > max {E{z},E {y}}, the lower bound of the

ASC can be determined as

Rsec,low = [C_d - C_T’] i ) (421)

where C; = E {log, (1 +74)}, and C, = E {log, (1 +~,)}.
We first derive the closed-form expression for Cy. Considering the function f (x) =

In(1+ €%), it can be seen that f(z) is a convex function and linearly increases for
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high values of x. Then, using Jensens inequality for f(z), we can approximate Cy as

Ca=E {10g2 (1 + 6ln(“’d))} ~ log, (1 + eE{ln(W)})

~ log, (1 + eln(C(I’G)pSHJ”JQ’jS) (4.22)

where J1 = E{ln(X3)}, o = E{In(X>)}, and J3 = E {ln (Xop + &) }.
Proposition 4.3 C; of the RAS, TAS, and MRT schemes can be approximated as

CS ~ log, (1 + exp (ln <L)ps> +2¥ (1) + e B ( AQ”))) : (4.23)

m

CTAS x log, (1 + exp (ln <&) +2U (1) + 6 =25 i ( AZH>

- N Z ( ) i i):) In((n+1) A1) )) (4.24)
CMET o, log2(1+exp (m( (Nlhijs) L (N) W (1) +e i Ez( AZ") )) (4.25)

where Fi(-) is the exponential integral function [53, Eq. (8.310.1)].
Proof: See Appendix C.3.

Next, we derive the closed-form expression for C,. According to [91], C, is calcu-

lated as

[1-
C.=E{log,(1+7)} = / 1+7 . (4.26)
0

Proposition 4.4 C, of the RAS scheme is calculated as follows.

e For \; # Ao (w:

_ 1 _pAalw M
n _ AL
Aalw
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e For \; = \y(w:

. 1 A _ M
RAS ~ ;ﬂ T—0)ps F7 -1 p
C, ~ 1n(2) (1 + C(l — 0) pse« 0)rs F)7 (c(la)ps>) . (4.28)

C, of the TAS scheme is calculated as follows.

e For n\; # A (w:

N n+1
; " ) (1- £2)

%E' — ow %E —nA1p 4.29
x| esmIn B g5, ) — eSO Bl iy, ) ) (4.29)

e For n\; = Ao (w:

N
g N (_1)n+1 nALU e
TAS ~ 1 T el-0ps F N1 ) 4
& 2 (n) In (2) * C(1—0)p,° ! <<<1—e)ps> (4.30)

n=1

C, of the MRT scheme is calculated as follows.

e For \; # \o(w:

1HA(22> ]:221 % (2—;)” k; (Z) <(1_ﬁ)wr (k+1)

Ap
X (A064(19)Psf (n+ 1) (—n ﬁL)

5MRT
C, ~

7 ¢(1-0)ps
+§f_§<®;iz>"“r(n +1)U (n Fln—i+2 (fMleZs))- (4.31)
e For \{ = \y(w:
N-1 n n n—=k
" ity 2w () 2 () (aar70)
x <§—°j " (k+1)T(n+1)U (n Yln—k 5};;;3) . (4.32)

where U(a, b; z) is the confluent hypergeometric function of the second kind [53, Eq.

—k-1 —k—2+i
(9.211.4)], Ao = <>\2 - 2—;) and A; = —C—Zl<)\2 — 4%) )

Proof: See Appendix C.4.
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4.4 Results and Discussion

In this section, we present numerical results to validate the analytical expressions
presented in Section 4.3. Unless otherwise specified, we set n = 0.5, = 0.5,7 =
3, Ry, = 1 (bits/s/Hz), N = 3, and 2 = 1. The coordinates in the two-dimensional
plane of S, D, and R are set to (0,0),(2,0), and (d, 0.2), respectively.

In Figure 4.2, we show the SOP and its asymptote when both S and D increase
their transmit powers, i.e., ps = pg = p. As can be seen, when p increases, the
SOP for perfect CSI remarkably improves while that in the case of imperfect CSI
converges to a determined value. These results can be explained using the effect of
the noise caused by imperfect CSI on the SOP. Particularly, in the case of imperfect
CSI, the strength of this noise linearly increases with the signal strength; hence, the
SOP converges at high p values. Comparing the three antenna schemes, we observe
that the MRT provides a better SOP than the TAS scheme, and both the MRT and
TAS schemes outperform the RAS scheme; especially in the case of imperfect CSI,
these trends become even clearer. Moreover, as shown in Figure 4.2, the asymptote
agrees well with the exact SOP at high p values.

In Figure 4.3, we investigate the effect of 6§ on the SOP and ASC. The value of
0 is varied from 0 to 1. As shown, the SOP and ASC improve as 6 increases from 0
to the corresponding optimal PS ratios, at which point the SOP or ASC achieve the
best values, and they rapidly become worse with further increases in 6. The trends
of the SOP and ASC are respectively similar to the trends of the OP and throughput
in Chapter 2 and Chapter 3. This is because the same effect of # on the harvested

energy and the signal strength portion used for information decoding at the relay
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Figure 4.2: The effect of p on the SOP and its asymptote in the cases of a) ( = 1 and
b) ¢ = 0.9. Other parameters: d = 1 and ps = pg = p.
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that were explained in the discussion of Figure 2.4. Moreover, the effects of n on the
SOP and ASC are also examined. It can be observed that the secrecy performance is
enhanced as 7 increases.

In Figure 4.4, we investigate the effects of ps and p; on the optimal SOP and
optimal ASC in different scenarios: S;, So, and S3. We fix ps and pg in scenarios
S1 and Ss, respectively, while we vary their values in scenario S3. Comparing the
three antenna schemes, it can be observed that the MRT scheme provide the best
secrecy performance, whereas the RAS scheme yields the poorest secrecy performance.
Moreover, we consider the secrecy performance in two cases, perfect CSI (see Figure
4.4(a,b)) and imperfect CSI with ¢ = 0.9 (see Figure 4.4(c,d)).

In the case of perfect CSI, the optimal SOP is an increasing function of p, and
the optimal ASC is a decreasing function of p. Moreover, as p increases, the secrecy
performance in scenarios S; and Sy converges whereas it linearly increases in scenario
S3. These results can be explained using the trends of C, and Cy in the three scenar-
ios. In scenario Si, the fixed ps value leads to a fixed C4, which limits the secrecy
performance. In scenario Sy, the same increasing rates of C, and C; cause the secrecy
performance to converge. In scenario Sz, the increasing trends of p, and py leads
to substantial growth in C; and the limit in C,, respectively, which contribute to the
remarkable increase in secrecy performance. Additionally, at low p values, the secrecy
performance in scenario Se overcomes those in scenarios S; and Ss.

In the case of imperfect CSI, the secrecy performance in scenarios S; and Sz de-
creases and converges whereas that in scenario S, improves at first and then degrades.

Comparing these results with that in the perfect CSI case, we have the follows. For
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Figure 4.3: The effect of # on the SOP and ASC. Other parameters: d = 1, ps = pg =
25(dB) and Ry = 2(bits/sec/Hz).
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scenario Sy, the secrecy performance trends in both perfect CSI and imperfect CSI
cases are similar, except for the limit of each case. In contrast, the secrecy perfor-
mance trends in the perfect CSI and imperfect CSI cases are different for scenarios S,
and S3. This is because of the effect of the noise caused by imperfect CSI. Particularly,
for scenario S,, both C, and C; converge to a value in which the convergence rate of
Cq is higher than that of C, due to the effect of the AN; therefore, the optimal SOP
and optimal ASC follow a convex function and a concave function of p, respectively.
In scenario S3, C4 converges to a higher value than C, due to the effect of the AN,
hence, the secrecy performance converges to a non—zero value. On the other hand,
at high p values, the secrecy performance in scenario S; becomes better than that in
the other scenarios, whereas at low p values, the secrecy performance in scenario So
outperforms that in the other scenarios.

In Figure 4.5, we present the optimal SOP and optimal ASC results in term of
the trade-off between the transmit powers of S and D. The overall transmit power
over noise power is py = 103, i.e., ps + ps = px. As shown in Figure 4.5, the
highest secrecy performance is obtained as p; is between 0 and py, and the secrecy
performance rapidly decreases as p, tends to 0 or py. These results show an important
role of the destination-assisted jamming in creating the positive secrecy capacity, such
as, with low destination-assisted jamming signal’s powers, the secure communication
between S and D does not exist. Moreover, it can be seen that the peaks of the
optimal SOP and ASC curves move toward to the left (the decreasing trend of p;)
when ( increases. Comparing three considered schemes, the peaks of the optimal

SOP and ASC curves for the TAS scheme is located in the left side of that for the
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Figure 4.4: The effect of ps and pg on the optimal SOP and optimal ASC. Other
parameters: d = 1 and Ry, = 2(bits/sec/H z).

RAS scheme and in the right side of that for the MRT scheme. For all values of

ps € (0,ps], the MRT scheme yields the best secrecy performance while the RAS

scheme gives a lowest secrecy performance.

In Figure 4.6, we investigate the effects of N and ( on the optimal SOP and

optimal ASC. From (4.9), it can be seen that the signal strength that can be decoded

at the receiver decreases and the noise power caused by the imperfect CSI increases

as ( decreases; therefore, the secrecy performance degrades as ( decreases. On the
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Figure 4.5: The optimal SOP and optimal ASC in term of the trade-off between p;
and pg (ps + pa = px). Other parameter: d = 1 and py, = 30(dB).
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other hand, it can be seen in (4.9) that, when S is equipped with a larger antenna, the
signal strength used for information decoding at the receiver for the TAS and MRT
schemes is enhanced, whereas the noise power caused by the imperfect CSI does not
change. Therefore, when N increases, the secrecy performances for both the MRT
and TAS schemes improves. Moreover, it can be seen in Figure 4.5 that the MRT
scheme outperform the TAS scheme for all values of (.

In Figure 4.7, we investigate the effect of the relay’s location on the optimal SOP
and optimal ASC. As shown, the secrecy performance improves as d increases from 0
to an optimal distance, and then it slightly degrades with further increase in d. These
results can be explained by using the effect of the R—D link on the AN at R and the
overall noise at D. When R is near S, the ANs strength becomes weak due to the
decreasing trend of the R—D channel gain, hence, the secrecy performance is low. In
contrast, when R is near D, the overall noise at D increases because of an increasing
trend in the R—D channel gain; therefore, the secrecy performance slightly degrades.
Comparing with the conventional WEH-CC system (which uses the trusted relay in
which a high performance is achieved when R is located near S), our proposed system
achieves high performance when R is located between S and D. Moreover, it can be
observed from Figure 4.7 that the optimal SOP is approximately zero if R is close to

S, such as d < 0.2, for the case of ( =1, and d < 0.4 for the case of ( =0.9.

4.5 Conclusion

In this Chapter, we studied the secure communication of an UR-WEH system

in a presence of imperfect CSI. We proposed equipping multiple antennas at the
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Figure 4.6: The effect of ¢ on the SOP and ASC. Other parameter: d = 1, ps = pg =
25(dB) and Ry = 2(bits/sec/Hz).
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source to enhance the harvested energy at the WEH relay. Then, we employed the
multi—antenna schemes, TAS and MRT, to reduce the influence of imperfect CSI
caused by the multiple antennas. For secrecy performance comparison, we also ex-
amined the RAS scheme in this Chapter. We derived the analytical expressions for
the two secrecy performance metrics, i.e., the SOP and ASC, for both the perfect and
imperfect CSI cases; moreover, the closed—form expression for the SOP at high—power
levels was also presented. We used the Monte Carlo simulations to verify the accuracy

of the analytical results. The results showed that:

e The secrecy performance in both the perfect CSI case and imperfect CSI is

improved as the source’s antennas increases.

e The MRT scheme performs better than the TAS scheme; and both the MRT
and TAS schemes provide a significant improvement in secrecy performance
compared with the RAS scheme. Especially in the imperfect CSI case, these

trends has shown clearer.

e The best location for the untrusted relay is between the source and the desti-

nation.

Moreover, the effects of various system parameters, such as the channel correlation
coefficient, energy—harvesting efficiency, secrecy rate threshold, PS ratio, and transmit
powers on secrecy performance were studied. These results provide valuable insights

into system design.



Chapter 5

Secure communication via a
wireless energy-harvesting

untrusted relay in the presence of

an eavesdropper !

5.1 Introduction

In this Chapter, we study the problem of secure communication in an UR-WEH
system in the presence of an external eavesdropper. We use the destination—assisted
jamming to create the positive secrecy rate and provide an additional energy at the
relay. The PS receiver architecture proposed is adopted. We evaluate the secrecy

performance by analyzing the two secrecy performance metrics, i.e., SOP and ASC.

!The study in this chapter was published in International Journal of Electronics [92]
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For that purpose, we derive the SOP expressions involving a single integral and a
tight closed—form upper bound for the ASC; moreover, the closed—form expressions
for the SOP at high-power scenarios are also derived. The accuracy of the analytical
results is verified by Monte Carlo simulations.

The rest of this Chapter is organized as follows. The system model is presented in
Section 5.2. The analytical expressions for the SOP and ASC are derived in Section
5.3. The results and discussion are given in Section 5.4. Finally, the conclusions are

presented in Section 5.5.

5.2 System Model

We consider an UR-WEH system illustrated in Figure 5.1(a). Our system consists
of a source S, a destination D, an untrusted WEH relay R and an external eavesdrop-
per E. The entire communication of each block time 7" is shown in 5.1(b). The block
time 7" consists of two time slots, 7'/2. In the first time slot, S and D simultaneously
send the information signal and the jamming signal to R, respectively; in the second
time slot, R uses all harvested energy and the AF protocol to forward the received
signal to D. R uses the PS policy with the PS ratio 0 < # < 1 to harvest energy. In
this proposed system, the source’s information can be overheard by both R and F.

Throughout this paper, we assume that 1) the direct link between S and D does
not exist; 2) the channels follow independent and identical Rayleigh distributions;
hence, the channel gains are exponential RVs; 3) no CSI is required at S, the local
CSI is assumed at R and E, and the full CSI of the S—R—D route is assumed at D;

4) the duration for the setup phase is negligible as compared to the block time 7" and
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Figure 5.1: System model.

5) R and E overhear the source information separately.

Let us denote (hq, dp1), (ha, dn2), (g1, dg1), and (gs, dg2) as the Rayleigh fading chan-
nel coefficients and the distances of the S—R, R—D, S—F, and E—D links, respectively,
and X; = |h|?, Xy = |ha|%, Y1 = |g1]* and Yy = |ga]? are exponential RVs with pa-
rameters Ax, = dpy, Ax, = djy, Ay; = dg; and Ay, = dg, where 7 is the path loss

exponent.

5.2.1 Communication in the first time slot

The signal component used for information decoding of R is given by

Yr =V (1 - 9) Pshlxs + V (]- - 6)) Pdh2xd + n,, (51)

where P, and P, are the transmit powers of S and D, respectively, z, is the unit
power information signal sent by S, x4 is the unit power jamming signal sent by D,
and n, ~ CN (0,02) is the AWGN at R.

The overall energy harvested at R during 7'/2 is given by

Eh = ’179 (Ple + Png) T/2, (52)
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where 7 is the RF-to-DC conversion efficiency.

From (5.1), the SINR at R can be expressed as

(1—-0)ps Xy
1-— 9) deQ + 17

’)/r:(

where p, = P, /o2 and pg = P;/cd.

The received signal at E is given by

Ye = Psglxs + V Pdg2xd + N, (54)

where n, ~ CN (0,07) is the AWGN at E. Therefore, the SINR at E is given by

psY1
Ye =

= 5.5
paYs +1 (5.:5)

5.2.2 Communication in the second time slot

In the second time slot, R uses all of the harvested energy given by (5.2) to forward

its received signal to D; hence, the received signal at D is given by

ya = /PohsGy, + na, (5.6)

where P, = 222 = 107, G = \/(1—0) Z + 0} and Z = P, X; + P;X,. Substituting

(5.1) into (5.6) yields

Yda = (1 - 0) PSPThthGJJS + v/ (1 - 0) PdPTthQGId + PThQGnT + ng. (57)

desired signal artificial noise overall noise

Because D knows exactly the value of x4, the influence of the artificial noise part

in (5.7) on the end-to-end SNR at D can eliminate. Therefore, the end-to-end SNR
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at D can be expressed as

8 (1—0)Zp X1 X,
T 02X+ (1= 0)Z + 02
~ (1 - 6) stlXQ
X2 + K

, (5.8)

where k = (1 —6)/n6.
The approximation in (5.8) is acceptable because the noise variance term is neg-
ligible compared to the other factors in the denominator. Then, the instantaneous

secrecy capacity can be calculated as
Rsec == [mln {Rsec,la Rsec,?}]+7 (59)

where Rgecn = Cq — C, and Rgec o = Cq — Ce with Cgq = log, (1 +74) ,C, = log, (1 + ;)

and C, = log, (1 + 7).

5.3 Performance analysis

5.3.1 Secrecy outage probability

The SOP is given by

Pout =Pr (mln {Rsec,17 RSEQQ} < Rth)

=Pr (Rsec,l < Rth) +Pr (Rsec,Q < Rtha Rsec,l > Rth) . (510)
P:urt,l Pc?urm

Thanks to the author of [46], Pic1 was given by

“+o00
—@aAx, —Ax, e
Peecqp =1 — Ax, / e X2 T X1 T=00sE1() g, (5.11)

1
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— _ —1+4/(8-1)+4(1—0 —
where = 28 2 (z) = Pl (1—(9)% and T; = £ \/(ﬁzuze)pd( )pd’B'{, which is

the positive root of the equation =; (z) = 0.

After some manipulation, we can rewrite Py o as

Pae = Pr (X0 < 52 (14 55 ) X0 > o e > S22 Xa > 1)

(5.12)

_ (B=1)(z+k)
(1-0)pa(z—71)(z—Z2)

where =, () and v, > Z9(X3) is a condition for the inequality

=1 By+B-1 K
(1-0)ps=1(X2) < (%79)/)5 <1 + X_2> to be true.

Proposition 5.1 P, can be computed by

+o0

_ BAx BN ol (-1 roaeds (145)
Psec = - A ek ’ (1 _> pshB B (1-0)ps z
. / e vl (R ol
I
A ByEa(r)+1 BAx K
w Bi [ =222 T2 1 (1 —> da, 5.13
z( By Y1+(1—6) +x x (5.13)
2
where By = % and Ty = 6—1—\/(,82&1194;;2(1—9)%6»-; is the negative root of the equation

Proof: See Appendix D.1.

5.3.2 High-power secrecy outage probability approximation

To the best of the authors” knowledge, the integrals in (5.11) and (5.13) do not
admit closed-form expressions. Below, we derive the closed-form expressions for the

SOP at high-power levels, i.e., (ps, pa) — (00, 00).



Chapter 5: Secure communication via a wireless energy-harvesting untrusted relay in
the presence of an eavesdropper 87

Proposition 5.2 P2 can be computed by

- T >\X1 (6 - 1) — z . _
Pioep =1 — M2 4 —0)p (722 — A,k Ei (—Ax, T0))
BAx, Ax, ALJrki(ﬁfl%d) ( 3,0 L1
4+ ———— "= ersPy ' (1-0)ps \ By kG0 (Nl
(1 o Q)psﬁy 2,3 ( Xa 0|0,0,0)
_AX jol 87 _ E _)\ _
€ 2 n (/0 IL“O) 1 ( szo) _ K/E/l (_)\XQQ_TO) ln (psi'0> ’ (514)
AX,
where 7o = (l_ﬂg)pd.

Proof: See Appendix D.2.

5.3.3 Average secrecy capacity

Using (5.10), the ASC of the proposed system is given by

_ 1 1 +
porfom o () o ()]} o
77" ,}/6

bz} ow

Using the fact that E {max {z,y}} > max {E {z},E{y}}, the lower bound of the

ASC can be determined as

Rsec,low - [Csrg - C;rg]+7 (516)

where C;® = E {log, (1 +v4)}, C+®* = E{log, (1 + T)} and T' = max {7, v }.

We first derive the closed-form expression for Cj'*.

Proposition 5.3 C;*® can be approximated as

2p(1)In | —L=0es ) L AXo @il A\ k
C3® ~ log, <1 +e v (“*Xﬂxz)Jr " Ei(-Ax, )) . (5.17)
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Proof: See Appendix D.3.

Next, we derive the closed-form expression for C7®. According to [91], C7® is

calculated as

—+o0
1 1-F, (v)F, (7)
erg __ Ye Yr
Cor9 = 2)/ T dy (5.18)

Substituting the CDF of v, and +, into (18) yields

O = C58 4 C9% — O (5.19)
erg 1 too - (:jg()}a erg 1 oo - Xpyl v erg
— e s — e Ps —
where C1T,1 ~ In(2)Bx .Of (’Y+1)(’Y+ﬁ;(1) d% CT,Q T In(2)By g‘ (1+’Y)(’y+/3;1) d’Ya C1T73 =
400
1 e~HY _ PaAXy _ Padyy _ Axy
n(2) bf Bx By (1) (v+85Y) (74857 by, Bx = o5 Py = oy, and =T+ gy

Proposition 5.4 C;r 1 can be approximated as

AXo A ’\A . A
S (eu 7 E'z( o )_eu,mpsEz (-ﬁ) . (for Bx #£ 1)

T~

: ) Ax, (IA_%E g 1) ¢ _,

@) \ T=0)p: € L\~ ) T (for Bx =1)
(5.20)

Cr5 can be approximated as
CTARN vy A
—ln(2)(}7,3y) (e ra g <—%> —ers Bi ( Yl)) ; (for By #1)

73 (5.21)

2 Ay, M A ’
@ (%ePsEi < Y1> + 1> (for By =1)
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erg .
Cr3 can be approximated as

(

e i (-i0) — e i (52)
(for Bx # 1,8y # 1, Bx # By)

. e . =
i+ B () + B (o == D
Cerg ~

T’3 ~ 2 . —
Byis(—z;lseuEi (—p) + lrﬁg) + hﬁ;)eﬁY Ei (ﬁ_5>’ (for Bx = 1; 8y #1)
_ . NI
Burbien Bi (—p) + oot + osyex Bi (ﬁ_ﬁ) . (for fx £ 1By = 1)
215(2) (I—p— et i (—=); (for Bx = By = 1)
\
(5.22)
_ 1 _ 1 _ 1 ! _
Where Al B (BX_]-)(,BY_]-)7Bl - (6X—1)<1_6Y6)_(1) 9 Cl - (ﬂy—l)(l—ﬂxﬂ;l>7A2 - (/8071)27B2 -

1 _ =Py _ 1 __ —Bx _ 1
50(50*1)’143 - (gyf1)2’B3 - 175y’A4 ~ (Bx-1)7? and By = 1-Bx "

Proof: Following the same steps for the calculation of £, () given in Appendix A,

F, () is calculated as

1 A xy

BV 16_(1—9)Ps (5.23)

er(7>:1

Then, using partial fraction decomposition and applying [53, Eq. (3.353.2)], we

can obtain the desired results.

5.4 Simulation results

In this section, we present numerical results to validate the analytical expressions
presented in Section 3. Unless otherwise specified, we set p; = pg = 25 dB,n = 0.5,
0 = 0.5, 7 =3, and Ry, = 1 (bits/s/Hz). Any change in the values of these parameters

is described at the captions and legends of the figures. The coordinates in the two-
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dimensional plane of S, D, R, and E are set at (0,0),(2,0),(d,,0.2), and (d.,0.2),
respectively.

In Figure 5.2, we investigate the SOP and its approximation when both S and
D increase their transmit powers, i.e., ps = pg = p. As can be seen, the SOP
slightly improves as p increases from 0 to 10 dB and remarkably improves with further
increases in p. This is because the AN efficiently degrades the SNRs of R and E at
high p values, whereas it does not interfere with the signal quality at D. Additionally,
the SOP increases as Ry, increases. Moreover, as shown in Figure 5.2, the analytical
result matches well with the exact SOP, and the high-power approximation for the
SOP can be considered as the upper bound. The high-power curves are quite close
to the exact SOPs at moderate p values (from 20 to 30 dB), and they are very tight

to the exact SOPs at higher p values.
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Figure 5.2: The effect of p on the SOP and its approximation. Other parameters:
d. =d. =1 and ps = pg = p.



Chapter 5: Secure communication via a wireless energy-harvesting untrusted relay in
the presence of an eavesdropper 91

In Figure 5.3, we investigate the effect of # on the SOP and ASC. 0 is varied from
0 to 1. As can be seen, the trends of the SOP and ASC in this figure are similar to
them in Figure 4.3. The explanation of these trends was given in the discussion of the
Figure 4.3. The SOP and ASC improve as 6 increases and reach their optimal values
at their corresponding optimal PS ratios, 8*. Then, the SOP and ASC degrade with
further increase in 6. Additionally, the SOP and ASC are examined with different
values of . As 7 increases, R is capable of harvesting more energy; hence, better
performance can be achieved. It can also be observed that the value of 6* decreases
with increasing values of 7.

In Figure 5.4, we investigate the effect of ps and pg on the optimal SOP and optimal
ASC in different scenarios: Si,Ss, and S3. We fix pgs and pg in S; and S, respectively,
while we vary their values in S3. As shown in Figure 5.4(a), the optimal SOP shows
similar trends in the three scenarios, i.e., decreasing with increasing p. Moreover, at
high p values, the optimal SOPs in scenarios S; and Sy converge to non-zero numbers,
whereas they are nearly zero in scenario S3. As shown in Figure 5.4(b), the optimal
ASCs in scenarios S; and S, increase and converge to the determined throughputs as p
increases. In contrast, the optimal ASCs in scenario Sz linearly increase as p increases.
Because the results of the optimal SOP can be explained by using the trends of the
optimal ASC, we focus on understanding the effects of p on the optimal ASC. In
scenario Sy, the fixed value of p, leads to a fixed Cy4, which limits the optimal ASC. In
scenario Sg, the optimal ASCs converge because C,., C. and C; grow at the same rate at
high p,; values. In scenario Ss, the increasing trend of p, leads to substantial growth

in C;. Additionally, the increasing trend of p, limits the values of C,. and C.. These
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Figure 5.3: The effect of 6 on a) the SOP and b) the ASC. Other parameters: d, =
d. =1, ps = pa = p, and Ry, = 2 bits/s/Hz.
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factors combine to yield a significant increase in the optimal ASC. Moreover, Figure
5.4 also shows that a sufficient strength of the AN is necessary to yield a positive ASC
at D with relatively low source’s transmit powers. In particular, the optimal ASC in
scenarios S; and S3 are nearly zero as py is less than 16dB, whereas it in scenario So
can be approximately 0.5 (bits/s/Hz) for ps = 10 dB and 1 (bits/s/Hz) for ps = 15
(dB).

In Figure 5.5, we investigate the effect of the distances on the optimal SOP and
optimal ASC. This figure clearly shows that C,,C. and Cy4 achieve greater values as
R and F tend to S and vice versa. Therefore, the best optimal SOP and the best
optimal ASC can be observed at the position where R and E are near D, at which
point C. and C, are significantly depressed due to the strong influence of the AN.
The least optimal SOP and least optimal ASC are found at the position where E
is close to S and R is near D, at which point the low C; value and high C. value
lead to low system performance. Additionally, it can be seen in Figure 5.5(b) that
there is a region at which the optimal ASC is approximately zero. It is reasonable to
conclude that choosing the location of R can help improve the secure performance.
In particular, when E is close to S, R should be located near S, and when F is near

D, R should be located near D.

5.5 Conclusions

In this Chapter, we proposed and analyzed an UR-WEH system where the secure
communication was attacked by both the untrusted relay and external eavesdropper.

We employed the destination—assisted jamming signal to prevent the untrusted relay
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and eavesdropper from overhearing the source’s confidential information. To evaluate
the secrecy performance, we derived the analytical expressions for the SOP and ASC;
moreover, the high-power approximation for the SOP was also presented in this
Chapter. We used the Monte Carlo simulations to verify the accuracy of the analytical

results. The results showed that:

e In the presence of the external eavesdropper, an reasonable location of the
untrusted relay can yield a higher secrecy performance. In particular, the relay
should be located near the source as the eavesdropper is close to the source and

vice versa.

e At high-power scenario, the proposed system provides high secrecy perfor-
mances only if the information signal power and jamming signal power linearly

increase.

e The simulation results also allow detailed studies into the effects of different
system parameters, such as, 1, Ry, 6, transmit powers, and locations of the
relay and eavesdropper, on the secrecy performance, which provide useful design

insights.



Chapter 6

Secure communication in
untrusted relay-selection network

with wireless energy-harvesting !

6.1 Introduction

In this Chapter, we study the problem of secure communication in a relay—selection
UR-WEH system. Our system consists of a multi—antenna source—destination pair
and L single-antenna untrusted relays. We use the KBFC and KBSC schemes to
choose the K—th best relay to assist the source—to—destination communication and use
transmit beamforming technique known as MRT to eliminate the security risks from
the non—selected relays. Then, we use the destination—assisted jamming to interfere

the selected relay for archiving the positive secrecy rate. The PS receiver architecture

!The study in this chapter was published in Wireless Networks [93]
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is adopted. For performance evaluation, we derive the SOP expressions involving
a single integral and a tight closed—form upper bound for the ASC; moreover, the
closed—form expressions for the SOP at high—power scenarios are also derived. The
accuracy of the analytical results is verified by Monte Carlo simulations.

The rest of this Chapter is organized as follows. The system model is presented in
Section 6.2. The analytical expressions for the SOP and ASC are derived in Section
6.3. The results and discussion are given in Section 6.4. Finally, the conclusions are

presented in Section 6.5.

6.2 System Model and Preliminary Results

6.2.1 System Model

We consider an UR-WEH system illustrated in Figure 6.1(a). Our system consists
of a multi-antenna source, S, equipped with N; antennas, a multi-antenna destina-
tion, D, equipped with N, antennas, and single-antenna untrusted relay network, R,
including L nodes, R;,l = 1,..., L. The relays are located within a cluster, and are
close to each other relative to the distances d; to & and ds to D. We consider two
relay selection schemes, KBFC and KBSC, to choose the K-th best relay, R, to
assist the communication. R uses the PS policy with a PS ratio 0 < # < 1 shown
in Figure 6.1(b) to harvest energy and uses the AF protocol to forward the source’s
signal. In each block time, T', the entire communication consists of two time slots,
T'/2. During the first time slot, S and D simultaneously send the information signal

and the jamming signal to R¥), respectively, and R¥) harvests energy from these
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Figure 6.1: System model.

signals. Then, R uses all harvested energy to forward the received signal to D during
the second time slot. The channels of wireless links undergo Nakagami-m fading;

hence, the channel gains are gamma RVs.

6.2.2 Preliminary Results

The PDF and CDF of a gamma RV, X', are given in Section 1.3.1 as

falz;m,\) = F(xgwe_i, (6.1)
Fx(z;m, \) = ﬁv (m, %) . (6.2)

where m is a shape parameter and \ is a scale parameter.
K K
Let hl,l = [hfl,l,la ey hl,l,Nl]T> h2,l = [hl,l,la cey h17l,N2]T, hg ) and hé ) respec-
tively represent the channel vectors of the S-R;, R;-D, SR and RE)-D links,
|y, [?,m1 = 1,..., Ny, and |hoyn,|*,ne = 1,..., Ny, are respectively gamma RVs

with parameters (mq, ;—11) and (mag, :,‘722), A =d{", s = d57, and T is the path loss
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exponent. The relay selection strategies are given in Section 1.3.3 as

R = Kth argmax{||h.,|>}, (KBFC scheme) (6.3a)
1<IKL

RU) = Kth arg max{|ha||3}. (KBSC scheme) (6.3b)
1<I<L

According to [35], ||y, ||§ and thng are gamma RVs with parameters <N1m1, 7’7\1—11>
and <N2m2, %), respectively.

After selecting R the information z, of S and the AN z; of D are simulta-
neously transmitted to R). We assume that each relay knows only its local CSI;
therefore, by using transmit beamforming technique, security risks from the non-

selected relays are eliminated; therefore, the secure communication of the proposed

(T
system is studied by analyzing the secure risk from R, Let w; = ”hZT” and
2
RO '
Wy = thT” be respectively the transmit beamforming vectors at S and D, the
2 2

signal component at the input of the information receiver of R is given by

Y =/ (1 —0)P;

th)Hzxs /= e)PdHh;mHde + o, (6.4)

where P, and P, are respectively the transmit power of S and D, n, ~ CN (0, Ny) is
the AWGN at R¥) and N, is the noise power. The overall energy harvested at R(%)

is given by
En=n0(P,X + P,Y)T/2, (6.5)

where 7 is the energy conversion efficiency factor; X = ||h§K) |2 and Y = ||th) 2.

From (6.4),the instantaneous SNR at R¥) can be expressed as

aX
by +1°

T = (6'6)
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where a = (1 — 0) P;/Ny and b = (1 — 0) P/ No.
During the second time slot, R(%) forwards its received signal with transmit power

P, =2FE, /T, hence, the received signal at D can be expressed as

Yi=V PrhéK)Gryr + ng, (67)

where G, = 1/y/(1 — 0) (P.X + P;Y) + 02, and ng ~ CN (0, NoIy,) is the AWGN
vector at D.

Substituting (6.4) and (6.5) into (6.7), we have the following

Ydq = (1—9) PsPr

K K
h! ’thg Gz,

TV
desired signal

+ A= 0 BP0 109G, + VBB Grn, +my. (6.8)
2 N ~~ o

overall noise

artificial noise

Because D can eliminate the AN in (6.8), the instantaneous SNR at D can be

calculated as

B aXY”/ NaXY
T YZ4ceZ+d Y+c

Vd (6.9)

where Z = P,X + P;Y,¢c = (177;99) and d = %. The approximation in (6.9) is accept-
able because the noise variance term is negligible compared to the other factors in
the denominator.

According to [73], the instantaneous secrecy capacity can be calculated as

Ryee = = [logy (1 + 74) — log, (1 + 'yr)]+ (6.10)

DN | —

To evaluate the system performance, we need to study the statistical character-

istics of the Kth best gamma RV. Letting &}, ..., Xy be L ii.d. gamma RVs with
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Table 6.1: The PDF and CDF of X and Y
KBFC scheme KBSC scheme
Fx(@) | Teoo (v Nimn, 25) | fo (e Ny, 20)
Fx(z) | Fyuo <x;N1m1, %) Fy (95;]\717711, %>
Fr) | fx (3/; Nomo, %) Fr <y;N2m2, %)
Fy(y) | Fx (y; Noma, 2—2) Frouo (y; Noms, %)

parameters (m, A). According to [94], the PDF and CDF of the Kth best order RV

X)) £ Kth arg max{A;} are respectively given by

1<i<L
L! T, A _ _
Fr () = e ()T () 61
and
— (L) 1 Lk k
Fru (z3m, A) = Z (kz) Wv (m, %) r (m, %) . (6.12)
k=0

Then, the PDF of X, fx(x), CDF of X, Fx(x), PDF of Y, fy(y) and CDF of Y,

Fy (y), for the KBFC and KBSC schemes are determined in Table 6.1.

6.3 Performance Analysis

In this section, we derive the analytical expressions for the SOP and ASC, and

the high—power approximation for the SOP.

6.3.1 Secrecy outage probability

The SOP is calculated by

Pt = Pt (Ruee < Rep) . (6.13)
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Substituting (6.6), (6.9) and (6.10) into (6.13), the SOP is bounded below by
Pout,low - PI‘ (aXE (Ya Vth) < Yth — 1) ) (614)
where vy, = 22%% Ry, is the target secrecy rate and = (y; i) = " Pl

by+1"

Proposition 6.1 The SOPs for the KBFC and KBSC schemes are respectively

bounded below by

-1 L—k Nom
—1)"my*™* (L\ (L—k\ [(k+n
o R SO0
out,low Z Z T (N2m2> )\é\bmg k n p(l)

N

k=0 kin;(:)éOH p() ”1_k "
Nimi—1 i m ("Y _1) w F yNng—l _mi+n)(gn=1) _mg
o IL o) (M) e e P 61
pis A\ E(y; vin)™

Y1
Nimi1—-1L-K

e Li(-1)"
Potiow =1 = Z 2. 2 RN T )

= ] =

L[ (v — D\ (L—K\[(K+n-1 ma Nomafes N2ﬁ1 ( .')_p§_2)
a\ n p® Ao i T

—+00

yN2m2+w2*1 _mi(wn=1)  mo(K+n)y
X ¢ "ME(vn) 2 dy (6.16)
; = (¥ )’ ’ '
1
Nimi—1
1 1 2 2 e
where pM) = [pg),...,prml_l] ,p? = [p(()),...,pg,gm hyw = ;) iV, wy =
Ngmg 1 2
> jp§2), and y, = 2 (%2}‘&;1) Habe s the positive root of the equation
7=0
E(y: ) = 0.

Proof: See Appendix E.1.
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6.3.2 High-power secrecy outage probability approximation

At high-power scenario, i.e., (Ps, Py) — (00, 00), (6.14) is rewritten as

bX (Y — Y —
Pout,low =Pr (a ( yl) ( y2) < Yth — 1)

(Y +c¢)(bY +1)

=Pr(Y <uy1) +Pr(X <xzolY > 1) Pr(Y > 1), (6.17)

Yoh—1=4/ (%n—1)> +4ynbe
2b

where y, = is the negative root of the equation Z(y, ) = 0,
(i —1)(Y+c)(bY +1)

and To = ab(Y —y1)(Y —y2)

Without loss of generality, we assume that a = (b and (a,b) — (00, 00) where
( is constant; therefore, we can simplify xg,1;, and y, by evaluating the leading-
order terms in the numerators and denominators as follows: y; = yo,y2 = —yo and
Ty A %ﬁ—a’l (1 + %) where y, £ \/%T?' Then, (6.17) at high-power scenario can be

approximated by

oo

-1 C
PowenrL = Fy (yo) + / Fx (%h (1 + —)) fy (y)dy. (6.18)
it ; /
1 Yo

7
Proposition 6.2 The SOPs for the KBFC and KBSC schemes at high-power sce-

nario are respectively approximated by (6.19) and (6.20) shown on the top of the next

page.
where Ei(-) is the exponential integral function [53, Eq. (8.310.1)], py = %
and jip = m2(1§;‘n)yo

Proof: See Appendix E.2.
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szz N1m1 L K 1
prare 1 (my) +( L ) (puyg) ™Y
out HPL ™~ TAr ST\ g K —1) T (Nomo) T'(Nymy + 1)77 5

Nimq (L—K—l—l)

< Y (M)(N”T“L K+1)(]1n<N2m2 (Nams — n)

n=0

n—Nomo—1

()" mgyg _mav0 u
+ Il(n 2 Ngmg) m Ei —)\—2 +e 2 Z (—1)

u=0

% (TL — N2m2 —Uu— 1)' )\2 n=Nama—u (6 19)
(n - N2m2)! MaYo ’ '

PKBSC %< L ) 1 (mzyo)Nm(L K+1)+ L!
outHPL K —1)T(Nymg + 1) 5 Ao (N1my)!

i s () 2 ()

- o2 s
Ma— @) " i
() E
j=0 ]' i=0 Z )\2 (K _|_ n)N2m2+UJ2—7,

(_1)i—N2m2—w2+1

X (]]_(Z < Namg + CUQ)F(NQTI’LQ + Wy — Z) + ]]_(Z > Nomy —I—WQ) ((Z Nomn - )'
T AV2I0Tt — W2 )

i—Nomo—wa—1

“1)" (i — Nymiy — wy — u — 1)! }
% Ei(—M2)+€_M2 Z ( ) (Z‘ 2My — W2 — U )Mé\/zm2+w2+u—l>>7

— — |
—0 (Z szg (,OQ) .

(6.20)

6.3.3 Average secrecy capacity

The ASC of the proposed system is given by

Reee = %]E {[log, (1 4 vq) — logy (L + )] " }. (6.21)
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From (6.6) and (6.9), the ASC can be approximated by

_ 1 N n

Ruce m 5E { [log, (1+ 552¥57) — logs (1+ 5857)] * }. (6.22a)
1

= §E {log2 (1 + ﬁ) log, (1 + [bY+1) Y > yg} Pr(Y > y3), (6.22b)
1

= E {10g2 (25 + log, (1+ 2752% ) ‘y > yg} Pr(Y >ys),  (6.22)

where y3 = y/¢/b is the double root of the equation = (y; 1) = 0.
Because (6.22) does not admit a closed form expression, the ASC can be evaluated
using its lower bound. Using the fact that E {max {z,y}} > max{E{z} ,E{y}}, the

lower bound of the ASC can be determined as

_ 1
Rsec Jow — §[Cerg,d - Cerg,r]+7 (623>

where Cerga = E {log, (1 +7a)} and Cergr = E {log, (1 + 1)}

Proposition 6.3 The ASC for the KBFC scheme can be bounded below as

1 +

RKEFI‘OCW :E |:10g2 (1 + eln(a)+73,a+34,a—Js,a> ngBfC:| : (624)
where

K-1 L—k

T k n ['(wp +1) my (tn)
KBFC __ 1 7P ) (w1 u
cae=-Y Y Yy o (A
=0 ko lpM] =k v=

Nomo—+u
« T ( oy, alltn) ) Z A=y <w1 Flw -2 )) (6.25)

Ul(a, b; z) is the confluent hypergeometric function of the second kind [53, Eq. (9.211.4)],

py = greaiiz—, Ao = (13 — 1) Ay = = (s — )7 and Fy g, Tias T
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and Z; (k, n,pW, u) are respectively defined as

L-K

VIEDS (K1) (LL!(__}l();!F (Nimy) (L ;K> 2 (K ;Z)_ 1)

n=0 ||p ||1:K+n—1
Nimi—1 1)
r (N1m1 + wl) ma (K+n) 1\"
B (o v (24) T (1) e
m
Tia = ¥ (Nomy) — In ( ;) (6.27)
2

Nomo—1

1 Cmy Nomo—u—1
5. = In(c) + (— )
5 ( ) ; (N2m2 —Uu— 1)' /\2

emy cmy Nama—u—1 ‘ )\2 q
x | —e™ Ei )" > (g-1) o) | (6.28)

q=1

T, (k (1) _ (_1>n (N2m2 +u— 1)' Mo Nama a_/\l Noma+u—wi
' ( P u) N Noma+u
[ (Noamg) (k +n) b, my

(AN 62

with ¢(x) is the Digamma function [53, Eq. (8.360.1)].

Proof: See Appendix E.3.

Proposition 6.4 The ASC for the KBSC scheme can be bounded below as

_nse [1ogy (14 @+ TsptTap=Tsp)  NMzustp
! :{ 2 ) Z Qm

sec ,low
h Z Z ZI2 i,n, p® (BoeaMI‘ (—i am_>\11)

e

Noma+wa+u —-— +
z 1 . .
+ Z By 0" U(z—l—l,z—q—f-Q; ah))} : (6.30)
here gy = S By (< 1) B, (1) e
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and Jsp, Jap, T5p and Zy (z’, n,p?, u) are respectively defined as

my

Tsp =1 (Nymy) — In (/\—1) , (6.31)

7 Li( 3 L(=1)"T (Nagms + ws) (L - K)
4b = 2m2+w2
5 oo [ S K = DL = KO (Vo) (K 4=

K+n—1\ (M2 /1 Py’
8 ( p(® ) 11 (;) (¥ (Noma +wp) = In (224520)) - (6.32)

J=0

L-K Noma+wz—1 L!(—l)n (N2m2 + wy — 1)!
Fa=h(@)+Y > 2. ®OONL BT Ny

" K

(2)

y (—pup) Ve (L - K) NQﬁ‘l ( 1 )pj
(K +n)V" %2 (Nymy 4+ wy — u — 1) n g!

=0
Nomo+ws—u—1
K+n-— 1) : (g —1)!
X —e! B (—us) + , 6.33
( p@ < (=#s) qZ; ()’ (6.33)
with M5 = a:ng\IQ{—i-n)’

(—1)nL! (N2m2 +wy +u— 1)! a\; Nomo+wa+u—i
" (K — D)I(L — K)U'T (Nomo)

ma— @
) ﬂ Nomao+wa L . K K + n — ]_ 7/ N2H2 1 l pJZ (6 34)
bAs n p(2) U ]' . .

J=0

ma

Proof: Using fx(z), Fx(x) and fy(y) for the KBSC scheme, the results can be

derived by following the same steps as in the proof of Proposition 6.3.

6.4 Simulation results

In this section, we use the Monte Carlo simulation to validate the analytical

expressions presented in Section 6.3. Unless otherwise specified, we set L = 4, N; =
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No=2my=my=2,Ng=1,n=050=05,dy=do=1,7T=3, A1 =X =1, Ry, =
1 (bits/s/Hz), ( = 1,p = Ps/Ny, and py = 10 (dB).

In Figure 6.2, the SOP is presented as a function of p. As shown, the SOP is a
decreasing function of p, and is an increasing function of K. The analytical expressions
match well with the simulation results that confirms the validity of the approximation
in (6.9). Additionally, the high power-level approximations in Proposition 6.2 work
quite well even at moderate values of p. As shown from the results of the KBFC
scheme, the SOPs for different K values yield the similar SOP at high values of p.
This assessment provides a design insight on the choice of K for the KBFC scheme.
In particular, at low p values, the proposed system should be configured at low K
values for achieving better SOPs; however, at high p values, we can use higher values
of K to avoid overload at relay but achieve the similar SOP. In case of the KBSC

scheme, the SOP is significantly enhanced as K decreases.

10t
o
O
n
107
O sim: K=1 SN
O Sim: K=2 TR
1073 A Sim: K=3 \CK\ \
*  Sim: K=4 h\ \4
Analytical (KBFC) \QA 2N
— — — Analytical (KBSC) ;tk 4
1o L high power-level approx ! | QN A
0 5 10 15 20 25 30 35 4(

Figure 6.2: The secrecy outage probability versus p. Other parameters: m; = my = 1.
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In Figure 6.3, the ASC is presented as a function of §. The ASC increases as
0 increases from zero to an optimal value #*, and the ASC decreases with further
increases of #. This result agrees with previous results in Figure 4.3 and Figure 5.3.
Moreover, the ASC approximates to zero if 8 is below a threshold 6;,. The values of
Oi1, for the KBFC scheme with respect to different K values are the same whereas they
for the KBSC scheme with respect to different K values are different. Specifically,

i1, for the KBSC scheme becomes higher as K increases.

1 T
09 7
08 7
0.7 7
0.6 4
O
Q) 05 g .
< /
o4 /! 1
/
03} [I 4
O Sim:
02f 7 A * O sim: K=2 * il
i / A Sim: K=3
01k ! /*' *  sim: K=4 |
: ¥ Analytical (KBFC)
0 / | | — — — Analytical (KBSC) |
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

0

Figure 6.3: The average secrecy capacity versus #. Other parameters: P, = P; =
Nopo.

In Figure 6.4, the effect of the relay locations on the optimal ASC is investigated.
For the conventional WEH-CC systems (which use trusted-relay nodes), the optimal
location of the relay is close to the source; whereas, that of the UR-WEH system is
between the source and destination. If R moves toward S, the optimal ASC decreases

because Cerg,r increases more significantly than Ceygq; and if R moves toward D, the
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optimal ASC decreases due to the decreasing trend of Cegq. Therefore,an optimal

distance, d*, that balance the effects of AN on Cere, and Ceg g, gives the maximum

ASC. Moreover, as shown in Figure 6.4 that when ds is sufficiently high, the optimal

ASC approximates to zero. On the other hand, as R is close to D, i.e., dy — 0T,

the optimal ASCs for the KBSC scheme tend to a particular value, whereas the

optimal ASCs for the KBFC scheme with respect to different values of K tend to

different values. Additionally, for the best-relay selection strategy, i.e., K=1, the

KBSC scheme outperforms the KBFC scheme when R is near S, while the KBFC

scheme performs better than the KBSC scheme when R is near D.
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0.6

Optimal ASC
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d,=2-d,

Figure 6.4: The effect of the relay locations on the optimal ASC. Other parameters:

Ps:Pd:NOpO-

In Figure 6.5, the effect of the number of relays L on the optimal ASC is inves-

tigated for the best—relay selection strategy, i.e., K = 1. It can be seen that the

optimal ASC is an increasing function of L, and as L progressively becomes higher,



Chapter 6: Secure communication in untrusted relay-selection network with wireless
energy-harvesting 112

the increase in the optimal ASC slows down. Moreover, as can be seen in this figure,
the KBSC scheme outperforms the KBFC scheme. Examining the effect of the shape
parameters m on the optimal ASC, we have the following: the KBFC scheme per-
forms better as m increases; the KBSC scheme with respect to high L values achieves
better ASC at lower m values, whereas that with respect to low L values achieves

better ASC at higher m values.
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Figure 6.5: The effect of the number of relays on the optimal ASC. Other parameters:
Ps:Pd:NopoaIldK:]..

6.5 Conclusions

In this chapter, we studied the secure communication of an relay—selection UR-WEH
system. We used the KBFC and KBSC schemes to choose the K—th best relay to
assist the source-to-destination communication. Moreover, we applied the MRT

technique to eliminate the security risks from the non-selected relays, and the des-
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tination—assisted jamming to interfere the selected relay. The main contributions of

this paper are summarized as follows:

e We derived the analytical expression involving a single integral for the SOP
and the closed—form expression for the ASC; moreover, the and closed—form

expression for the SOP at the high—power scenario was also derived.

e The results shows the advantage of using the relay—selection technique in im-
proving the secrecy performance. In particular, the secrecy performance is
enhanced as the number of the relays increases. The KBSC scheme can outper-
form the KBFC scheme as the relay is placed near the source while the KBFC
scheme can perform better than the KBSC scheme as the relay is placed near

the destination.

e Finally, the effect of various system parameters, such as transmit powers, target
secrecy rate, PS ratio, shape parameter of the Nakagami—m fading, and K, on

the secrecy performance, was examined which provides useful design insights.



Chapter 7

Summary of Contributions and

Further Works

7.1 Introduction

In this final chapter, we summarize the main contributions of this dissertation and

discuss several possible direction for further works.

7.2 Summary of Contributions

WEH is currently a hot topic in research community and is a future technique for
powering small-size energy—constrained wireless networks. The feasible of WEH in
different wireless networks, such as wireless sensor networks, cognitive radio networks,
relaying networks, etc., was demonstrated in various scientific publications. In this

dissertation, we investigated the WEH relaying networks with advanced issues in

114
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wireless communication, such as relay selection, hardware impairment, imperfect CSI

and PLS. The main contributions of this dissertation can be listed as follows.

e First, we solved problem of Simultaneous Wireless Information and Power Trans-
fer (SWIPT) in Multiple Input Multiple Output (MIMO) systems via AF relays
by proposing a novel method that allows energy beamforming technique, relay
selection technique and diversity combining technique to collaborate effectively;
hence, the (secrecy) performance of our proposed system is significantly im-

proved.

e Second, we extended our investigation to practical scenarios, e.g., the devices
suffer from RF impairments, the obtained CSI are imperfect, the best relay is
unavailable due to its service and the relays are untrusted nodes, to make the

results more practical and useful.

e Third, we solved the extension problems of the secure communication in the
untrusted relaying WEH systems with the presence of an external eavesdropper

or with the relay-selection technique.

e Fourth, the previous studies for the SOP of the untrusted relaying WEH sys-
tems did not provide any closed—form solution due to the complexity of the
calculation. In this dissertation, we proposed an approximate analytical solu-
tion which allow us to obtain the closed—form expression for the SOP of these

systems.

e Fifth, we derived the mathematical expressions for all of (secrecy) performance

metrics, such as OP, SOP, ergodic capacity, ASC, etc., for all proposed systems.
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We used Monte Carlo simulations to verify our derivations.

e Finally, for each proposed system, we investigated the impact of various key
system parameters on the (secrecy) performance, and provided useful design

insights on the choice of these parameters under different system configurations.

7.3 Future Research Directions

e Although many aspects of WEH were studied in the literature, there remain
interesting research topics for the WEH technology. In this dissertation, we
only studied PLS for untrusted relaying systems under the assumptions of per-
fect hardware; hence, the effects of the imperfect transceivers on the secure

communication of untrusted relaying systems will be an interesting topic.

e Due to the different propagation delays in practical networks, the multiple repli-
cations of the signal at the receiver are misaligned causing a degradation in the
post—detection SNR. Therefore, studies for our proposed systems under the

effects of timing synchronization errors will be our future research directions.

e Recently, the researchers have proposed some new techniques for wireless com-
munication, such as Non—Orthogonal Multiple Access (NOMA) network that
uses the power domain for multiple access whereas the previous wireless—network
systems relied on the time/frequency/code domain, and Nano—Network Com-
munication (NNC) network that enables communication among small nano—scale
devices. These new techniques allow new applications of the WEH and relaying

techniques, and indicate new research directions for the PLS technique.
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Appendix A

Proofs in Chapter 2

A.1 Proof of Proposition 2.1
The tight lower—bound of the OP can be calculated as
P(y) = Pr{vi, 1 < 7} (A1)

Substituting (2.14) into (A.1), we have

+o0

low _ 1 _ _ 9 v ) i
P =1 / (1 Fwso (b[w]z))f\ha“u (”am)dz’ (4.2
0

2
where z = (thK)H — #)

Before calculating the OP, we need to study the PDF and CDF of the K-th best

order of gamma RVs. Consider L gamma RVs, Xy,..., Xy, with parameters (m, \),

and the K-th best RV is determined as X*) = K-th arg max(X}). According to [95],

1<I<L

134
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the PDF and CDF of X¥) are given by
gy —1)"f(z;m, \) (T (m, %) font
Frao (z5m, A) ZO ( ) L = ) ( (m) ) , (A.3)
R ¢ r m, z t+n
FX(K)I’m)\ :ZZ ( )( n ) <%> . (A4)

A.1.1 Owutage probability for the KBFC scheme

For the KBFC scheme, the PDF and CDF of ||h§K)H2 respectively follow (A.3)
and (A.4) with parameters (Nymy, 2L L), the PDF of Ih$)12 follows (2.1), and the

CDF of |[h{|2 follows

Fy(w;m, \) = —Vﬁm’ )y Dm3) (A.5)

with parameters (Nng, -z ) [52].
Substituting the PDF of ||h§K)||2 and CDF of ||h§K)||2 into (A.2), and using the

multinomial theorem given in [53, Eq. (26.4.9)] as

(T4 ... +x,)" = Z B it b (A.6)
Zpll =u
the OP for the KBFC scheme can be calculated as
Nomg—1L—K Nimi+wy—1

. Li(-1)"
Pripscu (V) = 1= Z 22 2 j!(K—i)!(z—K)!

n=0 Nymj-1 (1) q=0
Zo =K+n—1
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Moy J - Nimi+w
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X || - e Pt / t1 e Pt Mg, (A7)
?!

=0 0

X

The integration in (A.7) can be solved using [53, Eq. (3.471.9)]. Then Pio% ()

can be calculated as in (2.15).
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A.1.2 Qutage probability for the KBSC scheme

For the KBSC scheme, the PDF and CDF of ||h§K) ||? respectively follow (2.1) and
(A.5) with parameters (Nymy, 7’>L—11), and the PDF and CDF of ||h{™(2 respectively
follow (A.3) and (A.4) with parameters (Namo, %) Then, the OP for the KBSC

scheme is obtained with the same steps as in Appendix A.1.1.

A.2 Proof of Proposition 2.2

A.2.1 Ergodic capacity for the KBFC scheme

Calculation for C%’[w]

According to [91] and using the CDF of ||h{"||? for the KBFC scheme, Cy,. 0 CAD

be calculated as
+001 - FthK)HQ(.ZE>

C = d
Vr,[w] 21n2 a[*:ﬁ + T z
0 w
S e (L\[(L—t t+n
T 22 GO N I S I G CO )
t=0 n=0 Nym;—1 Py 7"‘7pN1m1—1
t+n#0 p(l)*t-f—n
=0
Nimi—1 p(.l) w1 +oo
1\" i / xt _ma(ttn)e
X - — — e M dx. A8
-11 (“) <)\1> (R + ) (4.8)
1= O w

Using [53, Eq. (3.383.10)], (A.8) can be rewritten as

-1 L\ (L—t t+n
Copay = —1)"
el 2In2 t=0 n=0 N 122 ( ) (t) ( n ) (p(()l)a s :pg\lh)mll)
1m1
t+n£0 p£1)=t+n
=0
Nimi—1 1 pl(-l) my w1 m1(t-;") mq (t + n) A
% - 2wl T r{ —w, ———= ). 9
H (i!) <a[w}>\1) ‘ 1) ( “ Afw) A1 ) (49)
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Calculation for C, i, fw]

Letting Y = ||h§K)||2||th)||2, the PDF of Y for the KBFC scheme is given by

“+o00

= 1 2 g 2\ )ax
fr(y) = / IthéK)H (m) thgK)H (x)dz. (A.10)

0

Substituting the PDF of |h{"||? and ||h{"’||2 for the KBFC scheme into (A.10),

and with the help of [53, Eq. (3.471.9)], we have

=y 2L(—1)" L—-K
fr(y) = Z Z (K — D)Y(L — K)!T'(Nymy)T(Nymsy) ( n )

n=0 Nimq—1 )
>, p, ' =K4n-1

1=0
mi— (1)
x( K+n-1 ) Nlﬂ1(1>”1 mims
p(()l)’ - 7p§\171)m1—1 0 7! )\1)\2([{ + n)N1m1+w1—1
Nimi+wi+Nogm
y z%_lKNlml—&-wl—szz (2\/2) , (A.11)
mami (K+n)y

where z = SYpw

Then, C, i) CAL be calculated as

“+00

/ logy (1 + buyy) fr ()- (A12)

0

C pu—

Vd, [w]

N | —

Substituting (A.11) into (A.12) and expressing In(1 + z) = Gég (w 3) 96, Eq.

(07.34.03.0456.01)], we have

D DY e
Tl T n(2) N (L — K)Y(K — DIT(Nymq)I'(Nams)

Nimi—1 p('l)
y 1 (L—K)( K+n-—1 ) H (1)
(K + n)N1m1+w1 n p(()1)7 s 7p§\}'3m171 =0 il

—+00

Nymytwi+Nama g 1,2 bl A1 A2
X /Z 2 KN1m1+w1fN2m2(2\/E)G2,2 mlmQ(K+n)Z
J 1, 0

‘1,1
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The integration in (A.13) can be solved using [53, Eq. (7.821.3)]; thus, C,, , can

be expressed as

1 Li(—1)

C =

e 2In(2) go - 12 (K = DL — K)IT(Nymy )T (Nym)
> P§1)=K+n 1
=0

Nimi—1 p»
y 1 (L—K)( K+n-—1 ) H (1)
(K + n)Nmite n p(()l), . ,pg\l,zmrl o\
—Nymy —wi +1, —Nomo+1, 1, 1
1,4 brpiA1 Az 17701 1 ’ 212 ) )
X G4»2 m17[nQ](Il(+n) <A14)

1, 0

Calculation for C;‘:"[Vw]

For the KBFC scheme, C;‘t’v[vw can be determined by evaluating E{In(vy, )} =

]
In(ag) + A and E{ln(ya())} = In(b,) + A+ D, where A = E{ln(|[h{*’|?)} and
D = E{In(||h{"||2)}. Using the PDF of [|h{"’||2 and ||h{*||? for the KBFC scheme,

and with the help of [53, Eq. (4.352.1)], A is given by (2.26) and D is given by

D =) (Nyms) — In (%) . (A.15)
2
From (2.23), C#:V[Vw] can be calculated as
ow 1 n(a In(by,)+A Nomo)—In( 22
C'ln,m = §log2 (1 + em(@w)+A) 4 €< (bpup) A+ ) <*2>>> . (A.16)

Substituting (A.9), (A.14), and (A.16) into (2.22), the analytical expression for

the ergodic capacity of the KBFC scheme can be obtained.

A.2.2 Ergodic capacity for the KBSC scheme

According to the similar steps as in Appendix A.2.1, and using the PDF and CDF

of thK) |? and thK) ||? for the KBSC scheme given in Appendix A.1.2, the analytical
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expressions of C, ., C,, ., and C;‘ZV[VM] for the KBSC scheme can be respectively

expressed as follows:

Nimi—1 7
1 1 my T .oy
C = — E - 2w M T nr( — A17
Tl T 91 9 i il (a[w])\l) € (i+1) ( L ) ) ( )

A M
L-K
1 —1)"L!
Crp = > > i
L = (L = K)U(K = )T (Nyma)D(Nom)
22:2 p§,2):K+TL—1
j=0
szzfl p(-2)
1 L-K K+n-1 L™
% K Nomo+wo (2) (2) H il
( + n) n Po -5 PNoymg—1 =0 J:
—Nimy +1, —Nomy—wo+1, 1, 1
b1 AL A ’ T
<Gl | e B
1, 0
1 n my)—In( Tt
Conter = 1082 (1 1 enterovim-n())
+€<1n(ﬂo[w])+’¢)(N1ml)ln(Tll)+B>) 7 (A.19)

where B = E{In(||h{"?||2)} given by (2.27).

Substituting (A.17), (A.18), and (A.19) into (2.22), the analytical expression for

the ergodic capacity of the KBSC scheme can be obtained.



Appendix B

Proofs in Chapter 3

B.1 Proof of Proposition 3.1

As shown (3.17), when a® < 0 (ie., kip > 7), i,

out,low

(v) = 1; and when a* > 0

(le. K4p < %), out.low(Y) can be evaluated as

+o0

w 1 bv

out,low (’Y) =1- / (1 - FHthHQ (%))fuhl,bHQ (t + é_w) dt, (Bl)
0

w
where t =z — 2.
a

B.1.1 Calculation of P¥}

out,low

In the PRS-1 scheme, the PDF of ||hy,|* and the CDF of |lhyy||* respectively

follow (3.4) and (3.3). Using (A.6), P, . (7) can be calculated as

out,low

140
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Ni—1No—1 K—

w,1 o § :
Pout,low -

=0 j=0 u=0 (,( (0 .y a=

,_.

w
w1 (u+1)b

(—1)"Ke ™3
§ I (N AT )

Np—1
_ (1)
(TG e ) (TG
l u p(()l),...,pg\l,i AN Pl i!

w\ Ni+j+wi—l—g—1 oo w
X ([b_) /tl-‘rq—jekgéwt( ;Lll)tdt' (B2)

aw

0

Using [53, Eq. (3.471.9)], P! Jow(7) can be formulated as given in (3.18).

B.1.2 Calculation of P

ut low

In the PRS2 scheme, the PDF of ||hy,|* and the CDF of |lhyy||* respectively

follow (3.2) and (3.5). Following the same steps in Section B.1.1, we obtain (3.19).

B.2 Proof of Proposition 3.2

Because the calculation of the ergodic capacity involves solving the derivative

of Z(7; e, Bews Ves few) With respect to 7. Using [53, Eq. (8.486.14)] and some

additional manipulations, we can obtain

%Em/; e, 66,107 Ve, ,Ue,w) = WH (77 Qe — 2, Be,wa Ve, ﬂE,w)

- ,ae,wE (’77 O — 17 /86711)7 Ve — 17 #E,w) + ((ae v )/{AF Be w)E (77 e, Be ws Ve, Ne w)

— 2R E (7 e 1, e Ve — 1, ) + TG Bede (0 0, 42, B, Ve i)

P
Far=

- f—' (7) Oé€+3 ﬁewave 17/146,11)) BE:;—AF~ (’Y,Oée+4 /86w7U€7M61U)‘ (BS)

Substituting (B.3) into Y (., Be.w, Ve, flew), Lemma 3.2 can be proved.



Appendix C

Proofs in Chapter 4

C.1 Proof of Proposition 4.1

Let 1, ...,zy be N exponential RVs with a rate parameter A. The PDF, f(x;\),
and CDF, F(z;\), of x,,1 < n < N, are respectively given by (1.2) and (1.3). The

CDFs of Y = max{zy,...,zny} and Z = 25:1 x, are respectively given by

Fy (1A, N) = F(i; )Y =14 (‘ZZ) (—1)"e™™, (C.1)
Fy(z;\,N)=1— ¢ Zl M?f')n. (C.2)

Next, we rewrite (4.12) as

“+o00

SOP =1 — / (1 ~ Py, (W A, N))fX2 (3 \o) da. (C.3)

1

where F, (z; A1, N) and fx, (z; A2) are the CDF of X; and the PDF of X, respec-

tively.

142
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C.1.1 Calculation for SOPRras

Replacing Fx, (x; A\, N) and fx, (z;A2) in (C.3) with F (x; A1) and f (z; \2), re-
spectively, we obtain (4.13).
C.1.2 Calculation for SOPtas
Replacing Fx, (z; A1, N) and fx, (x; \2) in (C.3) with Fy (x; A1, N) and f (x; \2),
respectively, we obtain (4.14).
C.1.3 Calculation for SOPpyRT
Replacing Fx, (z; A1, N) and fyx, (x;A2) in (C.3) with F (x; A1, N) and f (x; \2),

respectively, we obtain (4.15).

Finally, Proposition 4.1 is proved.

C.2 Proof of Proposition 4.2

Calculation for case of perfect CSI (¢ = 1)
£ and 77 ~ 1/%. Therefore, (4.12)

In this case, we have u = 1,=(z; 8) =~ -1,

C.2.1

can be approximated as
SOP = 1—P1"(X1 >Zf3|X2 >f1) %17)(2 (fl;)\g), (C4)

_ (-1 (1+XL

where T3 = 5= 2), and the approximation in (C.4) is obtained due to the
0.

ETE

fact that lim

(ps,pd)—*(00,00)
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Using the series representation of the exponential function given in [53, Eq. (1.211.1)],

we can prove (4.16).

C.2.2 Calculation for case of perfect CSI (0 < ( < 1)

In this case, we have p ~ g := (1 — () (1 — 0) § and = (2;8) = ; — %.

Therefore, = (x; )" can be approximated by

L (1-Qwp
o (1w ()

Then, the asymptotic functions for the SOP are calculated by

SOszl—PI‘(X1>f)—2C<1+—>\(1 b >|X2>£L'2>

1(X2—%2)

[e.9]

—1- / (1= Fx (2 (1 Z228) 00 N)) f (@3 2) de. (C6)

€2

Let us define t = x — Zy, (C.6) can be rewritten as
SOP> = / 1 - FXl z (1 + Q=Qub ) A, )) Fr, (E+ T Ao)dt. (C.7)
0

Calculation for SOPR g

Replacing Fx, (x; A\, N) and fx, (z;Ay) in (C.7) with F (x; A1) and f (z; \2), re-

spectively, we have

o0

SOP™ = 1 — hge~ st 22 / e~ Gt gy (C.8)
0

With the help of [53, Eq. (3.471.9)], (C.8) can be expressed as (4.17).
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Calculation for SOPT, ¢

Replacing Fx, (z; A1, N) and fx, (z;A2) in (C.7) with Fy (z; A1, N) and f (x; \2),
respectively, and using the same step in the calculation for SOPR,g, we obtain (4.18).
Calculation for SOP gt

Replacing F, (z; A1, N) and fx, (z;A9) in (C.7) with Fyz (z; A1, N) and f (x; \2),
respectively, and using the same step in the calculation for SOPR, g, we obtain (4.19).

Finally, Proposition 4.2 is proved.

C.3 Proof of Proposition 4.3

C.3.1 Calculation for the RAS scheme

Using the PDFs of X; and X5 for the RAS scheme given by f (z; A1) and f (x; \2),

respectively, and [53, Eq.(4.352.1)], J; and J, for the RAS scheme are calculated as

RAS — (1) = In(\y), (C.9)
RAS — W (1) —In (\y) (C.10)

Moreover, using the PDFs of X, and [53, Eq.(4.337.1)], J5 for the RAS scheme is

calculated as

._73RAS = 1In (k) — e%Ei (_M) ) (C.11)

0

Substituting (C.9), (C.10) and (C.11) into (4.22) yields (4.23).
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C.3.2 Calculation for the TAS scheme

According to [94], the PDF of Y defined in Appendix A is given by
fy (@A, N) = Nf (;0) F(a; A (C.12)

Using the PDF of X for the TAS scheme given by fy (z; A1, V) and [53, Eq.(4.352.1)],

J; for the TAS scheme is calculated as

(-1)"
TAS _
. NZ < > 7 () —In((n+1)\)). (C.13)
Using the fact that N Z (M1 En}r)l) = 1, we can rewrite (C.13) as
n=0
TAS — - N Z = In((n+1)\). (C.14)
n+1

Because [J» and J3 for the TAS scheme are the same as for the RAS scheme, (4.24)

is obtained by substituting (C.10), (C.11), and (C.14) into (4.22).

C.3.3 Calculation for the MRT scheme

The PDF of Z is given by
/\N:L.Nfl

['(N)

fz(z; A\ N) = e . (C.15)

Using the PDF of X, for the MRT scheme given by fz (z; A1, N) and [53, Eq.(4.352.1)],

J; for the MRT scheme is calculated as
MET — 4 (N) —1In(\y). (C.16)

Because J5 and J3 for the MRT scheme are the same as for the RAS scheme,

(4.25) is obtained by substituting (C.10), (C.11), and (C.16) into (4.22).
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C.4 Proof of Proposition 4.4

From (4.7), the PDF of ~, is calculated as

o0

E,(v)=Pr(y<v)= / Fx, <W Ap, ) Fy, (23 0) da. (C.17)
0

C.4.1 Calculation for the RAS scheme

Replacing Fyx, (z; A\, N) and fx, (z;A2) in (C.17) with F (x; ) and f(x; \2),

respectively, (C.17) can be expressed as

A1y RSt
— — ¢(1-0)ps
E,(7)=1 (Aggw + 1) e . (C.18)

Substituting (C.17) into (4.26), we have the following:

oo

A1
)\sz

A vm
(14+~) e =00 dry. (C.19)

0

-1 -1
In the case of A\; # \o(w, ( + 1) (1+ 7)_1 can be expressed as (1 S ) X

A2Cw A2lw

—1
((7 +1)7! (v + W’) ) Then, using [53, Eq.(3.383.10)], we obtain (4.27). In

the case of \} = A\yCw, we obtain (4.28) with the help of [53, Eq. (3.353.2)].

C.4.2 Calculation for the TAS scheme

The result for the TAS scheme can be obtained by replacing Fy, (x; A1, N) and
fx, (x;A) in (C.17) with Fy (z; A1, N) and f (z; A2), respectively, and using the same

step as in Appendix C.4.1.
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C.4.3 Calculation for the MRT scheme
Replacing Fx, (z; A1, N) and fx, (z; A2) in (C.17) with Fyz (z; A1, N) and f (x; \2),
respectively, and using [53, Eq.(8.350.2)], (C.17) can be expressed as

N11 Ay
1
F, (7) =1— e ks E E( )

n=0

EO e e

Aty k+1
1
T + )\2)

Substituting (C.20) into (4.26), we have the following:
N-1 n n n—k
= /\2 1 )\1 n 1%
Cr = —( — _—
w2 ale) 2 0 ()

xI'(k+1) /’y”I () ST d, (C.21)
0

—k—1
where Z (7) = (14+7) " (2—;7 + )\2) .
In the case of A\; # A\2(w, Z () can be decomposed using partial fraction decom-

position as follows.

Ay N k+1 A
= —
(1+7) =1 (2—;7 + )\2>

Substituting (C.22) into (C.21) and using [53, Eq.(3.383.10) and Eq.(9.211.4)], we

(C.22)

obtain (4.31).
o\ s _
In the case of A\ = Mlw, Z(y) = (TT) (v+1) . Then, with the help

of [563, Eq. (9.211.4)], we obtain (4.32).



Appendix D

Proofs in Chapter 5

D.1 Proof of Proposition 5.1

We first study the CDF and PDF of v.. The CDF of 4, can be computed as

. (y) = Pr( Pt y) = 70va1 (w) fva (y2) dyo. (D.1)

paYs +1 s
Using the PDF and CDF of the exponential distribution, (D.1) is expressed as

1 YAy
= 1 == Ps D2
Ye (y) /8Y (y —I— /8;1)6 ( )

Then, the PDF of 7, can be formulated as

A\v: 1 _¥v
Ye = 2 — + 3 Ps ., D3
.. (9) (pd(y+ﬁy) Mwﬁyl))e (D.3)

149
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Next, we rewrite (5.12) as

By+B—1 (1+IL>

(1-0)ps 2
sec2—/fX2 1’2 / f’ye (y) / le (xl)dxldedy
=2(@2) = rren)
—+00
Ax, (B-1)
/ o (o) Ty [ f )y
Za(z2)
Ps;cr,Q,l
B( )— K
/fX2 ) / £ (y)e—Axlg(f’fel)pTl <1+5>dydx2. (D.4)
Ho(x2)
Ps;:2,2

Substituting the PDF of v, into Piec 22, while letting u = y —Z5(x2) and using [53,

Eq. (3.352.4) and Eq. (3.353.3)], Picc22 can be calculated as

Ax (B=1) Ay, Ea(=)

1 ey
Psec,2,2:/fX2 (sz)me (1-0)psE1 (x) ps dl’g

/sz T3) MG bA Xl) <1+§> e;ﬂ/yﬂsﬂl W (1) (145)

x Ei <—% ()\yl n (fA_X;) (1 + g))) drs. (D.5)

We use the relation £ ENO] ) = (1+ %) (= (x) + B — 1) to simplify the first element

of (D.5). After some manipulation, we can show that the first element of (D.5) is

equal t0 Piec21. Finally, Pec2 can be formulated as shown in (5.13).

D.2 Proof of Proposition 5.2

In the high-power scenario, i.e., (Ps, Py) — (00, 00), we have the following approx-

imations: ¥y & o, Ta ~ To, 51 () ~ 7 and * Pl)ifn“ ):Y:o — 0.
s,47°d 0,00
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D.2.1 High-power approximation for Piec 1

Piec,1 can be approximated as

—1
Psec,l,HP ~ Pr (Xg < fo) + Pr <X1 < B— (1 + i) |X2 > .2?0)

(1 - (9) Ps X2
“+oo
Ay, Ax, (B—1) K —A
~ 1 — e X0 1, /= 21+ —) |\ X221y, D.
‘ +/7(’ Q-0 \|Tx;) ) e e (D6)

Zo
By substituting the asymptotic expansion of the incomplete gamma function [53,

Eq. (8.354.2)] and neglecting the higher—order terms, (D.6) can approximated as

+oo
Psec,l,HP ~1— e_/\ijO + /

Zo

)\Xl (ﬁ — 1)

K
1+ — NP2y, D.
(1 — 9) D5 ( + ))\XQG dxg ( 7)

X5

With the help of [53, Eq. (3.351.5)], (D.7) can be calculated as

)\Xl (6 - 1) “Ax. T )\Xl)\XQ (ﬁ - 1) K . _
P. ~1 -1 X2%0 Ei(— . (D.
sec,1,HP + ( (1 — 9) 05 € (1 — 9) Ds Z( )‘szﬂ) ( 8)

D.2.2 High—power approximation for P2

Using (D.4), Piec2 can be approximated as

—+o00 “+0o0 [(?jg;sl <1+£>
Pieconp ~ /fX2 (1’2)/fve (v) / Ix, (x1)dxidrady
Zo 0

o (1435)

—+o00 “+o00
_ _B=1 K _Ax By K
~ [ty nm ) [ ) (1—e o= <”w>)dydx2. (D)
Zo 0

Substituting (D.3) into (D.9) and applying [53, Eq. (3.352.4), Eq. (3.353.3) and
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Eq. (8.214.1)], (D.9) can be approximated as

“+o0

Pieconp = —_ﬁ)\Xl Ax eng;ﬂl*b)”s (ﬁ;i’(l M (571)) / 1+ ~
e (1—0) psSBy py T2
Zo
_ A BA BAx, Kk
Ax, T2 Yy X1 X3
X e X2 n | — - - dzs. D.10
o pS/BY (1 - 0) psﬁY/ \(1 - 0) psBYxQI 2 ( )
n I

Because function inside the integral in (D.10) reaches very high values at low x5
values, the approximation of Py mp is studied at low xo values. Using L’Hospital’s
Rule, it is easy to show that I5 is dominant over I; as xo — To. Then, applying [53, Eq.

(4.337.1) and Eq. (3.351.5)] to (D.10) yields

In (psi’()> 6_)\X2EO — FEi <—>\X2f0)

—rln(ps) B (—Ax,Z0)
Ax,

Psec,2,HP ~

+oo

1
—l—m/—e_AX?“ In (z9) dzs. (D.11)
T2

Zo

With the help of Mathematica, (D.11) can rewritten as

e %00 (p,2g) — Bi (—Ax,%0)

AXx,

Piecomp & — kln (psZo) Fi (—Ax,To)
+ kGy3 (Ax,Tolo0,) - (D.12)

Using (D.8) and (D.12), we can prove Proposition 5.2.
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D.3 Proof of Proposition 5.3

Using Jensen’s inequality for the convex function f(z) = log,(1 + ¢*), C;*® can be

approximated as

CS® = E {log, (1 +e™07)} ~ log, (1 + m0a))

~ logy (1 + (=00 HEINC)HHE(R(X)) (X)) (D.13)
With the help of [53, Eq.(4.352.1)], E{In (X;)} and E {In (X5)} is calculated as

E{ln(Xy)} =9 (1) —In(Ax,) (D.14)

E{ln(X2)} =v¢ (1) —In(Ax,). (D.15)
With the help of [53, Eq. (4.337.1)], E{In (X, + )} is calculated as
E{ln(X; + k)} = In (k) — 2" Ei (—Ax,k) . (D.16)

Substituting (D.14), (D.15), and (D.16) into (D.13) yields the desired result.



Appendix E

Proofs in Chapter 6

E.1 Proof of Proposition 6.1

The secrecy outage probability in (15) can be rewritten as
Postiow =1 —Pr(aX=(Y;%n) > % — 1) (E.1)

Because Z(Y;v) = 0 if and only if 41 <Y < oo, we can rewrite (E.1) as

r Yth — 1
Potiow =1 — 1—-F _— dy. E.2
ol / ( X (a:(y;%h)» fr () dy (E2)
Y1
E.1.1 Calculation for P(ffl]aﬁ)%

Substituting Fx(z) and fy (y) for the KBFC scheme in to (E.2), and using [53, Eq.

(8.356.3)], PEBYC can be expressed as

out,low
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K-1 L—k n m
out,low k n T (N2m2> )\éVzmz

x 7 Nm—l( L (N my (i — 1) ))M % dy.  (E.3)
T /AT o\ my, v~ e 2 . .
4 ' (Nymy) v AaZ (Y; Yin) y

Expressing I'(«, ) as [53, Eq. (8.352.7)] and using the multinomial theorem [97,

Eq. (26.4.9)] given by

(x1+ ... +2,)" = Z u> it ab (E.4)

p
ol =u
PKBFC

utlow Canl be expressed as in (16).

E.1.2 Calculation for PXBSC

out,low

Using Fx(z) and fy(y) for the KBSC scheme, the expression for PEBSC can be

out,low

PKBFC

achieved using similar calculation steps for P .

E.2 Proof of Proposition 6.2

Because the exact analysis for (19) appears to be difficult, the high-power SOP
is approached using the asymptotic formulas of Fy (z;m,\) and Fyx) (x;m, \) as
x — 07. Using the series representation of the incomplete gamma function [53, Eq.
(8.354.1)] and the fact that lim I' (o, z) = I'(«), we yield the following asymptotic

z—0t

formulas:

lim Fy (z;m,\) = ! <§>m (E.5)

0+ m!\\

L 1 yoym\ K
Jm Fyoo (@im, A) = (K—l) (m(x) ) (E6)
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E.2.1 Calculation for P(ffl]z%%L

Because lim yg = lim xy =0, J; in (19) can be approximated using the
b—o0 (a,b)—(00,00)
asymptotic formula of Fy (y) for the KBFC scheme as follows.

T~ 1 mayo 2" (E.7)
L= (szg)' )\2 ' ’

Using fy(y) and the asymptotic formula of Fx(x) for the KBFC scheme, J5 in

(19) can be approximated by

7~ ( L ) (payg) N (B Nlml(fm” <N1m1(L ~ K+ 1))
2 K —1 F (NQ??’LQ) F(Nlml + 1)L7K+1 =0 n
moC "
X (/\—) (1 (n < Nama) Jon+ 1(n = Noma) Jon), (E.8)
2
where o, = [ zf&m_"—le_zldzl and z; = m/\—zy It can be seen that in the case
m2y0/)\2
of n < Nomao, we have
her j2,a =T (N2m2 — n) > (Eg)

yo—0
and in the case of n > Noms, Jo, can be solved with help from [53, Eq. (3.351.4)] as

follows.

(_1)n—N2m2+1 ) m2y0 _ m2yg
a :—E — A
% (n — Namy)! ' A2 e

y "Ni’ﬁjl (—1)" (n— Namg —u — 1)1 [ Ay \" V™
(n — Noms)! mMaYo '

u=0

(E.10)

Using (E.7), (E.9) and (E.10), PiPHE can be expressed as in (6.19).

E.2.2 Calculation for nglﬁ%%L

Using the asymptotic formula of Fy(z) and Fx(z) for the KBSC scheme, and

follows the same steps of E.2.1, P(ffl]a%%L can be expressed as in (6.20).
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E.3 Proof of Proposition 6.3

We can calculate Cepgr as

+o00

1 1-F, ()

rg,r - d, E.11

Ce%y 1D(2)/ 1_'_,)/ 2 ( )
0

where F), () is the CDF of ~,. From (6), F), () can be calculated as

E, (v)=Pr < SRS v) = +/00Fx (%) fy (y) dy (E.12)

bY +1

Because Cerg,q does not admit closed form expressions, Cegq can be evaluated by
its lower bound obtaining by using Jensen’s inequality for a convex function f(z) =

In(1 4+ e™@) as follows.
Cergaow = logy (1 + *M00}) (E.13)
From (9), (E.13) can be rewritten as
Cergdow = 10gy (1 + M@ HTFHT1=T5) (E.14)

where 75 = E{ln(X)},Jy = E{ln(Y)} and J5 = In(¢) + E {In (X + 1) }.

E.3.1 calculation for FJ*BFC (v)
Substituting Fy () and fy (y) for the KBFC scheme into (E.12), we have

+oo
by +1 A A
F, (v)= / Frx (%; Nimy, #) fa (y; Nome, #) dy. (E.15)
1 2

Using (1), (12), (E.4) and [53, Eq. (3.351.3)], (E.15) can be rewritten as

s w1 _my(k+n)y
F’Yr(V) - Z Z ZII (k7n7p(1)7u> ( ,Y)NngJrue a1 . (E16)

k=0 =0 || p(1)|| =k u=0 v+ s
1
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E.3.2 Calculation for CXBFC

erg,r

Substituting (E.16) into (E.11), C¥B¥C can be calculated as

erg,r

K—-1 L—k . k o +o00 .
CRPYC = — > Zl o / ¥ T (e S dy, (BAT)
k=0, 10 lpO|[ —hin v= 0

where % (’7) = (]_ + 7)_1(7 + Mg)—szz—u.

Nomo—+u A]'

j=1 (v+us)’’

Using the partial fraction expansion for J5(7), we have J5 () = (ﬁfn +

then, applying [53, Eq. (3.383.10) and Eq. (9.211.4)] on (E.17), CXBYC can be ex-

erg,r

pressed as in (6.25).

E.3.3 Calculation for ng’gc

Using fx(z) for the KBFC scheme, (E.4) and [53, Eq. (4.352.1)], J3 can be
calculated as in (6.26).
Similarly, J, for the KBFC scheme can be calculated as J,, given as (6.27).

Using fy(y) for the KBFC scheme, J5 can be calculated as

+o00
1
j57a = ]n(@) + —> / In (ﬁ@ + 1) ZéVQmQ_le_ZQdZQ- (E.18)

r (Ngmg Cmeo
where zy = moy/Ay. With the help of [53, Eq. (4.337.5)], (E.18) can be rewritten as
n (6.28).

Finally, C5P5¢ can be bounded below as

CKBFC — log2 (1 + eln(a)+j3,a+J4,a_]5,a) ’ (Elg)

erg,d,low

To this end, substituting (6.25) and (E.19) into (24), we can obtain the desired

result.
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