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GroupWorkspace Z1E

R

EQ] uploadFile() g4 oY d=ze
miol ot Al SOl webeE Bel o o
M5 /\HHEJ 7]9} mtelo] WEMHE key-value &Aoo 2 XA}

o]} f-&0], BSWork?] AOIE FHEZHE=
Connection ZIE=ES} §¢] &oIAle] 7]oj= H7}& x|Yshe EvaluateContributi

Gateway AH{Q} &
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on ZNEHET} motE|t, o|of thgh A2 o|¢ 4.3%x} 4.580A ApA5] THEH
BSWorke] AEZHEES = MemberStore, GroupStore, WSFactory, APIConnectio
n, EvaluateContribution Z1EHE = 7F7F shURA S= X901 Y EQ F0f 0]2] vjixE]
o] AF&EH, UserGroup, GroupWorkspace= & A3/d Aot A0 =2 A/dE of
VRS

4.2 JSFlow g}o|H z2|Z]

2 oA+ BSWorko]lA] JSFlow HAlS 7|9t 2 AND-OR E&|& Aj/dstil o]
S 50 A9 Aol 215 Agste ISFlow eloluejelel ol tisto] Awect

JferEl alolBa]= Solidity 2tojBa]2 L3E]o] JSFlow HAS £33t AAAQ
A a7y 2382 A|Yeit). Solidity 2fojB i) = HE o HEHSE A Ao
o oo AEMENA WEAQ] MARE-S A|¥ste Solidity?] 7]solth 19 12+
BSWorko[ 4] JSFlow 2fo]B2{2] &8 ~Lxof tfjsto] LERHTE

JSFlow
{ |
Process : Process A , & D
Sequence : (A,B),[(C,D),E),{F.G,H} I
} ISFlow_A
Treefdd

Node Pool

index | Type | Action | Parent | Childs | State
0 SEQ. x(root) | 149 False generateTree()
1 SEQ. 0 23 False
2 LEAF 1 X True | enactmentFlow(
3 LEAF B 1 b False
4 OR 0 58 False -
> SEQ 2 6 False JSFlow Library
6 LEAF C 5 b False
SXpz HH
| Current | A (=—+B) I‘_ — —
\ Iy SHA 29

BSWork2| HIAHO[A HEME
3 13 BSWorkol|419] JSFlow 2tolHz{g] &8 L&
JSFlow ztolBe2jgjof= AND-OR Ez|e} E2|o] -t HHE XFst7] 2
o] Bfd 50l BAIE FEAQ! TreeMap, Nodeo] tjjsto] 7ge]=fo] Qltt.

E JEo= sl =9 MRIH S (Index), =& F5F/(Type), 3852 JE(Action),

lmj_

o oo
Lr&
P

—

Yoo MQIWS(Parent) APJRE AMQIWE AE(Chids) AW oy
(State) 5ol Z3tect. Eg, 219 Fuot £2)9] =ESg AsE] Y3t v

&E]o] Node Poold} #&| 2887t=st weSo] A7 AAMEC)
kay lE_E‘QJ }\—]lq?_]_ﬂdi% Node Pooloj|A] %Ké et sl ll:_E‘S)J' dTE Hgyc
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9 ApA=co] PB £alE 9fstel ASUT. EF, S0 2BEA FU Y
So} 2a7ks mE9 o 23Eolof sk FA] ofste] VIS L, SALY oy
g weo] Exo] 238 &eE HAQ True, $38 MY 7L Falseg J1LEEo0] 7|2
). JSFlow loluee|s Agsls AEAEL Eajo] Pug A7 fstel 2
oj82{2]9] TreeMap B9 HAE 7osto] 7HA|AL Qlon, e ¥4
29} JSFlow A 2oluzieo] Astel YAB2LS AYS] Ut 715 A
getoh e 2folBe]= EMERLH JSFlow FAI TreeMap?] HHALE
Agdil, o]F o]&stof AND-OR ES gt Eot, BHdd EZE 7[vre=
AR peYts SAOl it A2 x£9] R A 290 2 H WAE S AY =
2 Aoz AL o2 ojst JSFlow oluaio] xR it B 37} 2T}
# 3 JSFlow 2tojB2{2]9] £Q 4
g2 olg U8
generateTree AND-OR Ez] 234
jsflowParser JSFlow JSONZEH glolf &2 @ 13|
initTree Eg] AL gt x7|35}
addChildNode EX LEo) A rE B2
setCurrentNode R S8t L& Ay ¥A
enactmentFlow EAF 4580 e A 5 & X8
restartFlow A 55 2718 © AAAr

BSWorke] §Jasmols ZEAEL JSFlow HAIS 7|¥oz E2ls A ¢
sto] 2tolB2]2]9] generateTree() &S S &3t generateTree() &+ JSFlow

YA ofeto]el 2 gho} initTree() g2 553510 E2]l2 Xx7|8}6t1, jsflowParse

r() &5E &3sto] JSFlow YN ZRE AdsFo| BRs JEHE 47 & +94°PE+
gt x99 A8} addChildNode() $4S o] 83510 E

E 2o &5 FIlsta, E
2] Aol YR F root LEOARE TAste] @A) $3A7ts o] that HRE
Skl enactmentFlow() st BSWorko|A JR| 4388 7hsst w==9] =Xho]
PG A AT =9 SA0] 2YHULS 7|55}, Y o] Bowc

S xaslo] $eLco] ER0] U O Als o8 Bl o AU
restartFlow() stat X8 By & A7 S sHAY S50 L% Y=
J)stsln thA] Alabsts] 9jstel s E®ITh JSFlow 2ho]ueia)=
A= 33 133 ek,

Ao Rt 529
—a =

Pﬂ'

t 9

ALESE7] 3 A

KU

—
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library JSFlowlLib {

enum NodeType{ SEQ, AND, OR, LEAF }

import “./JSFlowLib.sol”; struct Node {
uint index;
Contract JSFlowExampile { bool state;
using JSFlowlib for iSFlowlib TreeMap; string action;
NodeType type;
uint[] childs;

JSFlowlLib.TreeMap exampleTree; .
uint parent;

. . . truct TreeM
function set)SFlow(string _jsFlow) ... { s I:IL:;:de[;—e:od:';(iol;
uint[] currentNodes;
exampleTree.generateTree( _jsFlow }; // E2| ¥#d }

. A 8EE

}
function doAction_1{) ... { }

exampleTree.enactmentFlow(/*Example Action 1%/); // &8 58 oF

}

function restartFlow( ) ... {

exam;aleTree restartFiow({ ); /7 =& 58 M E

1

}

I3 14 JSFlow 2tolEa|a] AFZ ofA]

4.3 Gateway AlHj
4.3.1 BSWork?] Gateway Z1IEHE

BSWork: 2249l YEYIS ox BEAQ ARajxle] dus A5 9
o 3. 37“01]/4 A™sE Function Gateway% Z|dto 2 7=l APIConnection ‘jE
o]

R‘* oh_x} Sk REST APT A8{9] APIOﬂ fﬂﬂ L=R=s E%@Ur- 0131 er Ol E=
o5 TAAIZ]7] flet ArS FolA WAL, Gateway AH= TAH OHIE
Alsto] s APIS Q73ttt. ® 4= APIConnection 71E=R

e Qick

B 4 APIConnection ZAEZRE J1x

rO

contract APIConnection {
event E_createGroup( address group, address workspace, address owner );

function createGroup(address _gAddr, address _wsAddr) { //0|
emit E_createGroup( _gAddr, _wsAddr, tx.origin ); // O[HIE &
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/il APIConnection Z1EZHEOS] o[flE g = FAL ofZ2|Alo]doly o
2 AEHERYEH $EE0o UHE oHEZS =HAIA|ZICH APIConnection Z1EZHE
of Aolgl oMo 1golt 1% AU Axsl WHTE Ae)s] AT oldE
o ¥ dlolel M Y2e U tesc 5o WY dolg o] ozt age 93t

oJHE So| :sr=th B 5= BSWork® APIConnection Z1EZREo] A oj=] oJHIE

o thstol LheRdiCt
# 5 APIConnection Z1EZHEQ] o|H E

=5 oJYIEY u}2}o| gl A9

O= 7EHE Za o
N2 12 A
E_createGroup oS AHolA FEME ma 1EA Ra 2% 1§ 84
0% AEME ma N ABA Za,
Group E_changeGroupOwner o f ° T A |
1€ IR A
E_deleteGroup 8 AEHRE R4 OEA R4 2 AbA|
E_addMember OF AEHE 24, 9y 4, I8 £4|02F WY 55
Member
E_deleteMember |12 ZAEH™E A Wy A QAR FA |2 Wiy A
OF HEHWE Z4 J2E QA 4
E_uploadFile AIANo|A AEHE RA4A T 7], o d2eE QX
e sfAIgE, Y Alo] =
I8 AEHE 24 U2 CE QXA 24 i
File E_downloadFile o G o b= ool tteRc 9F
HIAmolA HEME 4, mpg] 7]
JF AEHE Z4,
E_deleteFile IAMo|A HEHE ZA4 | ot A QX
md 7], ARl QAL A, QA A

Email E_sendEmail ojfd 4, ojtd HlojE], WY B 0 3

BSWorke] HAEHEEL 22 20| JE AU 2 I8 1Yo E=2g]
v 59 1§ ¥ 15 989 HEY %75‘% Al o] 5 REST API AHo|A F7]st
& 4 Q== APIConnection ZIEHEOQ| Aoj=l o|HIEES WAAIA HIHE HEES
S

4.3.2 Gateway A9 &

BSWork9] Gateway Al#]= Node.js£[20] 7|¥to 2 1% 9l o, APIConnectio
n AEMEO|AN WAYSH oM ES 2Alsto] s o[MEQL T REST APl Ao
APl Q@Astth o]5 ¢Jsto], APIConnection Z1EHEOQ] Ft = Solidity oS ¢
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st Anrda] zlolB 2|9l SolcE([21] £5t9] APIConnection 71E=ZHEOS] ABIS Ad
Astch, g3 AjA=El HEZRE ABIQ} nl2] vjx=l APIConnection AEZEQ] =4
2]y AHHIAIHE 7 J4 Web3 2}o]H2]2]9l Web3.js2 E£slo] 7AEZE Ol AE
A5 AU Y Gateway MHY £Q IE=+= ® 61 £
6 Gateway AH £Q I &
function genContract(_path) { J/ZAERE ABl M
let input = fs.readFileSync(_path, 'utf8");
abi = output.contracts[contractName].APIConnection.abi;
return abi;
}
Gateway = new web3.eth.Contract( J/TAEBE |nstance 44
genContract(GatewayPath), gatewayAddress
);
Gateway.events.allEvents({}, function (error, result) { //O|HIE =41 7]

switch (result.event) {
case 'O|HIE "
Request.post({ //API 28
headers: { 'Content-type": 'application/json' },
url: '[API Server IP]:[Port]/[API E}21/[API E],
body: result.returnValues, json:true
}, function (err, res, body) {

)
break;

Gateway AJH]= APIConnection Z1EZMEo|A] dlAig]= g E o|Hl

EES pAlst
SAIGE oJHIEQ] o] &3 Foll ER/oto] wHE APIE Q4. 3t Al oHIE
of e FJH+= APl @74 A] JSON PEI= Q7% bodyol ZFE o] REST API A4
2 JAg=Eoh

_28_



4.4 o1 Z=XQ AEZX] AZZ 3t REST API AH

SARN 2EYAZ &

o} DBE Holg w2lo] o
R

2 clolElulol Ael FAE R} DBS(22] AFgFCt. FHat }

e ol7] gdste] thao] o] dlolelg B4l B MRSk, olg a5 oo]

Elo] Uehde BANT 2 Aot em ZEAI AEelx|el spitset Dot

A5 AUsh] 93 REST API Au|o] glo] cfstel Mudich 3, 2@g
_‘,Ié o=

F3= REST APl Al8{+= Node.js& st ngd 391 Express.js=[23] 7]|8tC
2 RESTful YAH[AZ Kﬂ%é}j Gateway Al¥| I F4t ojZ2jAo]d o2 HE &
wyre ahgAte] @Alu AwE FAbe S9Ech Eel, sHeel DBe] AEAleS
2]sto] Node.js 7]8F 7}AF=2IDB 2to]lH2{2]9l Cassandra-driver={24] Ap&-stct.
& 72 REST APl AMol A Al gsts UAu| 0] chstel Lehdct.

B 7 REST API AMu|9] AAH|A

=5 API 27 body ok N
/NewGroup |28 AR N2 15 284
/Group = -
/ChangeOwner |Aj 2574 AH 22X HA
/DeleteGroup |1&§ JE 2 A
/AddMember |9 J& 2 vy &2
/Member
/DeleteMember |HW¥ 74 12 dly AR
. o gzeg A | _
/ReqUpload |¥=2E mal Ay cm?];g; oY d2c QA
_ 1y e=cg o |
/ReqDownload |2 E mfd 4 Oﬂljli ea = o oz2E 9F
) ) o R=0=4 Jj_].o1‘ }\-1131 3
/File /UploadFile ;1\1]’\ E; ° o d=e
0= T
A, NS BEF,
/DownloadFile ijoc: ;E] ez oty 0o opezc
= O
Mg, BNA EF,
i m}el AF
/DeleteFile atol " o}l ARA]|
/Email /SendEmail |o]H|d FHH WY wha

22 YEYTO| AllE HEAES E3) N2 1go| PYHAL 57

|
U
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Workspace .
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T Hu
/
FHabE s}
REST AP! At JHass
23 15 REST APL A¥ojAjo] mjed A2 B 245 75

REST APl Mei= md A2 QA2 SAlstH 7hit=e) DBo| Agd 18 9 2
+ UH YRS 5ol s QR tigh dgts =elsit olg, ANA EFS A
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SRt wtetettt. 3, Sl MAA EFS FHEEDBOIA A4 AIRE & ArA[st
= d5s 25T
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B A EZo thet APPFRES A HH A2 4P 9 dAA B
Web3.js®] recover() g5 o] ABAS] 45 RISt oS 7HMIE2DBO
A ANA BEF FE; Blusit. EoF, =eld AYA Faet g od A

H 5% o83 AFE WA ERS AR oS 71EY WA B2 vl s}
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}
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ABSTRACT

BSWork: A Blockchain-based Collaborative
Service Supporting Workflow

Collaboration services provide functions such as creation and management of
a collaboration group, data sharing between members, and project management
to support smooth collaboration activities among collaboration participants.
Currently, these collaboration services are used in various fields of work
environment. In a collaborative environment in which many participants work in
association with each other, work procedures are important and the participants
must be able to trust these procedures and the results. So, it is desirable to
support collaborative participants to draw results according to a designated
work procedure, such as the sequence of individual tasks or the targets of

performing tasks, and to provide a method for ensuring reliability.

In this thesis, we describe the development of BSWork, a blockchain-based
collaboration service that supports reliably performing tasks through predefined
work procedures. BSWork stores the specification of the workflow for the
execution procedure of a collaborative work in the associated blockchain
network and controls the process of the work through the specification. To this
end, we present a simple method to specify workflows to collaboration groups
of the blockchain and a technique to support the interaction with the outside of
the blockchain network in BSWork. We also present an off-blockchain storage
interworking technique to store and manage large amounts of data, such as
resulting artifacts or collaborative resources derived through work procedures,

while ensuring reliability.

Key words : Workflow, Collaborative Service, Blockchain, Ethereum,

Decentralized Application
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