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AR 7] 5 (BMR) 2 h2ke] 47 B, dzdx, A 4R 55 32 o= HolHe <«
Tolth. gabol Wi @2 ARE Hal glo] vdetA 282 4 o oy R o
29 S FANA F A= AAEE A v 53] A 2 2dEs olF VAT
(Machine learning)o] ¢jE¥-ofdl= =] wpe} AA]Fr| S &8 T} Fopx|al )
O a2y Ao RIS gate] RIE ARIARE ot 2ot o] 4, 28 3
a7F htEth. olH @ 542 dAe TS A5 olHA s &8s "ol
ok old A AR A sjAFe] d 5 o, AYELL dA dolHE 2
A ook FAMRE 7 HlolHE AAdes RES wWIth o] AR AgE T
olHE &8t AR #F AlkS v 2
AR = thaksl {7 AT HZoE Yd(Deep learning)S g3 QAR o)
7P FEREAL vk, g YRS ol x| FLope A @ HAE oFal Abghe] wo
it IS ddat7] o asid=e] om A= A4 5 %’)\E}. Hed Adnd
< o5 delgelx AHEHda ddHeR Fond HolHE AL & A Hed
*3”“3101 T2 Ao Hol7le AR AR dstA sjds) A= g 2E
Aol A %131‘6‘ o] theh Al @ o] oo Rl Y ghe HlgoR
SgdolHE #5784 el Weldt. o= WY AHELE AREShs Al oA
5] zZefolu Aol thek o] lom AR BT 54 8 ARgshe Ak REld
e Be7t deds oudit,

2 Ao es WA F2 &4 (Membership inference attack) S ZHF-E <Hdgh e A}
JERES JEets As HRER v o] HEE F8 Held AR T sk AA
R MGG S ARSI GANO] 3 FQl WGAN-GPE 7] Ed=AM ARSIl X
2ol Bl A] Ei% e A E\j/}ollﬂ/\](Differen‘mal Privacy) & H&5dch. 2t ZetolH
Moz faRld s 3l ZdolHAIE Hosty Fee kel #ed
ALg3s] &8 ’\J(Ut111ty)ﬂr s glo]l Al (Privacy) E3E 5 Alol9] Trade-
of fHAIE AT, o] AFolA= A Zefe ]‘ﬂ"] %Oﬂ/ﬂ‘: A At ZetolHAlE A
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Atk el wet & FVPAE E5 frejvdh Waks Bolow 5 iAol 9] Trade-off ¥
AE Ads] zdste]l HAe] BHlE A Zlo] rheds Bl o 49 Ay A
Hee vhetd Rl fi FACRNE S dolHE Had ¢ flas ovEn. o o
7o A T AL FTIR] AR BAR QLS Ve Ake o= fAT &
A& Ao oidn
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ofo] 5=
EMR K A}o] 7] = (Electronic Medical Records)

GAN A& ABA A7 (Generative Adversarial Network)
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Ht o]y EA o] W oA Fas|He wet diolHE AAstr] g dlo]g o]~
o} dloJH & &A%t 918 HA7EEe] g5 =2 Bt 9l 7197 7HEe U
ol & Agsta &&317] Ao o= sl 7|Ed = 37} P FA 5] 7HsElA
o AIZE 7P t A QD Foketal & 4 Qe 15 53] Yeld(Deep learning) o] BlH|o]
Elo] Fgls Wol] Wttt} dejde &5 oA, oS5 A, oluA A, AdAoAAY, 43}
S5 T OhgE Holmﬂ A& 7hsstm dHolgdA 228 FES St o5 fHoke |
31"’0] AEH7] £ FoF 5 shuoltt. A= solved wHhe) o8 AP g A o]of
A olE a&3) a7 9g Ale] Ejjo] WHEA] AQshr|® tal o)mr]7]e] MHo R ony
olel ¢ 4 AYE|7F Frkstar 7] wiiolth. RS AFelA Hejdel 54 EAE Sl
Aol glojd AT e ddo ] 7} s Bl A 9d9S st ok, shA R
Heldo] aafdom g A] 2 7] 3l A 5H735H°]C e A7 2IEA Foldltt.
&UH 7}% 8% wAE #F2 o 1514 N7 Hete] gk FA|Z o] on HelHE
Fod oA 7HE B3k FAlolth[1]. TR YEAHH = Eefo|WAITE FAds] FlgE|
A dolHE eyt d&eted B WA, AEF Aol mEr. dHoHE sH¥sEA
HEEA] 32t e] FolE FElfof &hal /\}%a “H" LA FE o]/de] Heto] SR Eojof gttt
ol g WA, AxF AE ¢ et= 0431 privacy Z@E0] A7H=d F8¢ privacy
Rd2= k-yA [2], -804 [3], t-H3A3 (4]0 digs e vadEs 2471 9
o] Rdlof A= AMEALE A AL ﬁ%*ﬂméx}e WMy xzpslo] Zefo|HAE Boght, thyk
K-211 A& Homogeneity attack, Background knowledge attackell FoFs}ir[3], [-ThoEAdS
Skewness attack, Similarity attack ol # 2kstc}(4]

_Hlorﬁn

ol BE AMFS AF wrEHA7IH et dolH &gl Aoko] AEe A5t Bk o=
H3r volHE Ffete A97F dEA etk JAJIAPE Bt gt EL 21 THIAE
7188 qtgew gAdelHE oF R wE XshA e Ae7F Bk o3 X miel
T HlolEE EAld &Eete A diFiEe] Aol ErhsEAY, Hista Azt
°| ol axd, :LEM & 71ee] delE R w4 Q7 149 Sye e 2
HdgE glom BEAl 4 Fstr] gl o] 7o) HoleE A AstE A
o] WrEA] F sttt M§E%° ggvolgE &&=t doA TAsE old FFY &
AE ANEAT 5 A= T2 digte] E 5 Art. AYEDA AFH dolEHE AAR EA
A & 7pde] ghxpe] dlolH 2 AR 3 B A FORNE AfETE E
g /3 dlolE (Synthetic data)® FAEFH 3 datE 7%x4 tlo] gl w o] 2ol AAH A
2 HolE 7} opd whEdt o] & gk =R 714011 SAF) FLE A LS S 9l o

ARG A ow AfETD. ded B4 delHE BEeE AL ow volE} A n
o) Aoke Wolt} HelH el BHE Al T+ At

Htol 7bg FEEE AdEREL Hejde| 7Rkt 21
Abg-gtth. i1 R E?I A= dHolH kAl digk 9¥
g APE EAST. 2E L:rLﬁJJroﬂ mEd Rde] & SIS

L5 dolHE HYsAU4] dHolErE FH A8 AFHE FFE F o] WA
[6]. o]A Wro=w mdo g4 dolHE %3}‘{“ P 2] = Membership inference attack
olg}ar dt}. Membership inference attacks & £ dole 9 Zalo| Ao o]
2 g o] o5 Holy 5 g5 A ‘EH‘—C“ xﬂlz ooy 7E Fastth. A Age
Hed AAAERIE ol AttackdlA AFEE 5 vk, 53] AGERDLS HdAet fAFgE o
°olHE A3 AAdstnE T ALEH HIO]EVP A5 (Reconstruct ) ¥ 2] =5 dfoF

0 el ATelAE o] g
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o e Jed AR vHEA ARE FilA Fd HolHE e 54

17 —E@"ﬂ AREE o R HGA FEE 5 v wed AR ES *4741&01] 401 A
Ao zHE HolHE H A7F sk, 7]1Ee] Zeho|H A ‘ﬂ"éllj—
A5 TEF ol A Gradlentoﬂ 72 (Noise) & 71etAY XS wdsts WA og fo]
HAE Both, ey o8k W= HolE o] Al SA7HA aLelstr] ofe 9] &
S (Feature) M2 M= Th2 SA4& 7= BIR A8 €& + o
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= o] AFelA] ol JIJIAFES HolH 5A4S Z&AoE aEste AdRHEQ
LDP-GAN(Local Differential Privacy - Generative Adversarial Network)S A|¢F3ith,
GAN(Generative Adversarial Network)[7]2 &3 HAesS AFste Held AdERDo|H
287} A¢tslE LDP-GANE o] GANS ~7|wke = 3kt}. GANES XA AH(Generator) 9} E b
(Discriminator), -+ EH=E o]Fojx et F+ RAS AhH oz g5AA HAusg A4
s de AL Eii 3Fch. o] Aol A= GANell Wasserstein distance% HEAIZ] WGAN-
GP(Wassersteln Generative Adversarial Network - Gradient Penalty)[8]& A}g&3tt}h, =3t
T delHe Zgte|WAlE HEE7] fgt AAZ AE ia‘rolﬂif\](leferential
Privacy)[9]2t+ 7S AFESTh. ApE ZgfolAlold dloly Ho] 2o A ol gk &
DLO]] St oz AusA fxRoE ZAes J1E MAARE AREHow BIFE 7]&4_‘

1}‘3} tlo] g o] o Al vp JdQl AT Zeo] A= Abadi et el.[10]9] AFtolA H
o] 4849 4 dFo] Blal, Xie et al. [11]9] AF-olA] GANell A&}, 7|2H o=
Hedoll A Zgtolw A7 H849 wli= Gradiento] F2S A&l A9 AR Lol
Al(Global Differential Privacy)el FE|E =l=d $-27} A¢tst= o= dolg =
Aol FSS 7ske A9 A Zefo] WAl (Local Differential Privacy)E AF&3lar, o]
b2} LDP-GANol 2} w g gict. dolgd 2o 5S 7t WA dolH e AAMg 54
S 133 TS ﬂx}ﬂ@ F AdveE AHE 2= LDP-GANol A 29e Ambient-GAN[12]
«] TX2E S udE HolHEREYH AA dolE BEEXEE fFche WAoRE gt of
st Agolld AA dHelHE AMgshA] e 24 ek dlolEE% shEtnE A Hol
HE AFS3AY dolg 7t Fdd A8 oAFE g4 & + ¢l olefgt a5 wiAYSE
(Mechanism)ell o]af] F&ol AL&H ©lo]H o] ZofolHAlE 4y 0}74] HGSHA A do]
He oA 5EAES 2 bt 719 H]O]HE QA "ok, AE Ay 8ol o]E9]
ALt dATS FHPL 7|E EE dn] 29 B Hojds nlt).
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Gradient : H©]'d(Deep-learning) &5 A A &2 T
2 Q%] 777 FolA = WEo R VA&

A dlolE (Synthetic data) @ A E oA AAHE 71w do]E.
FH g (Overfitting) : 7|AgGHFolA T HolHE H=dtA gFste A gt BE
o]

A Bl AA 5s Holmeld BAF €k o AFA HAFE FA o)
Bl wolgel Bt BAE obldtin wey.

FENoise) : A olv= “Fag Ao 4o A5 npro] Blg= A714Q Fof E=
2xE 37 S8 sty o] Aol e SAREAAN FEE AV jle RAES

TC =
5t

2+ o] Al (Differential Privacy, DP) @ Z#fo|HAIE AFH oz Hdlslslo] Zejo]
WA BaAEE ST 5 U= V=,

AY 2 =ZZlo]W A (Global Differential Privacy, GDP) : A& Zefo]lmAlo] 3 FH=Z
Aol digh &wol ﬂ—c‘—g bl ARE B, o] AFedAME HyYd SFaelA
Gradiento] ZS2L 7lsls WAl S Ao 28 Zolo|mA = &

A Y AE ZIFo]H A (Local Differential Privacy, LDP) : x}&E Zglo|¥A]9] 3 EHF=E
dolg Aol A dolHd TS 7tel ARE Ho. o] AFoAs g5 dHolHel F
55 7t Esrete WAlS A9 AR ZHolHAIR BF

AUZ (Mechanisn) : AHE TekoluAle] WjAUFE. of @A dlelEt Sahd s
s WA £F. A2 sbetel dolHE wad Wi gL FEAE 2IE o
3}

EEAUtility) : A4 delele] Belelzs 7. o] dAelAs A4 doleg fAe

qu:i _g__Q_/HO
wEA 230 ¢ dolHE WA JHew WS wel £ 3t

Attack : T4 HolHE FE3stH = 9 Hel A=, AEstE AR ko] upa} Black-box
Attack, White-box Attacks o= E7.
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1. B] A}E Zalo]pA] 7Y
Mukherjee et al. [15]9] A7 ellA = HolHAE o8 M= Uro] 72 59540 GANS
skGA 71T, ZHZEe] GANS M2 o2 B E 5‘30}74] == 82 D= o] 2
Aot s shgdn. Z2F A AAEE HolHES Dol d¥e® o7kl D
dolg 7} 2 A AR A AR AXE A 5&"/} Ol? *ﬂ”x}i st5e u= s
BgAre] #olEe] obd ZARE #olES Dol Wil FFAXITE. dE 5o 1WH AYAE
s5A17 W Dyl 29 ﬂﬂ£€:$ﬂ.ﬂ§%»ﬂﬂﬂ 1M GAN e 19 goleAle] &
E%inVWPDﬂ-%Hwi_zg 4 W=t Dyol os) 19 GANS 19
o5 Az} 21 E] olf Al X7 B Foto] 19 dHolgAle] 24 %
(Overfitting)ste AL He=r). BE AlE Trade-off A Y=d|
Mukherjee et al.9] oA Lambda 3= E 243}, o] ndle s

A HCIEE ofel A wrolol sl & 7} glolA HelgE by of
& Aol AdaA Zad. o dol

g E‘ﬂ%ﬂ 3k dHolH = 348A
EﬂOlEVi A A @2 B vt Ex)8h= olg{3t A5 HolHE wHA gt
ot Zldishs A9E 47 dE ¢ Ao

Liu et al. [16]9] 7+ F7FH4Q) BES AFE3IY] Facial olw|A|o] tjdt Zo|HAl &
B A3CF. Generator®F Discriminator®]oll Verificator, RegulatorES F7F4 o2 ALg3to
@ HolE et & dolyrt A= AS WASTE. Generatore AA oA XE HY
Wy XS oo 7 AAEITE. Discriminators Xo] AA| olw|x] E¥o] HEEZE 3H
Verificator®} Regulator® X¢ X o] A2 v|<s=dAw tt2x= 3t} Verificatore
Siamese neural networks[17]7-%= Contrastive loss[18]% Pre-trained ¥ o] X¢} Xo|
gt "oy =% gth. Regulatort SSIM[19]E &3l X Xo] A g illo|a FHolx|rx
stth. o] M7 RES F8l AdAE g ol A9 H]fé}ﬂ”} A2 E7lsgh omA
S AsHA Hok. olggh WiAE olm| Ao 53}y o] EMR#E- Tabular dataoﬂb 2 -8-%7]
AeEvh. Tk go R A dlolE 7t Sofrtor stnE vkt dlolHE T3y AAdsEH]
ol Zeto|HA F=FE FA 8 sPAY -3 7] ofHUh. AHE ZEto|HAE AMEStE A
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2. AL Zalojujr] Y

Song et al. [20]¢] <A7-elld Hedol At ZEfolMAl & &%%%1 %%J£m4 o3
Aol Y#d sh5 Aol A Gradlentoﬂ 2 (Noise)S 718l Shsr
HAIS B530h, Xu et al. [21] & ﬂﬁdﬂugGthwyﬂ a%ﬂq q*qﬁﬂ
A B2 Gradientol] A A3 #2S 718l Differentially privatedt AR AL Sh5A]
Atk oluf o] FEE - a8 ZoolHA] Atole] AAE ZEgt). Beaulieu-
Jones et al. [22]9] AFANAME H]LSH WHS Blgty, o] Afo|x &= AC-GAN[23]9]A
W29 Gradiento] S-S 718 Clinical data®] EElo]|H{A|ES HEF T},

|71 Aol Al Bolx dlFito Akt ZefolHAIE &85t Held dFol= Gradientol] 7
£S5 7t A9 2 Ztolw A (Global Differential Privacy)e HEelE Apg3ich. 9
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= ol AFNA Holg AA FSS 7tetes A9 AE ko] Al (Local Differential
ivacy) & 83| Zlo]HAIE HEsle AHAREDE Aot Ao AE Zo|HAl=

hud

-
—

S A4olA Gradientol F&& Jhak FAoly] wzo) dolge) AT 54 nHa)
7] ET. wepA B ATelAs BRel Holee] 4 neiste] deoldel e ek
Hal o] A R ES A etate)
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o] Section®] A LDP-GAN®] Method®} oi7]el Ag¥ B 7}A 7id S s Aw 3o},
LDP-GANolli= GAN©l] Wasserstein distance® 753+ WGAN-GPEES 7]H oz AL&3ht},
WGAN-GPE= 7] GANo] 7FA]aL 0¥ Mode collapseZd2 EA52 a2 o A dolE <
FAE AT, o] AFoAME AAPE= EMRUOIH Y a84S RSt 8l WGAN-
GPE AMESITE. ZEolHAIE HE3H7] 98 A Ze 2HE Zepo]MA]e] gk /< A
2t ZefolHAlE ARES] HelHd F5S 7hetar o] ke HolEHEHFE GAN XES
skt o] HolEE= e kol Wl e -differential privacyES wWE3ith.

1. GAN/WGAN

Generative Adversarial Networks(GAN)= o] Eo| A Ho]% HHo=w st453dl= H A= &
w9 dFoltt. GANY H3i+= dlolEE sl AA delHel EXE ufelsto] AA|dolH
1523k dlolHE AAstE Aolt). GANS izl MRS AAAH o7 SHA|A o] &
gttt lEzE AA delg e 4 HolHE fJHo=® whol F HolHE Tt
shet. o] o|XEF FEAE g5elr] Y8 FHEAE Binary cross entropys 4

A, sA0m Best o] yepd 4 gt

(

1

e mgl >

R 49
—T‘—' El>’ O_u

< o o

=

maximize (E ~p [0g(D(X)] + E,, [log(1—D(G(2))])

(441 - @849 SH48]

ol HloleE Astel of A4E HolHE WA} A4 Hel
&3 2

o= A2
SteEth, Az TS Fao® UEhdE o .

minimize (EZNI,Z [log (1 - D(G(z)))])
(42 - BAA Z3 3]

SHatgol MEdss Bats 9 7<4ﬂ6HX1“ Aol 7y 98 uS 4%l
Fopol s AMAL 5ol FopAE WHAZ Zols] A Uf At g dolE 2
A e} Bek ol AAH st ago] W ol Ao WAL £ & Uk A
3 RS A Hol, GANY SH5HAL ey o] Ao 2 yEkd 4 9

min max(Ey.p, [log(D(X)] + E,-p, [log(1 - D(G(2))])

[+43 - GAN®] Shs374]



(A4 o9l BRI s ol e 4 .

D*(x) — Pdata
Pdata + pgen

F44 - A5 wEA]

o] HA FHANE [Fa1]0 tdstd wH7e EAL Jensen-Shannon Divergence% =
o s}at= 744 7o}zltk. o] Jensen-Shannon Divergence: A A Ho|gle] & p,.. 9} &
4 dlole o] & po| HAAA F& W 71=77F A EH| Shgol X]GEQX] L‘:} A
WGANOl| A o] & 74 0}01 Jensen—Shannon Divergencet Al EMD(Earth Mover Distance) 7H4 <
=4k £ 23X B, R0 BMDE vt o] vehd S gl

EMD(PT'Pg) = inf  Euy)~y [||x—y||]

YEI[(Pr.Pg

[452]5 - Earth Mover Distance]

EMDE F+ 225 #A s719ls) drbdk B2 dAES Aoy "l KAk HeAel digk Ay
X

dolth, shAwt A&s &K71= 259 77 U Bol uZ ALEE 5? 1o A Kantorovich-
Rubinstein®] & ©]&3lt}. Kantorovich-Rubinstein ©] &S AF&3}H {7} K-Lipschitz &+
Td o EMDE vk 2ol v A AT 4 Q).

W(Pr' P@) - II?Hp Ex~Pr [f(x)] x~P@ [f(X)]

[42] 6 - Wasserstein Distance]

THE7] Qe 7SS Clippingdt3ith. o] 7FEXE Clippingdhs WH21S WGAN-GPoll A
Gradientol] PenaltyZ —Zr ‘%}*—.(Gradlent -Penalty, GP)o.&2 /A1, ¢ £ A5 H
ST, ol F WGANGPE GINGATSl FH2 Aezteta 09 QA% o WAe Aua
o,

ol fi= BEAe}t ¢ getS = Criticol®, WGAN=®olM = f= K-Lipschitz 3=
li

2. A2 Zafolrj A
AHE ZEtolH A= S AMEEl HRE REsE XZupolw Al RElolrh, AHE Zefo|uA|
7 AREEE AR s 2 doly 2471 wolE o]zl A Efal, H olE
Hlola= Aol e Su-s BEA A W, A= Fdold TF o5 B T
A Ais AUt ol ALlE wrEHoR dey Holguol o] AFH HolHE &
243}0% TFE g U "y, olE Haslr] el AR ZeholwAlzE A8 4 =],
Zepolw A= Siel s et oem uAld e Aol wrEdn. o
E1 FRJAE et b F wlo]EHo] =3l Ds}F D °ﬂ el ApE Zefoln

_VE [‘IF

—



&3} ol Uehd 4 9t}

Pr[A(D) e S] < exp(e) xPr[A(D')ES] + &

[424)7 - (g,8) - Differential Privacyl

olwf D&} D' & shube] dlolH ERJEARE Zfo]7t Q= dlolHHo] 50| o]F QI
ol Hlolxgta Frt. A= A ZholW Al viAYF (Mechanism) S WEF™ S Output &
o] Subsetolztil = & Utk § FAE WSS W wiAYUSF Ap= DeF D ool tisiA
(e, 8)-differential privacy® WE3dtial dt}. ¢ -2 Privacy budgetS U8l ¢ o]
Z A= A2 Aol TeA a8 AX= Wi ZHolHA BE e s
o AT Zgo|HA7E 3] FrEEHE FES vt HE dojE o]~ Alo] =7}
AFE folgr) 752 FEE AAXER BE §& 1/d Bu A AT, §7F 0L
53] e-differential privacy®Ztil stH logs AR&3l tha-3zo] thA] vepbd 5 Qltt.

Pr[A(D)€eS ]
| log (Pr[A(D’)ES]) | s¢

i N e 1

[42)8 - € - Differential Privacyl

oA Augh At ZepolMAle] Jid-S 7 712 A Q1 Akt ZefolH Al L] T Q1 s Al
A9 2 Zalolw Al (Global Differential Privacy, GDP)oll si@atcl. X9 b Zaloln
Al(Local Differential Privacy, LDP)&= dlo]E] AAo] #SS 7[8t= WAlor HE o
B 7 FA gis AF87F 9ls w AFSsiek. $-2]7F AQbshE Aol A = LIPE &8
w LDPe] thx A el w7 =<l Randomized Response[24]2} Laplace mechanism 55 4§
t}. Randomized Responses= 7} th¥E A<l LDP "AYZECE HE Binary dataol] thal] pe
gE52 AMZE $Hsta 1-po EEZ HE $Het= Wolt. EF prt vy 7S
Randomized Response mechanism= ¢ -differential privacyS %W=3+t}. Laplace mechanism
< Laplace XA FeS F23F9 dlolgy ool 7tehe W2l o= LDPSF GDPEFof
AL7s gAY Sl

o
R
= ) =]
= 235

bt

e e

£ Do



3. LDP-GAN

noise

noise
[A31 - LDP-GANQ| XK
LDP-GAN< GAN-S Membership inference attackﬁil‘%ﬂ H33le AE HXERE s, o]
A& 98l LDP-GANS HEE 753 IS 98 dlojEd 7istar o] ol ZRY &
]ZL’HE} o] wzghyEl dlolEE %‘.‘1}31‘3_ GANS 52171 AP E & dHolHE nghy 4
"3”51#1%] ol 2|7} A g8t vwprh ofy k. LDP-GANold weksl dlo|H=HF-E
3l ol B¥ S &5317] el Ambient-GANS] FXZ AF&3UH12]. Ambient-GAN-S 3]
&% Real-world o|V|X|Z 5 7|53t O]H]X]E stz 98l ke o 7o A
A= AAl dHelHE st w4 Zeto|HAE Bestr] fdl] AHE-¥ith. Ambient-
GAN olu|x]7} "Wy sEE fHus 43 & u AFgrbsetdl =Eol A& Black-pixel,
Extraction—-patch, Pad-rotate Project5<] ®HH o= dolgr Hiye W2S Ex 3t
[12]. o] W2 ojm|x9 oA JYe S EAY JAGL=E HF S 7tste= & 9
njxje] HAstE 7ol ojgg A T9E WS Tiske VM ES EMRES dlo|E e
= AAsA] k. 0~2554Fe] 9] AlgkE Fs 7HAW ASFHke]l fl= olnA dlolE e}k ”3]

EMR> A Skl War, 4, 4%, Hém"% e FAFEC] dEER F AolE HY.

3l EMRS ’a‘%%ﬁ](Correlation) < Fx2A EAE 834 EMR tlolHel| daHA o

A2 WyS 7hste A2 O]‘?i ‘3] °le] EAE
52 Zoo|HAIE fall ke o] ofifo] A

gAl 27t At W
|

& ukedElA] e}, aela o]y sk 7]]:\'5
ZelolW Al 7S A ol¥r.
M2 7]E2] Ambient-GAN®] Measurement '§4{& A9 A Le}o]

WAZ A ste] EMR d]o

]
S35} sho] shebule A4

LDP-GAN®] t&#g2 [1¥11 - LDP-GAN®] X% ]9F #Zvh. LDP-GANS 3h5A1717] 98] A
A Raw ®lo|H el e-differential privacyE THsle IS 7H6 wadd dlolHAl X, <
ThEo] Skl ARET. AR #A dioly X & AAS X Xyol relx A
e FAes gl X, = “}Eoi“fﬁ} WA= X X, & FEstEs Sadnk. dhd

p

A= X, o2 BEAE Ho|ns g, AL X, o2 HHAE Folr] 6
AN e sl dolE Xsh wgshl ATl B ol @ Txn HuE 538 e
o dE wdE delye ExE metste v AdAE e vUddd e Al
olglo] 7l7h WAEE FE8H "k Ezt= wdE dlolEnt sgslnz A dlolE



FAGeA @ ool weh AAAE Aae AAdolEe] Exg stetalr] ol#
o AAAE wEARY dAdeldel e PEE sgasl A,
g %

P P
=] =
Qlar, B3] #EAE wdd dolgut stGalrg dEalo A AR Holgrt f5E 99
o] Aojzlt}, whHo| WA= AA} FAE BEXE FEF 84 =2 dolHE A
t}. LDP-GANS [4=2] 9 - LDP-GAN9] oAtz =]e] AxtE Faf shaHrt.

Algorithm 1 LDP-GAN

Requires : g, learning rate of discriminator;
ag learning rate of discriminator; M, total
number of training data; m, batch size; ng
number of generator iteration; np number of
discriminator iteration per  generator
iteration; we o weights of generator ; wp
weights of discriminator ; D;,

dimension of latent space; T, train data; H,
Holdout data; Fy- noise function; WL, WGAN-GP
loss; G, generator; D, Discriminator;

b N<p,(T)

2v Initialize wy, w,

3t for ¢1=1,+.., . do

4: for t2=1, - np- do:

5: x ~ Sample(N, m)

6: z ~ uniform(-1,1, shape = (m, p,))
7: % <= Fy(G(2)

8: grad <= 7, [WL(x,2)]

9: wp<" wp +ap - Adam(w,, grad)
10: end for

11: z ~ uniform(-1,1, shape = (m, p,))
12 0 £ <= Fy(G(2)
131 grad <- Ve D(%)
Mo we<s wg +ag - Adam(wg, grad)
15 end for
16: return D, G
[=2] 9 - LDP-GAN9] 9JA} 2=
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1. 4¥ H%
°] Sectionol A= A g &S Aol e D@t AWMA Subsectiondl A AHEE o
o] B A 2] Demographlcﬂr 54 ] 3l At} FHA Subsectiond A= o] AgolA &5
A7l mdle] FFol] #s] thFa AWA Subsectionol| A= ZF o] Shho AlgE ATE
ele, J]ra]rU]Ei(Parameter)%E drg s},

1.1 5] A

AMC
(N =572,811)
Gender ([F,M]) [257160, 315651]
Age (Year) 56.32 + 14.72
Systolic blood pressure (mmHg) 123.06 + 12.61
(N =461,693)
Diastolic blood pressure (mmHg) 74.29 £ 7.94
(N =461,693)
BMI (kg/m2) 24.11 + 3.50
(N =457,621)
CVICS Encounter(N) Visits total
(N =571,163)
0 250,160
1 68,037
2 78,406
>3 174,560
Echocardiography 428,004 (74.71%)
Pulmonary function 265,817 (46.40%)
Thallium SPECT 156,615 (27.34%)
Treadmill 68,203 (11.90%)
CT 79,064 (13.80%)
Holter monitoring 46,636 (8.14%)
Six-minute walk test 8,871 (1.54%)
Cardiac rehabilitation 1,990 (0.34%)
Pediatric echocardiography 1,720 (0.30%)

* BMI @ Body Mass Index

# CV/CS =

11
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* SPECT : Single Photon Emission Computed Tomography
* CT : Computed Tomography
[E1 - ©lo]¥] 9 Demographics.]

o] &dFo A= Asan Medical Center—Heart Registry[25] Wlo]E]Ale] A& = [E1 - °
o]E 2] Demographics]+= ©] Ho]E A2 DemographicsE Ho]F=TF. Ao+ Asan Medical
Center-Heart Registry HIo|EAloA F=ZH F 66252 x| 493712] & (Feature)©]
AFEE AT, o]F 6000702] dlolE &= T, x| 625702] dlo]E = Holdout Hlo]E Ao
2 BEHFFo HAE So Abg3t). flo]g A& Basic information, Diagnosis, Lab test,
Physical informationZ< 7}e|aig]e] ddEE2 FAHEY. & 4937)= Binary 5170,
Count 607l, Continuous 3827H= o]Fox Qlth. AS5EL &0 wal 0% A 97.5%A)] ol
Byaty &8 Pt 43.7%2 A5ES /AT

1.2 g%
FolAFF(Z7]) Dropout 243 3 Hj 2] A 13}
Layer 1 NN(480 0.3 LeakyReLU(a=0.3) -
Layer 2 NN(360 0.3 LeakyReLU(a=0.3) -
Layer 3 NN(240) 0.3 LeakyReLU(a=0.3) -
Layer 4 NN(120) 0.3 LeakyReLU(a=0.3) -
Layer 5 NN(60) 0.3 LeakyReLU(a=0.3) -
Layer 6 NN(30) 0.3 LeakyReLU(a=0.3) -
Layer 7 Flatten - - -
Layer 8 NN(1) - - -
* NN : Neural Network
[E2 - Critic 29 & 2.9 .]
ol FF(Z7]) Dropout g3 g o i )
Layer 1 NN(120) - LeakyReLU(a=0.3) 0
Layer 2 NN(240) - LeakyReLU(a=0.3) 0
Layer 3 NN(360) - LeakyReLU(a=0.3) 0
Layer 4 NN(480) - LeakyReLU(a=0.3) 0
Layer 5 NN(493) - - -
* NN : Neural Network
[¥3 - Generator 2d F& Q9. ]
5 12| E T

S5 A S5E 0.00005

St 2 A A3} 3 Adam(b1=0, b2=0.9)

5 A 1} %] 32

St A =L 100000

<= A Decay 0.005 per 5000step

12




PEED A e Al 100
WA A LKL [-1,1]
A A 299 5 sle 5
E RS R Lambda 10

[84 - St JA=vE 89

el DP-GAN[21], LDP—GAN% 2= a) 7 vwdtl, F 2dl 2% GAN-GPE 7)uto g Alg
b HEA(Critics)d 72+ [#2- critics 29 7+% 29°F], WA A (Generator) ] T+%
= [3#3 - generator wdl ?Z: Qok 9} B}, 1 9o AN st dElulEE (¥4 - 8
Aﬂﬂﬂ Q]S wEr eS 0.1, 0.25, 0.5, 0.75, 1, 2.5, 5, 7.5, 10, 20 & 107FA =
L0 QLAA]?J‘:}.

1.3 22 Ego]

—n

rr

T EYolE Pythond} 1 #olB g (Library)E 7|HFo.&E 3+
. 7 Python?] H#lWd Z#|JdY =T (Deep learning Framework) Sl
Tensorflow 2.6 ®AS 7wtoezr FPEAg. 7TLA  H7lolA  Dimension Wise
Prediction(DWP) & A4te wl&= dto]# glo]lH e8] Scikit-learn 0.24.2 ¥4 2] Decision
Tree[26]2 AF&3Fc}. Correlation matrix+ Python @}o]E.2]g]¢l Pandas 1.3.0 3 3t
t}. Partial Black-box Attack® Nelder-mead &zl [22]3} White-box Gradient Attack
o] L-BFGS €arz]&[28]2 o] #ho]H 22]2l Tensorflow_probability 0.14.1 W A& A}
23}, Partial Black-box Attack®] Nelder-mead & & 3}ol+= max _iteration 10002 A&
gL, White-box Gradient Attack®] L-BFGS # A 3}ol|&= max_iteration 1502 A -&3lt}.

2. B84

| Gl RUES ES xehol ), A SN WA o1
AR olEt A g delE s SAe] fAE JRE vehit AR, 4 dol
o AN e, 44 R delsl £5 A4S 59 daseld A dees A
AEe et o] A4 fFAEE AHE FHE dehis g g
hehiE e ALg R

2.1 ?HH &=

RAEE GBI S B 2molE AN HAE WPl PO ehlm F e
de @ 1o @Ee uehdth szol: %o S4ol welses Awe ue

Dimension Wise Statistics(DWS), Dimension Wise Average(DWA), Dimension Wise
Prediction(DWP) & Ad3| A sto] AFE 4= dvt. ol &5-Ao sjFst= H-S Dot-
Aetar stopbH A dHolH o Aol Dot-A9] X3k, A dlolH e ~3oj+ Dot-A9] Y3}
¥7F o292 - (a)]. O]EH agidol M =2 AT FA dlolHe AA dolHe 2

Fo7h @& B golth. o 45 Dot-ASl XAESE VAE/ Loba He VX1 9o A
S A% XAES (AR} DE5E T el Aels) Atk v 55 G4 deld
b A delee] 4e @ selelx Bales dn@th o A% A y=AFAA @Y

B Aok, 2 A3 y=XAA Aole] Ael: AA delEsk 4 dolEst ve AEE W

o e el tis) AE ®Aetal AEd 2= Aol AgE S 284S A5
& vk (22 - (D= dRrEe] AEe] Y=XHA o 7MAl Exsto] A dn Fo A

13



Distance
| Dol — o8
d g $ 3 :”
I i £ £ ... 'y
; @
: oo
I Real Real Real
(@) (b) (9]
[A32 - A fojEet & HIO|EQl FA=E HwSHE MEEO OAl () A S5 ZtE HHO
LIEftH O 3. Distance= 7p% Cf|O|E{7} MH| C|o|E|Q} C}E HEE LIEHHCE (b) 7ts% BE 52
Ho=z LEtd 2E. 7IW HIO|E{7} MX| HIo|Eel 2EE F metgh (o) 7tstt RE B8 He=
LIEtH & 7R Ojo|E{7t A Clo|E{Q] 2=et 2 Xo|§ 2]

A AYE Fu B4t g BEES BATh dhd [2'2 (o) HEY #Ate]l =1 A4
I A7 i HEo] Bl o] FA%-E wuwstd [Z2¥H2-(b)]9] "ol [Z2H2-(c) ]9
golEEt}t A dolgHe FxE u # metdivtar & 4 Qltk. DS, DWA, DWP #2 ~5

5o et go] AEde] ST F AUk,

2.1.1 Dimension Wise Statistics
Dimension Wise Statistics(DWS)+= It &2 binarydF 35592 positivedt dlo]E 2] H]&
S Az gM AFEsith, EA A3l Nxﬂ Holel o} A dlolEjoA] B2 W= HEAR

HAoH A golE sl A4 dolge ExE F wugivdrn ddst=E A7 € 5 9.
DWS:E binary %ol 3] &9 F2o=z AAE 4 ),

Number of positive patient

DWS =
Total number of patient

%2] 10 - Dimension Wise Statistics®] F4]

2.1.2 Dimension Wise Average

Dimension Wise Average(DVA): count FEEZo] 7S ~3o]& AF&ath, DISS w7}
= Ao AA HolEle] R¥E 2 detsi=A] wosh AR A-GATh Cont F5
o thEl DIAE thee gAom As 4 ot}

Column sum
DWA =

Total number of patient

44} 11 - Dimension Wise Averaged] &3]

14



2.1.3 Dimension Wise Prediction

Dimension Wise Prediction(DWP)+= 7} =2 o FA S 2Fo| 2 ALE3t. Uwx] &
S YYo=z ALE3) Target &S oSste 7ASs RES wEo Edo 45 A5

Bl sh=d 59 dolg Eldel] wel Mean Squared Error, Accuracy, ROC-AUC(Receiver
Operating Characteristic - Area Under the Curve)[29] =3¢ & A& 4 Ay}, o
H2AEE 344 dole7F AA dolg o W4 25 drpy 2 gl AE HeRd.

)

2.2 4877

A HlolE 9 faAS HudtE tE WHo R = HolE 9 Correlation matrixE ©| &3}
+ WHol Aok, Correlation matrixe ©loly =3F F@daAAE Uetd=d 19 7H7h&
5 Z o ABAA, -l e E 2 5o AREAE el o9 ThE A
oFst AJHAAAE oJnlgtth. 3 dlolg el HA| wolElY Correlation matrix® ¥AzF At
ol T3l FaAds HE & Ak A delHrr AA dHelHel fAE S 7 odlolH
o] AuFAE "8 AL zol7p FopAtk. o] A FEE TS Fao 2 AAkee] d=t).

Corr = mean(|CMyeq; — CMpape|)

[44] 12 - Correlation matrix® x}o]lE& T3t &4

15



3. Zzafo]nj4]

rElo|HAlE EEo]l AH §EFS WAStE 58S YEhe AREA e FF9 Attack
S R 7hsto] grhgkct. oluf Attackerv 574 HolH7F REe] Frlo ALEE AFE
Fdst=d o]# 3 AttackS Membership inference attack®]2}al 3Ft}.  Membership
inference attacke Held Edo tha] RHAF R HLEHE #HOZHN Attackers FH
HolgE Hdstels AEE o 544 deolgel AAl dHolH o Similaritys 7S£
g dlolg 7l o ALERIEA F230. diolH F dYE Target o2 il Target 3}
Hd dlolH 1t Distanced Eolv HA S daglES w3l AAdAA Target 3 B3k ©
o7} AAHEES F=3 4= dtt. o]u o] Distance”} Threshold¥. t} Stbd Attacker
RS Fall Target dlolEl7F AAE 7 oial FEST. o] FEo] AIgdrs 9
ol Al okHAdLe Wi & 4 vk, Membership inference attacke AU o=
Attacker7} B8 4 d+= AH 2] %ol whE} Black-box Attack™} White-box Attacko = i}
= 9 . Black-box Attack Attacker7} A|gHd AHoOIWF Ho] 7hedh Aol A9
Attacke]al White-box Attack FtH o= @2 Gro] Hgto] 7hse 3ol A9 Attack
ojt}. o] Ao A= Black-box AttackS A3} A Full Black-box Attack(FBA), Partial
Black-box Attack(PBA)® W53 White-box Attacke AH ZFHFo| uwlegl White-box
Gradient Attack(WGA), White-box Discriminator Attack(WDA)o & o eSS H7lskt}

[30].

o [k

3.1Full black box attack

o
/N
\M X

data

[AE 3 - Full Black-box Attack2| T4 ‘HMXIM FELIE CtEQ HIO|EHE M’d5t0 Target data
et |ALSH HIOo|E{7} M dE|=X] "Ittt

Full Black-box-Attack<> Attacker”7} A% 4 A= HH] o] 7Hg AsE el A
287538 Attacko]™ [2¥ 3 - Full Black-box Attack® =21]& o] #}HE HojF=r},
Full-black-box-attackol 4] Attackeri= 2.2 AAE dolgd vt A 73t HolgHE F

16



292 MAT F Target data®t 714 717+ dlolHE 29 golE &2 AFR3TE, olm E<)
tlolE RS th53 o] yEriTh

R = argmin L(X, X)
X
[422] 13 - Full Black-box Attack® dHlo|8 ]

olw L& Distance function® & o] Ao FEFevjet Al (Euclidean distance)S A}
g3}, Attacke ©] Ro| Target X ¢+9] 7] L(X,R)¢] Threshold®. t} 2tom™ X7} Rdlo
o frEWvta FE3H, o FE A=} Attacke] A S AASTE. Attacke] A
2 [Full Black-box Attack <=2} 13} #Zt}. [Z29H3 - Full Black-box Attack®] =212 Full
Black-box Attacks =243 0}01 1/}15}‘44\3} O A HeA oJodo A folEe BEE
Ve 254 e ﬁ%”é oy el # X & UrE}‘ﬂ‘:} H 24 X+ Target datas YR
A SN XESe A AEES gt X X 7}2* 7}77} AR AMEQJA RS YER
o, WA HHAPde X9 Threshold HEIE 9wk X 7t A4 9 gdoz Eoed
attacker= X7} &4 do]g Ao X Ho] Qtfa FEIrE. o] WAL [4224] 14 - Full
Black-box Attack? =913} Zo] Yed 4 i},

1 (L(X,R) < threshold)
AX) =
0 (L(X,R) < threshold)

[¢2] 14 - Full Black-box Attackd] =9]
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3.2 Partial black box attack

2K

0=
0x

latent

\ N
()]

Target
data

[1E4 - Partial Black-box Attack?| =4 Zij HEE %0 /d HIO|E|E Target dataldil HAl

Partial Black-box Attack< Full Black-box AttackolA] Latent space zol F7}Ho = H*
o] 7Fedt Aol AL} 53 Attackolth. X&F 71F b RS 7] Sl&) HH ) 25 FHE
th. o] H A9 latent vector zxO & FE] & RS theF o] vERd F it}

R=G(z%)
[42] 15 - Partial Black-box Attack? dHlo|¥ E]

olm z#= vE3 £t

z* = argmin L( X, G(z2))

7
<

(4] 16 - &9 A HH]

R} X¢ A2]7} Threshold®.t} Folx|&= zxS & 4= oW Attackers= X7} ¢ dlo]H
Aol E3Ethar F230F. [71384 - Partial Black-box Attack®] =4]]& Partial Black-
box Attacke] IAE RHojFt. o7|A A J9 A HEHA 29 J99E YERY
Attackeri= ©] FHoA z& ZFH 7 G(z)7} Target data point (A X)o = ojf gt
IR =S HA s HAS Facitt. H A3 Nelder-mead €alg]l&s[22]S &3 34

18



ool N7Re] FEE 7 Xell ek A3 S v 2ol yERE = dn

| &
nimize — X -G(z2) )2
m.am:mze v ; \/( ; (2) ,)
(4] 17 - 49 FA ¥E]

Nelder-mead®] A3tz AoJZ z=o &l XeF G(z%)e] AZ]7} Thresholde]st#t™ Attacke
X7} shgol Abgdlthar &),

1 (L(X,G(z %)) < threshold)
AX) =
0 (L(X,G(z *)) > threshold )

2] 18 - Partial Black-box Attack® &¥]
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3.3 White-box Gradient Attack
White-box Gradient Attacke Partial Black-box Attackol|A Ed 9] GradientE F714 o=

(G(z)‘xturyel)z 4 .
\‘\ ]
% [
\‘ © B @) Il
\ ]
\\ \ ]
\ K I
\ I
\ ] !
\\ !
i~ /
\\ \7/
\ Q
\ /
LRTESHOUL | oo o) o N ot e P T o
X /
\ /
\ /
N, 7
Vil
> >
4 z
() (b)
[A35 — White-box Gradient Attackdl Partial Black-box Attack2| X}0|. (a) Partial Black-box Attack
o| XX} nPd. == SXMet+o| %X THHO|H Partial Black-box AttackOl A= 0|8 & + &1
HMoz mAIE|QUCL (b) White-box Gradient Attack2] %|Z s}t 117H. Gradient EHE &E2% £ 0of
SNt Jef=7t dMo2 EAE|QICE]

w RSt g GradientE ARESte] FHAsE 1&gttt Partial Black-box
Attack?} wR7HA R 2E S48 HAX4E50 LK, G(2)E HAsteles HAsE st
th. o] A3z dojl zx3} o] ZHE A E G(z+)9F X Alole] FEEUQt A E 7|Hte g
X1 49 dolgHAA F23t). AAHA B4 [2H4 - Partial Black-box Attack®] &=
2137 FL3stt. 28y White-box Gradient Attack Alue] QoM & =2 gk=o] th3l wji
o] 7bsstr] witel ¥ A2 Aoz o G8s HAHSE st shvk. 7 Attackd
zlo]+= [295- White-box Gradient Attack™} Partial Black-box Attack®] =fo]]ollA &<l
st 4= 9Jt}. Partial Black-box Attack> [ZZ™5 - (a)]olA H5Eo] wf ~=Ewic) A|gg2FQ
23 Wi 7= WA White-box Gradient Attacke Gradient?] HAHE 383 &9
2 HASE Y[ aE5 - (b)]. o] AFolAE GradientE &8 345 9&) L-
ok

H
E
22 F[28]€ AT Attacke] T the 3 2ol vhEhd 5 glch,

:
BGFS
1 (L(X,G(z %)) < threshold)
AX) =
0 (L(X,G(z*)) > threshold)
[9=4] 19 - White-box Gradient Attack® &3]
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3.4 Discriminator-white-box-attack

" H, 097

T, T; 0.85 ~——Top n
5 —— D — T3 074

H; T, 0.35

H, H, 0.21

H, H, 0.15

[Z¥6- White—box Discriminator Attacke] dA]. HolE Y HER AFE 7|FOZ2 Ho|gH7} &&

White-box Discriminator Attacke Attacker”7} THA}o| H27l53 A3loA 87153
Attack AUl 2 t}. Black-box Attacko]W White-box Gradient Attack™} T2 A A A dlo]
Ble} A dlolE Alole] AGE 7IRte R FES e o] ofd EzLY] ~FoE %"%5}
th. GANS st Ao A AA dolE et A dHolHE FEIFEE 5% +=d 9
A dolEl7F g€ o R Sojew ASE & #S, ¥4 dHelHU ¥R Eoee
= ue kS HY€sEE Frgcnh. o)AkF <l J&_Hg A= F9 dlo]E 9 Holdout Hlo]E el
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1.1Dimension Wise Statistics
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2.1Full Black—box Attack
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2.2 Partial Black-box Attack
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2.3 White-box Gradient Attack

White-box Gradient Attack(WGA)& Partial Black-box Attack¥} ¥H|Z=38}A 1?53&]},\_)3%
GradientE F71d o= AREE] 1000719 dHlo]glo] el A L-BFGSY 1 g|&Eez HZA3E
&J3ltt. Thresholdi= 0.0057} AF&-5SAtt. Target BlolE] 24 A2]7} Thresholdw| 7HSl Eﬂ
olE]Z AA 7158t Attackers X7 £ tlolElo] E3E vt FA3c}

28



[Z2912 -White-box Gradient Attack®] Z¥}]i= White-box Gradient Attacke] A¥}E R
ZT}F, LDP-GANS ¢£=0.755-¥ &3 Attacke] X911, DP-GANS ¢=55F &
BOTh g AAAJA FA 9k FHAE LDP-GANO] Stk DP-GANS 43¢ 4 Wsle
HolA oA eo dis) AFHor W&k, ofH AREe HAHOZ DP-GANC]
Gradient& &3t ¥4 ¢ AdAXJES ou|stt}. o] A= Gradiento] %

DP-GAN®] 5124l wFof GradientE o] &3Fe] 718l Attackol] © <o+ A<l
o},

2.4 White-box Discriminator Attack

White-box Discriminator Attack(WDA)< Attacker”’} FFHA(Discriminator)ol] H7ts &
W o]E F&l 7hsk= Attack Al ootk Shgel AREE &3 Holdout HEe
Discriminator &% #< 7]Fo2 Udxsom Ad 3 A9 kil dHolHE Fadolg
gt TS A9l k7l dlolHe - ulo]E Y H]Fo] &5 FZ4ol ¥ fra szl
o] Aol A= F=& tlolElAl Holdout dlold Z}7} 6257HE A&l o]F ¢ 2007E 71
TO 2 AttacksS 3. FHoto]l A= Y 200709 dlolE7F AF g dolE el S
A, o]gl A5+ Attacker7} #EAFe] F¥ & V|ToRE Ao dHEA FHHHE
T d Aok 7P oAl A= 29 200719 dlolHe] ¥ wlo]Eef Holdout H
o8 7} 100714 &3l = Ag-olth. ol A5 Attackerv= ¥HEAZEFE ofFd JHE oA
T glo] Ao Evbsalxitt. WEATL g5 oy Ale] #AFEFF o] 49 kil
ole] & 3BhsF dlolEAle] H]Fo] Eojuy=dl, o] HlFS F3 Wz AHAAHEE &
ATk g5 dlolE Aol A7 "ok AA R oy FA FH ekl 7] wfitel] #Ac A
= Rl BHodS digAos Hrtele A w7 2 ¢ Ao

tio

g

R

Ft

[Z2313-White-box Discriminator Attack®] ZA¥}]2 White-box Discriminator AttackolA]
A9 k7le] "ol T &5 dHolHAY JEE veRdY. 2ot FAdd sS04
Al ZEto|HAIE ownletal HAHES Wol W45 Attackel FH kS ofngitt. HAA A
O Z [DP-GANOA =& A5 BJom HuA IA| LDP-GANoA BHAT, thyl DP-GANS
e ¥ o3 v HBAE Holx £\l LDP-GANS A A3t v BAAS B, ¢ 3 v)HAH
AZE Holx| ¢ow Zglo|HA] =& Adt= = 2437 dEo17T}. o83t a7
Fofl met =2 ZEfo|HA] S THEUHEE £ oAl Rdlo|gtal W] o] ),

29



LDP-GAN DP-GAN

20 -
10 1
7.5 1
5 4
2855
1
0.75 A
0.5 1
0.25 1
0.1 A1

700 600 500 400 300 200 100 O 100 200 300 400 500 600 700

[AZ10 - Full Black-box Attack?| Zut. MIZ52 ¢ LIEILHCE, ]

LDP-GAN DP-GAN

20 A
10 1
7.5 1

2.5
1
0.75 1
0.5 -
0.25
0.1+

700 600 500 400 300 200 100 O 100 200 300 400 500 600 700

[ 11- Partial Black-box Attack2| Zi}l. MEZ2 ¢ LIEILHCE]

30



LDP-GAN DP-GAN

0.5 1
0.25 1
0.1 1

700 600 500 400 300 200 100 O 100 200 300 400 500 600 700

[12!12- White-box Gradient Attack2| Z1}. M|I2XE 8 L}EHHCH

LDP-GAN DP-GAN

0.25 -
0.1

I
. 1 . | . ,
200 150 100 50 0 50 100 150 200

[12!13 White-box Discriminator Attack2| Zi}. M|Z2=2 2 LIEIHLCE]

31



3. Trade-off E|ZE Z3

DWS DWA DWP CORR
1000 + 1000 - 1000 4 1000 4
800 800 - 800 800
<
&
600 4 600 - 600 A 600 4
400 - 400 400 1 400 -
5 10 15 5 10 15 25 50 7.5 100 2 3 4
1000 4 1000 - 1000 1000 -
950 950 4 950 | 950
&
o 900+ 900 A 900 4 900 A
850 850 850 1 850 4
5 10 15 5 10 15 2.5 5.0 7.5 10.0 2 3 4
1000 4 1000 - 1000 1000 -
900 4 900 4 900 1 900 4
<
%9 800 800 - 800 800
700 700 q 700 700 4
600 1 600 600 600 1
5 10 15 5 10 15 25 50 75 100 2 3 4
1104 110 A 110 4 1104
100 + 100 + 100 A1 100 +
90 4 90 4 90 90 4
by
o 8014 80 4 80 4 80
70 4 70 70 70 4
60 1 60 4 60 60 4
50 = : T : 50 - ‘ T . 50 +— . T 50 = : : T
5 10 15 5 10 15 2.5 5.0 7.5 10.0 2 3 4

4t
ru
1=

[A314 - Trade-off HAEQS| Zit M=EZH2 IZ0|HA|, 71252 2 8HS LIEHHL
H

Jd2j=& LDP-GANS| Zaf, #7kM JEj=E= DP-GANL| Z1o|Ch]

Trade-off #AE G8A AEE 7IE2F, Zo|HA] AEE MZFo| FAISt] FxEHW
of Tz e AZst & 4 k. 7P o] ARl A

F7F FaskA @E Aoy A EA8Y] oHa dutgor 8ol T u)
Zefolm A= ZAFTh, E&2Q] Trade-off BAIAME &840 3

F7b WA Bz o] A% aHTE Ao gwistn AUHOR 9%, i 9E%
of A A Fr}., HEE Trade-off SFAAPE L Trade—of fS H7IeE= 7|30 € 4 9)

32



o g4 9 Trade-off elizb Mugsl sgste] aeEsl AFEE ASE o4
ol @ojzika 2 & glr,

o] Atol A A& 47}x] &84 A FE(DWS, DWA, DWP, Correlation)$} 47} Zz}o]wA]
1% (FBA, PBA, WGA, WDA)E 112 =x3tete] F 167H4 HZEZE 3R 1dH14 -
Trade-off El2~E°] A¥}], ojw] FEA gf== LDP-GANS Z3=Z vehlin] H24 1
T DP-GAN®| AxE yERdch. e [0.1, 0.25, 0.5, 0.75, 1, 2.5, 5, 7.5, 10, 20]9]
@ 7 2 A2 shte e ol w}E ﬁﬂrE L}E}Lﬂﬁ} Mo O NES HES ¢ 524
2 Aoz ojojx uEryltt. FBAS ia}oww A EE AHE S wlW LDP-GAN®| 1)
Z7F 9 fFdd aeAE S BHola U Ao Agelld eo] S w= LDP-GANO|, e
o] & uji= DP-GANO] <3t $-91& i&iu‘r. 7P 2 Aol b B3

aHxs e o] FUFEl uwhet uHJlE*ﬂl Ashe WHE DP-GANS 2 WS Hlth. 53

Kol

o
=

DP-GAN®] Z1efZ= HAAH ez Wes O}W} FHo & o]F F DW AES 3 B5S
Btk o] kel e o] Wt w}a Trade-of f #AINA 4% sefvglE A st7] o
HArl, Aoz o] A oA A} L e W9lol4l LDP-GAN©] DP-GANTIY] e glell disi
b4 A9l Trade-of fAAE RI A% el o &84 TradeoffS RIS & 4 A
=

33



-2 o] AFoA Zglo]HAIE FEA]7]A &= GAN AR thajA AFHr. o] &
e 93] Ambient-GAN TFE F&sla A AR ZelolvA](Local Differential
Privacy)E HEA|AT. o] Rde waty dlolg zwt sh&3lthi= 530 Q). o] Rl
A9 2 Zalo]v A (Global Differential Privacy)”7} 8% DP-GANY} Hjwsion &-&
o ZEfol A Sl Uro] T E%‘—% ﬁéﬂiﬁm. Hl 221 DP-GANel diH]sljA $-2]7F
A A S 2EQ LDP-GANS o] AFteA] A 48} o) - 9o A Fgo Are wE T
AA WMslE Hou o2y A By E"ﬂt} LDP-GAN 53] Fgo] 23t 3ol
4 DP-GANTHH] =2 §84S HoEd 121?& 2pol &L T 4%4011*1 s 7teke WA
o] zpolo] W Ao R BT}, ﬂ%}% tolH = 855ty AA dHolEe] EXE

LDP-GAN®] &h5rbalo] 738kl aghd A3 m F2 a8A4S WEAdUa Ig%5S IF
71 232 B}, o3t i}%ﬂc}&;% obzl AFE A7} Wol Folelom o= FF A

7ol TQF el d Zlolvh. EF, o] Aol A AR ZefolwAlE AETORHA
de T A T s f‘z}%‘ﬂéi SAS a1 ZeholwAE A8 4 gtk Aol
Ao A Zefo|MAlE #8353 DP- GANJJr &2 vlolE 9 EH" & S A
T Al us 2849l i%ﬂ sttt wa ole SA4o wA D} Fahar st oAt
Qe Fe5e & G845 FAIshA *Jo}” T ZepolHAE A = A w2
Aol A= dlolele] e dlolE B9 (Type) et e PAW o 4% 5425 st
e vARlshe A BE T8 AvFAl F sy 2 Aoy

daasEe o Aol ALd wuol sled wdnd $EAYE noilE B
EEAQ HAFR 2}, o2 EEAS M AL matolw A
3 oA F s, Ol ‘Aol A% By oA GRAY Tradeof (F 714

Ni

 QHERS g ol of ZE: A AFT SEwAe] AM g tg
& 5ol ¥ F e Aes e, mEye AuHezd ke xacd £EE
AR ddAen SAL A F4T AHS P4 JYedE AU An

34



Fa =3

[1] W Nicholson Price and I Glenn Cohen. Privacy in the age of medical big data. Nature
medicine, 25(1):37-43, 2019.

[2] Latanya Sweeney. k—anonymity: A model for protecting privacy. International Journal
of Uncertainty, Fuzziness and Knowledge-Based Systems, 10(05):557-570, 2002.

[3] Ashwin Machanavajjhala, Daniel Kifer, Johannes Gehrke, and Muthuramakrishnan
Venkitasubramaniam. I-diversity: Privacy beyond kanonymity. ACM Transactions on
Knowledge Discovery from Data (TKDD), 1(1):3-es, 2007.

[4] Ninghui Li, Tiancheng Li, and Suresh Venkatasubramanian. t-closeness: Privacy
beyond k-anonymity and l-diversity. In 2007 IEEE 23rd international conference on data
engineering, pages 106-115. IEEE, 2007.

[5] Matt Fredrikson, Somesh Jha, and Thomas Ristenpart. Model inversion attacks that
exploit confidence information and basic countermeasures. In Proceedings of the 22nd
ACM SIGSAC conference on computer and communications security, pages 1322-1333, 2015.

[6] Reza Shokri, Marco Stronati, Congzheng Song, and Vitaly Shmatikov. Membership
inference attacks against machine learning models. In 2017 IEEE symposium on security
and privacy (SP), pages 3-18. IEEE, 2017.

[7] Ian Goodfellow, Jean Pouget-Abadie, Mehdi Mirza, Bing Xu, David Warde-Farley,
Sherjil Ozair, Aaron Courville, and Yoshua Bengio. Generative adversarial nets.
Advances in neural information processing systems, 27, 2014.

[8] Ishaan Gulrajani, Faruk Ahmed, Martin Arjovsky, Vincent Dumoulin, and Aaron C
Courville. Improved training of wasserstein gans. Advances in neural information
processing systems, 30, 2017.

[9] Cynthia Dwork. Differential privacy: A survey of results. In International
conference on theory and applications of models of computation, pages 1-19. Springer,
2008.

[10] Martin Abadi, Andy Chu, Ian Goodfellow, H Brendan McMahan, Ilya Mironov, Kunal
Talwar, and Li Zhang. Deep learning with differential privacy. In Proceedings of the
2016 ACM SIGSAC conference on computer and communications security, pages 308-318,
2016.

[11] Liyang Xie, Kaixiang Lin, Shu Wang, Fei Wang, and Jiayu Zhou. Differentially
private generative adversarial network. arXiv preprint arXiv:1802.06739, 2018.

[12] Ashish Bora, Eric Price, and Alexandros G. Dimakis. AmbientGAN: Generative models
from lossy measurements. In International Conference on Learning Representations, 2018.

[13] Ziqi Zhang, Chao Yan, Diego A Mesa, Jimeng Sun, and Bradley A Malin. Ensuring
electronic medical record simulation through better training, modeling, and evaluation.
Journal of the American Medical Informatics Association, 27(1):99-108, 2020.

35



[14] Mrinal Kanti Baowaly, Chia-Ching Lin, Chao-Lin Liu, and Kuan-Ta Chen. Synthesizing
electronic health records using improved generative adversarial networks. Journal of
the American Medical Informatics Association, 26(3):228-241, 2019.

[15] Sumit Mukherjee, Yixi Xu, Anusua Trivedi, Nabajyoti Patowary, and Juan Lavista
Ferres. privgan: Protecting gans from membership inference attacks at low cost to
utility. Proc. Priv. Enhancing Technol., 2021(3):142-163, 2021.

[16] Yi Liu, Jialiang Peng, JQ James, and Yi Wu. Ppgan: Privacy-preserving generative
adversarial network. In 2019 IEEE 25Th international conference on parallel and
distributed systems (ICPADS), pages 985- 989. IEEE, 2019.

[17] Gregory Koch, Richard Zemel, Ruslan Salakhutdinov, et al. Siamese neural networks
for one-shot image recognition. In ICML deep learning workshop, volume 2, page O.
Lille, 2015

[18] Raia Hadsell, Sumit Chopra, and Yann LeCun. Dimensionality reduction by learning
an invariant mapping. In 2006 IEEE Computer Society Conference on Computer Vision and
Pattern Recognition (CVPR' 06), volume 2, pages 1735-1742. IEEE, 2006

[19] Zhou Wang, Alan C Bovik, Hamid R Sheikh, and Eero P Simoncelli. Image quality
assessment: from error visibility to structural similarity. IEEE transactions on image
processing, 13(4):600-612, 2004

[20] Shuang Song, Kamalika Chaudhuri, and Anand D Sarwate. Stochastic gradient descent
with differentially private updates. In 2013 IEEE Global Conference on Signal and
Information Processing, pages 245- 248. IEEE, 2013.

[21] Jingjing Xu, Xuancheng Ren, Junyang Lin, and Xu Sun. Dp-gan: diversity-promoting
generative adversarial network for generating informative and diversified text. arXiv
preprint arXiv:1802.01345, 2018.

[22] Brett K Beaulieu-Jones, Zhiwei Steven Wu, Chris Williams, Ran Lee, Sanjeev P
Bhavnani, James Brian Byrd, and Casey S Greene. Privacy preserving generative deep
neural networks support clinical data sharing. Circulation: Cardiovascular Quality and
Outcomes, 12(7):e005122, 2019.

[23] Augustus Odena, Christopher Olah, and Jonathon Shlens. Conditional image synthesis
with auxiliary classifier gans. In International conference on machine learning, pages
2642-2651. PMLR, 2017

[24] Stanley L Warner. Randomized response: A survey technique for eliminating evasive
answer bias. Journal of the American Statistical Association, 60(309):63-69, 1965.

[25] Imjin Ahn, Wonjun Na, Osung Kwon, Dong Hyun Yang, Gyung-Min Park, Hansle Gwon,
Hee Jun Kang, Yeon Uk Jeong, Jungsun Yoo, Yunha Kim, et al. Cardionet: a manually
curated database for artificial intelligence-based research on cardiovascular diseases.
BMC Medical Informatics and Decision Making, 21(1):1-15, 2021.

[26] J. Ross Quinlan. Induction of decision trees. Machine learning, 1(1):81- 106,
1986. [22] John A Nelder and Roger Mead. A simplex method for function minimization.

36



The computer journal, 7(4):308-313, 1965.

[28] Dong C Liu and Jorge Nocedal. On the limited memory bfgs method for large scale
optimization. Mathematical programming, 45(1):503- 528, 1989.

[29] Elizabeth R DeLong, David M DelLong, and Daniel L Clarke-Pearson. Comparing the
areas under two or more correlated receiver operating characteristic curves: a
nonparametric approach. Biometrics, pages 837- 845, 1988.

[30] Dingfan Chen, Ning Yu, Yang Zhang, and Mario Fritz. Gan-leaks: A taxonomy of
membership inference attacks against generative models. In Proceedings of the 2020 ACM
SIGSAC conference on computer and communications security, pages 343-362, 2020

37



T 29

The electronic medical records (EMR) are a type of medical data containing the patient's
health condition, treatment results, and prescription information. It contains a lot
of information on patients, so it can be used in various ways, and has the potential
to improve the quality of medical care. In particular, machine learning which has
recently made great progress, has been introduced into the medical field, eventually
leading to the increased usage of EMR. However, EMR contain a number of sensitive
personal information of patients, making it difficult to collect, utilize, and share.
These characteristics make it difficult to study and utilize the EMR. Thus, the
generative model can be a great solution to the previous difficulties.

A generative model refers to a model that generates synthetic data similar to actual
data. By utilizing synthetic data generated in this generative model, restrictions on
personal information can be avoided. Although there are many types of generative models,
recently, generative models using deep learning are the most noteworthy. In fact, deep
learning generative models have made great strides in the field of images, and are
able to generate high-resolution images that are difficult to determine authenticity
with the human eye. Moreover, the deep learning generative model was also applied to
medical data and was able to generate clinically meaningful data. Though deep learning
generative models show good performance, they do not completely solve personal
information problem. In the past, several studies have dealt with attacks on deep
learning models, and it has been found that training data can be inferred based on the
output values of the models. The result indicates that even when using a deep learning
generative model, there still remains a risk to privacy, and protection of the model
1s therefore necessary if the model is used for the purpose of protecting personal
information.

Further, the objective of this study is to develop a deep learning generative model
that is safe from membership inference attacks. To achieve this objective, we used
WGAN-GP, a type of Generative adversarial network(GAN), as a basic model, and adopted
differential privacy to protect privacy. The differential privacy protects privacy
through mathematically designed noise, and uses e, a parameter related to noise
intensity, to adjust the trade—off relationship between utility and privacy protection
levels. In this study, we developed a method for learning a model using only
perturbation data by introducing regional differential privacy among differential
privacy. Also, because training is performed only on perturbed data, the original data
can be strongly protected from attacks on the model.

Next, the performance of the model trained in this way was evaluated in terms of
utility and privacy. Both evaluation indicators showed significant changes according
to e, and it was shown that it is possible to obtain an optimal model by appropriately
adjusting the trade-off relationship between the two indicators. The results of this
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experiment signifies that the training data can be protected from attacks on the model
if appropriate noise is applied. Through the finding of this experiment, it is expected
that the limitations caused by the personal information issues on EMR can be resolved
to some extent.

Key words: EMR, deep—learning, Differential Privacy, GAN, Trade—off
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